Enterprise Infrastructure Solutions (EIS)
Request for Proposals

Section C
Description / Specifications / Statement of Work

Issued by:

General Services Administration
Office of Integrated Technology Services
1800 F St NW
Washington, DC 20405

JULY 2017

EIS GS00Q17NSD3004



General Services Administration
Network Services 2020
Enterprise Infrastructure Solutions

Table of Contents

(@ I = = Tox (o | {0 U1 o o 1T 1
C.Ll EIS GOAIS.. it 1
C.1.2 EIS Scope for Mandatory and Optional ServiCes.........cccccvuvvviiieeieeeeeeeenninnnnnn, 1
C.1.3 Minimum Requirements for Geographic Coverage........cccccccvveeeeieeeeeeeeennnnnnnnn. 2
C.L14  TASK OFUEBIS ... 2
C.1.5 AULNOMZEA USEIS ... 2
C.1.6 Upgrades and ENhanCEMENTS ........coooeiiiiiiiiieeeeeeeeeee e 2
C.1.7 Organization of this Statement of Work ..., 3
C.1.8 General REQUINEMENTS ......cooiii oo 4

C.1.8.1 Organization Of EIS SEIVICES........cccoiiiiiiiiiiiie e 4
C.1.8.2  SEIVICE LOCALIONS .....eeiiiiieiiiiiiitiiii et e e e ettt e e e e e e 5
C.1.8.3  PeIOIMEANCE. .. ...t 5
C.1.8.4 Conformity to Standards..........cccoeeeeiiiiiiiiiiiie e 6
C.1.8.5 NON-DOMESLIC......cceiiiiiiiiiiiiiiiiiee e 7
C.1.8.6  INteroperability...........coooriiiiiiiiiiii 7
C.1.8.7 System Security REQUIEMENTS ........ccovviiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeee e 8
C.1.8.8 National Policy REQUIrEMENTS ........ccovviiiiiiiiiiiiiiiiieeeeeeeeeeeee 14
C.1.8.9 TechniCal SUPPOIT .....ciii e e 16

C.2 Technical REQUINEMENTS.........uiiii e e e e e e e e e 16

C.2.1  DALA SEIVICE ...ttt e e e e e e e eeeeas 16
C.2.1.1 Virtual Private Network SEIVICE .........cooviiiiiiiiiiiiieeee e 16
C.2.1.2 Ethernet TranSPOrt SEIVICE ........ccoovviiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeee e 22
C.2.1.3 Optical Wavelength ServiCe .........ccccccoiiiiiiiiieee 32
C.2.1.4 Private LiN@ SEIVICE .......cccoiiiiiiiiiiiiieeeeeeeeee e 41
C.2.1.5 Synchronous Optical Network Service .........ccccccccvviiiiiiiiiiiiiiiiiiiiiiiiieee, 48
C.2.1.6 Dark FIDEr SErViCe.........ccooviiiiiiiiiii e 62
C.2.1.7 Internet ProtoCol SErVICE ...........coovviiiiiiiiiiiiiieeeeee 71

EIS GS00Q17NSD3004 ii



General Services Administration
Network Services 2020
Enterprise Infrastructure Solutions

C.2.2  VOICE SBIVICE ...t 76
C.2.2.1 Internet ProtoCol VOICE SEIVICE ........cccoviiiiimiiiiiiieeiee e 76
C.2.2.2 Circuit Switched VOICE SEerVICE..........ccoviiiiiiiiiiiiiee e 83
C.2.2.3  TOl FrE8 SEIVICE ....oeeeiiiieiiiiiii et 94
C.2.2.4 Circuit Switched Data SErViCe ............cccouiiiiiiiiiiiiiieeeee e 113

C.2.3  CONtaCt CENLEN SEIVICE ....coii oo 118
C.2.3.1  Service DeSCHIPLON .....ccooiiiiiiiiiiiiiie e 118

C.2.4 Colocated HOSHING SEIVICE.......cccoeeieeeeeeeeeeeeeeeeeee e 129
C.2.4.1  Functional DefinitioN ... 129
C.2.4.2  SANUAIAS......ccoiiiiiiiiiii 129
O3 e S o] o1 [=Tox 11/ Y/ 130
C.2.4.4 Technical CapabilitieS ............uiiiiiieiieecc e 130
C.2.4.5  FRAMUIES ....coiiiiieiiiee e 131

C.2.5  ClOUA SEIVICE .....uiiiiiiiieeeeiiie ettt e e e e e ee e s 132
C.2.5.1 INfrastruCture 8s @ SEIVICE ..........ccoiviiiiiiiiiiiiiiieeeeeeeeeeeeee e 133
C.2.5.2 Platform as @ SEIVICE .........ccoiiiiiiiiiiiii e 137
C.2.5.3 SOftware as @ SEIVICE ........cccooiiiiiiiiiiiiiiee e 138
C.2.5.4 Content Delivery Network ServiCe..........ccccccvvviiiiiiiiiiiiiiiiiiiiiiiiiieeeeee 140

C.2.6  WIFCIESS SEIVICE ....eeeiiiiiiiiiiiiie ettt 143
C.2.6.1 Service DESCHPLION ......cccoiviiiiiiie e e 143
C.2.6.2  FRAUIES .....ciiiiieiiiie e 146
C.2.6.3 INtErfACES ....cooiiiiiiiiiii 147
C.2.6.4 Performance METICS ........cooiiiiiiiiiiiiiee e 148

C.2.7 Commercial Satellite Communications SEerviCe ...........cccccceveeerriiicnnrreenenenn 148
C.2.7.1  Service DeSCIPLON ......ccoiiiiiiiiiiie e 148
C.2.7.2  FAIUIES ... ittt e et e e e 150
C.2.7.3 Performance MEtriCS ...t 151

C.2.8 MaANAQEA SEIVICE .....cieiiii et e e e e e e e e aaa s 152

EIS GS00Q17NSD3004 iii



General Services Administration
Network Services 2020
Enterprise Infrastructure Solutions

C.2.8.1 Managed NetWOrK SErVICE .......cccouieiiiiiiiiiiiiie e 152
C.2.8.2 Web ConferenCing SEIVICE.......cciiiiiiiiiieeeieie et 158
C.2.8.3 Unified COMMUNICALIONS SEIVICE......cccceiiiiiiiiiiiiieieee e 162
C.2.8.4 Managed Trusted Internet Protocol Service .........cccccccveeeeeieeeiveeeiinnnnnnn, 167
C.2.8.5 Managed SECUNLY SEIVICE ......coiiiieeiiiieeiiiiie e 193
C.2.8.6 Managed Mobility SEIVICE ..........ccoeviiiiiiiiiiii 206
C.2.8.7 Audio ConferenCing SEIVICE .........ccouviiiiiiiiiiiiiiiieeeeeeeeeeeeeeee e 218
C.2.8.8 Video Teleconferencing ServiCe..........cccccccviiiiiiiiiiiiiiiiiiiiiiiiieeeeeeee 222
C.2.8.9 DHS Intrusion Prevention Security Service (DHS Only).........cccccceeeee. 227
C.2.9  ACCESS AITANGEMENTS .....uuiiieiiiiiiiiii e e et et e e e e e e e e e eennaa s 232
C.2.9.1 Access Arrangement DesCription ..............eeiiiieeeiiiiciiiiiin e, 232
C.2.9.2 Access Diversity and AVOIANCE ..........ccuvvviiiiieieeieeieeiiee e 238
C.2.9.3  INLEITACES ...ooieiiiiiieete ittt e e e e 239
C.2.10 Service Related EQUIPMENT ..........uiiiiiieieeeieee e 241
C.2.10.1  WAITANLY SEIVICE......cciiiiiiiiiiiiiieie ettt 242
C.2.11  Service Related Labor ... 242
C.2.12  Cable and WG ...ccoooeeeeeeeeeeeee e 242
(O T I = 10 15110 N 244
C.3.1 Transition Roles and Responsibilities .............ccceeeiiiieiiiiieiiicc e, 244
C311 Government 6s Rol.e..i.n..Tr.ans.i.t.i.a.n244
C312 Contractoro6s Rol.e..i.n..Tr.a.ns..t.i.a.n?245
C.3.2  TranSItION ON ......uiiiiiiiiieiieii ettt e e e e e e eeeeeens 245
C.3.2.1  ODBJECLVES ...ccoiiiiiiiieeeeee e 245
C.3.2.2 Contract-Wide Planning and Implementation ............ccccccccvvviiiiiiinnnnnn. 246
C.3.2.3 Agency-Specific Planning and Implementation ................ccceevvvvvvvnnnnnn. 246
C.3.2.4  INVENTOTY ...ttt e et e e e e e e 246
C.3.3  Transition Off ... 246
C.3.3.1  ODBJECLVES ..ot e e e e e e e aaaa 246

EIS GS00Q17NSD3004 iv



General Services Administration
Network Services 2020
Enterprise Infrastructure Solutions

C.3.3.2 Planning and Implementation .............ccccccvviiiiiiiiiiiiiiiieeeeeeeeeeeeeee 246
(O T T N | 1Y/ | (o] Y PP 247
[T 0 2 S L= o o] 1 1] o T 247

C.4  Section 508 REQUIFEMENTS .......uiiiiieeeiiieiiiiise e e e e e e et e e e e e e e e e e e e e e eeeeennes 248
@ I = = Vo (o {0 U o P 248
C.4.2 Voluntary Product Accessibility Template ..., 248
C.4.3 Section 508 Applicability to Technical Requirements..........c.ccccoeevvevevvnnnnnnn. 248
C.4.4 Section 508 Provisions Applicable to Technical Requirements .................. 249
C.4.5 Section 508 Provisions Applicable to Reporting and Training..................... 250

EIS GS00Q17NSD3004 v



General Services Administration
Network Services 2020
Enterprise Infrastructure Solutions

C.1 Background

The General Services Administration (GSA), Federal Acquisition Service, Integrated
Technology Services (ITS), Network Services Program (NSP?) establishes and
manages a range of acquisition programs to meet the needs of federal agencies for
telecommunications, networking services and associated support.

This Request for Proposals (RFP) describes the governmentd sequirements for the
Enterprise Infrastructure Solutions (EIS) contract.

C.1.1 EISGoals

The EIS contract is intended to meet the program goals for:

Service Continuity.

Highly Competitive Prices.

High-Quality Service.

Full Service Vendors.

Operations Support.

= =2 =4 4 A -

Transition Assistance and Support.

The overarching goal for EIS is to make the resulting contracts as flexible and agile as
possible to meet and satisfy the widely differing requirements of the federal agencies
both now and for the next decade and beyond.

C.1.2 EIS Scope for Mandatory and Optional Services
The EIS mandatory services include the following:

1 Virtual Private Network Service Specified in Section C.2.1.1
1 Ethernet Transport Service Specified in Section C.2.1.2
1 Voice Specified in Section C.2.2.1 and C.2.2.2
1 Managed Network Service Specified in Section C.2.8.1

It should be noted that Access Arrangements (Section C.2.9) are included as a
mandatory component and shall be priced. The contractor shall also provide Voice
services to non-domestic locations as defined in Section J.1.2.

Any service included in Section C.1.8.1 that is not listed above is considered optional.

1 Seehttp://www.gsa.gov/portal/category/2215For background
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C.1.3 Minimum Requirements for Geographic Coverage

The contractor shall provide EIS services on a global basis. Geographic coverage for
domestic and non-domestic locations is specified in Section J.1. Domestic locations are
further divided into CONUS and OCONUS.

CONUS Geographic requirements are defined by a set of domestic cities, based on the
Core Based Statistical Areas (CBSAs) as defined in OMB Bulletin No. 13-01, dated
February 28, 2013. The minimum mandatory geographic coverage area includes any 25
of the top 100 CBSAs provided by the government in Section J.1. The CBSAs listed are
ranked in descending order of government bandwidth usage. It should be noted that
there are over 900 CBSAs in the U.S. requiring services.

Notwithstanding the minimum requirements, the contractor is encouraged to propose
the mandatory and optional services within any CBSA, OCONUS or non-domestic
locations, whether included in Section J.1 or not, as long as the offer includes at least
25 of the top 100 CBSAs listed in Section J.1.

The contractor shall provide the mandatory services to all government locations within
each of its selected CBSAs.

C.1.4 Task Orders

The government will order services in accordance with FAR Subpart 16.505. Agencies
will conduct fair opportunity and award task orders (TOs) in accordance with the
aforementioned subpart and the terms and conditions of this contract. For more detalil,
see Section G.3.

C.1.5 Authorized Users

This contract is for the use of all federal agencies, authorized federal contractors,
agency-sponsored universities and laboratories, other organizations as defined in
Section H.3, and, when authorized by law or regulation, state, local, and tribal
governments.

C.1.6 Upgrades and Enhancements

The government recognizes that telecommunications technologies and services are
rapidly evolving. Accordingly, the government anticipates that services and solutions
available under this contract will be increased, enhanced, and upgraded as these
improvements become available to commercial customers.

As the virtualization of infrastructure continues from computing to networking, the
government is interested in the deployment roll-out of Network Function Virtualization

EIS GS00Q17NSD3004 2
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and Software Defined Network (NFV/SDN) in the contractor's backbone wide area
network (WAN), because the SDN supports quick provisioning and easy management.

Network function virtualization (NFV) is the virtualization of network equipment
functions, which typically run on dedicated appliances, to now run on industry-standard
servers, switches and storage devices with the aim of lowering costs, improving
efficiency and increasing agility, via hypervisor technologies. Standards are being
created by the European Telecommunications Standards Institute (ETSI), including
major telecom equipment vendors and communications service providers (CSPs), with
involvement by the Open Networking Foundation.

Software Defined Networking (SDN) is an approach to networking in which control is
decoupled from the physical infrastructure, allowing network administrators to support a
network fabric across multi-vendor equipment. The SDN decouples network control and
forwarding functions, enabling network control to become directly programmable and
the underlying infrastructure to be abstracted from applications and network services, by
supporting the following capabilities:

1. Transport independence by disaggregating the service from the physical
network.

2. Security (encryption and device authentication) at the routing level.

3. Allow network segmentation with different segments having different encryption
schemes.

4. Centralized policy and control of all the devices across the network.
5. Allow Layer 4-7 services (to be advertised) on demand.

This will allow network managers, both agency and service providers, to configure,
manage, secure, and optimize network resources very quickly via dynamic, automated
SDN programs/codes (APIs), which they can write themselves because the
programs/codes do not depend on proprietary software.

C.1.7 Organization of this Statement of Work

Section C.2 provides the technical requirements addressed by this contract. Section
C.1.8 describes the general requirements and the format for the specification of the
individual service areas and services, which are contained in Sections C.2.1 through
C.2.12. Section C.3 contains requirements for management of transition from another
expiring GSA-administered contract to EIS. Section C.4 specifies the governmentd s
requirements for Section 508 compliance that have been established to ensure access
to information and services by government employees and citizens with disabilities.

EIS GS00Q17NSD3004 3
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C.1.8 General Requirements

C.1.8.1 Organization of EIS Services
EIS service areas and services are presented in the following table.

Service Area Service

Data Service VPNS

Ethernet Transport

Optical Wavelength Service
Private Line

SONET

Dark Fiber

Internet Protocol Service

Voice Service IP Voice Service
Circuit Switched Voice Service

Toll Free Service

CSDS
Contact Center Service Contact Center Service
Colocated Hosting Service Data Center Service
Cloud Service Infrastructure as a Service

Platform as a Service
Software as a Service

Content Delivery Network Service

Wireless Service Wireless Service

Commercial Satellite Service Satellite Service

EIS GS00Q17NSD3004 4
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Service Area Service

Managed Services Managed Network Service

Web Conferencing Service

Unified Communications Service

Managed Trusted Internet Protocol Service
Managed Security Service

Managed Mobility Service

Audio conferencing

Video Teleconferencing

Intrusion Prevention Security Service

Access Arrangements Access Arrangements
Service Related Equipment Equipment

Service Related Labor Labor

Cable and Wiring Cable and Wiring

IT-related products and services listed in the table above may be acquired only if they
are associated to an infrastructure or telecommunications solution acquired through
EIS.

C.1.8.2 Service Locations

A Service Delivery Point (SDP) is the interface point at which a service is delivered by
the contractor to the government or its designated agent. The SDP is the interface point
for the physical or logical delivery of a service and the point at which performance
parameters are measured to determine compliance with the contract.

C.1.8.3 Performance

Almost all EIS services have a specified standard set of common metrics or Key

Performance Indicators (KPIs) to measure and report their performance. This standard

set of KPI 6s measur e santagerey ngads imoaderyo evhiuatee nsi on s
service effectiveness. The underlying KPI computations are service specific or context

sensitive (as defined within each service) to reflect the broad range of service offerings

and the EIS focus on delivery of end to end services. The seven standard KPIs used for

most services as specified within this contract are defined below.

Standard KPlIs:

EIS GS00Q17NSD3004 5
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No. KPI Abbreviation
1 Availability (Service) Av(S)

2 Time to Restore TTR

3 Grade of Service (Service) GOS(S)

4 Latency (Service) Latency(S)
5 Jitter Jitter

6 Event Notification EN

7 Response Time RT

For certain services, when required by agency customers, two service levels are
specified. Routine service levels apply for most government applications. Critical service
levels are defined for agency applications requiring higher levels of availability,
performance, or restoral criteria. Critical service levels will be sought in the TO fair
opportunity process. The parameters specified in the service descriptions shall apply to
all domestic (both CONUS and OCONUS) services. Performance parameters for non-
domestic services are specified in Section C.1.8.5. In addition, the performance
provided shall always be at a level not less than what is generally available
commercially, at no additional cost to the government. Thus, if the available commercial
performance parameter is more demanding than the minimum acceptable level
specified in this contract, the available commercial performance parameter shall take
precedence.

As standards evolve, the contractor may propose and provide alternatives to the
government that meet or exceed the standards listed per specific service.

C.1.8.4 Conformity to Standards

Throughout Section C, references are made to standards (including interim standards,
Internet Engineering Task Force (IETF) Requests for Comments (RFCs), or de-facto
standards) as they existed at the time of contract award. If a standard is defined by a
specific version and/or date, then that specific version of the standard shall be
implemented. Otherwise, compliance with the latest versions of these standards is
expected. American national standards shall supersede international standards for
services to be provided to on-net users located in the U.S. Where multiple standards

EIS GS00Q17NSD3004 6
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are cited, the order of precedence shall be the industry forum specification, followed by
ANSI, followed by iconectiv, and followed by ITU-TSS, unless otherwise specified.

C.1.8.5 Non-Domestic

Coverage includes delivery of service from domestic SDPs to non-domestic SDPs, from
non-domestic SDPs to domestic SDPs, and from non-domestic SDPs to non-domestic
SDPs. The following requirements for the numbering plan, features, performance,
interfaces, security, and management and operations considerations that are applicable
to the non-domestic services shall supersede the corresponding requirements specified
for the domestic services:

1. Numbering Plan. The numbering plan for non-domestic locations shall conform
to country-specific numbering plans.

2. Features. All features identified as mandatory in each service description shall
be provided to non-domestic SDPs in the areas involved.

3. Dial-In. The contractor shall support country-specific non-domestic PSTN
numbers and/or toll-free numbers, if commercially available, for dial-in access of
services.

4. Performance. The KPIs in the performance metrics for each service between
non-domestic SDPs or between domestic and non-domestic SDPs shall be
compliant with the best commercial values or practices for those parameters
within the non-domestic country and/or jurisdiction hosting the non-domestic
SDPs.

5. Interfaces. When a service is delivered to an SDP at a non-domestic location,
the UNI, e.qg., interface type, payload data rate, protocol type, standard for the
SDP shall comply with the country-specific interface standards when delivering
service to the country-specific government equipment. However, if the
government equipment conforms to a North American standard, then the UNI
standard at the SDP shall comply with the North American standard where
permitted by local law and regulations.

C.1.8.6 Interoperability

The contractor shall support interoperability for given service offerings so that a user of
a service from one EIS contractor shall be able to communicate with users of services
from other EIS contractors with equivalent performance. GSA recognizes that different
levels of interoperability exist commercially, particularly in the area of data networking.
Interoperability shall be made available for any service that is currently commercially
offered by the contractor and is interoperable with the services of other EIS contractors.

EIS GS00Q17NSD3004 7
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In addition, the contractor shall make available any future service interoperability at no
additional cost to GSA when the contractor offers the interoperability for its
commercially provided service.

Since near full interoperability is provided via the Public Switched Telephone Network
(PSTN) for circuit switched services, the contractor shall support interoperability
between voice services, circuit switched data service, and wireless services if offered.
The contractor shall also support connectivity and interoperability for remote and mobile
users as specified in the individual service descriptions.

C.1.8.7 System Security Requirements

Communications services under this contract will carry non-sensitive programmatic and
administrative traffic, Controlled Unclassified Information (CUI) traffic, and higher levels
of sensitive and/or classified traffic up to and including Top Secret/SCI that may be
encrypted by agency users. Therefore, the contractor is required to provide basic
security for all network services, as well as the network management systems and
information systems and databases used to support those services. Such security shall
include protecting all network services, information, contractor infrastructure, and
information processing resources against threats, attacks, or failures of systems.

The contractor shall ensure that all services provided comply with all Federal
Information Security Management Act (FISMA), DOD, and Intelligence Community
requirements where applicable. The contractor shall submit a Risk Management
Framework Plan describing its approach for security compliance for all services
provided under EIS. This plan shall be submitted with the proposal in accordance with
National Institute of Standards (NIST) Special Publication (SP) 800-37.

C.1.8.7.1 System Security Compliance Requirements

In providing EIS services, the contractor shall comply with all applicable federal and
agency-specific IT security directives, standards, policies, and reporting requirements.
The contractor shall comply with FISMA, DOD and Intelligence Community-associated
guidance and directives to include all applicable Federal Information Processing
Standards (FIPS), NIST SP 800 series guidelines (FIPS and NIST SPs available at:
http://csrc.nist.gov/), agency-specific security directives, policies and guides, and other
appropriate government-wide laws and regulations for protection and security of
government IT. In addition, the contractor shall comply with all service specific security
requirements identified within Section C.2 Technical Requirements (e.g., Cloud
Infrastructure as a Service (laaS), or Managed Trusted Internet Protocol Services
(MTIPS)).

Compliance references include, but are not limited to:

EIS GS00Q17NSD3004 8
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1 Federal Information Security Management Act (FISMA) of 2002; (44 U.S.C.
Section 301. Information security) available at:
http://csrc.nist.gov/drivers/documents/FISMA-final.pdf.

1 Federal Information Security Modernization Act of 2014, (to amend Chapter 35 of
44 U.S.C.) available at https://www.congress.gov/113/bills/s2521/BILLS-
113s2521es.pdf.

1 Clinger-Cohen Act of 1996 (formerly known as th
Management Ref o)awailableat: of 19960
https://www.fismacenter.com/Clinger%20Cohen.pdf.

Privacy Act of 1974 (5 U.S.C. § 552a).

Homeland Security Presidential Directive (HSPD-12) , fAPol i cy for a Cu
IdentificationSt andar d f or Feder al E ndptédAygesesy, and c
2004; available at: http://www.idmanagement.qgov/.

1 Office of Management and Budget (OMB) CircularA-1 30, @A Management of
Federal Information Resourc e s 6, and Appendix |11, ASecur
Aut omated I nformation Systemso, as amended
http://www.whitehouse.gov/omb/circulars_al30 al30trans4/.

1 OMB MemorandumM-04-0 4 ,-AdEhenti cation Guidance for
(Available at: http://www.whitehouse.gov/omb/memoranda_2004).

T OMB MemorandumM-14-03. WA Enhancing the Security of

Informat i on Systemso available at
https://www.whitehouse.gov/sites/default/files/lomb/memoranda/2014/m-14-
03.pdf.

T FI'PS PUB 199, AStandar ds ofFederalromationin t y Cat e
and Information Systems.0Dated February 2004.

T FI'PS PUB 200, AMini mum Secur i tmatorReedqui r e men
Information Systems.oDated March 2006.

1 FIPSPUB140-2, f@ASecurity Requirement sDattdkor Cr ypt ¢
May 2001.

1 NIST SP 800-18 Revision 1, fiGuide for Developing Security Plans for Federal
Information Systems. Dated February 2006.

1 NIST SP 800-30 Revision 1, fiGuide for Conducting Risk Assessments. Dated
September 2012.

1 NIST SP 800-34 Revision 1, iiContingency Planning Guide for Information
Technol ogy D&sddMaye®dis.. 0

T NISTSP800-37 Revision 1, AGuide for Applying t
Framework to FederalInf or mati on Systems: A Security Lji
Dated February 2010.

EIS GS00Q17NSD3004 9
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T NISTSP800-40 Revision 3, AGuide to Enterprise
Technologies.0 Dated July 2013.

1 NIST SP 800-41 Revision 1, iiGuidelines on Firewalls and Firewall Policy.0 Dat ed
September 2009.

1 NIST SP 800-4 7 , ASecurity Guide for Interconnect
Systems.oDated August 2002.

1 NIST Special Publication800-53 Revi si on 4, fASecurity and
Federal Information Systems and Organizations.oDated April 2013.

1 NIST Special Publication 800-53A, Revision4, N AssessiandPrvd&c ur ity
Controls in Federal Information Systems and Organizations, Building Effective
Assessment Plans.0Dated December 2014.

1 NIST SP 800-58 iSecurity Considerations for Voice Over IP Systems.0 ated
January 2005.

1 NISTSP800-60 Revision 1, AGuide for Mapping Ty
Information Systems to Security Categories.0Dated August 2008.

1 NIST SP 800-61 Revision2,i Co mp ut e r Incglent Handiing Guide.oDated
August 2012.

1 NIST SP 800-88 Revision 1, fGui del i nes fooDattledi a Sani t i
December 2014.

T NISTSP800-94 AGui de t o ctibmahdrPregentionnSysizmg.oe ated
February 2007.

T NISTSP800-128 A Gui de -Hoaused Goafiguration Management of
Information Systems.0Dated August 2011.

T NISTSP800-137 Al nformation Security Continuous
Information Systems and Organizations.0Dated September 2011.

1 NIST SP 800-144 fGuidelines on Security and Privacy in Public Cloud
Computing.0 ated December 2011.

NISTSP800-16 0 ASystems Se c.odatediNpveriber@0l®.eer i n g

T NISTSP800-161 ASupply Chain Risk Management Pr
Information Systems and Organizations.o0Dated April 2015.

T NISTSP800-17 1, i P rContradled tUnclassified Information in the
Nonfederal Information Systems and Organizations.0Dated June 2015.

1 Committee on National Security Systems (CNSS) Policy No. 12, National
Information Assurance Policy for Space Systems Used to Support National
Security Missions. Dated 28 November 2012.

EIS GS00Q17NSD3004 10
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1 Committee on National Security Systems (CNSS) Policy No. 15, National
Information Assurance Policy on the Use of Public Standards for the Secure
Sharing of Information Among National Security Systems. Dated 1 October 2012.

1 Committee on National Security Systems Instruction (CNSSI) No. 1253, Security
Categorization and Control Selection for National Security Systems. Dated March
2012.

1 Committee on National Security Systems Instruction (CNSSI) No. 5000,
A Gui de |l Vortceoser Ihtermet Protocol (VolP) Computer Telephony.oDated
April 2007.

1 Department of Defense Instruction (DODI) 8500.01 fiCybersecurity.0 ated 14
March 2014.

91 DODI 8510.01 fRisk Management Framework (RMF) for DOD Information
Technology (IT).0Dated 12 March 2014.

1 Department of Defense (DOD) Cloud Computing Security Requirements Guide
(SRG). Draft Dated 7 December 2014.

T 1CD 503, Alntelligence Community I nformat.i

Risk Management, Certification and Accreditation.0 ated 15 September 2008.

M I CD 703, AProtection of Classified Nationa

Compartmented Information.oDated 21 June 2013.

T ICD 704, APersonnel Security Standards and

Access to Sensitive Compartmented Information and Other Controlled Access
Program Information.0Dated 1 October 2008.

T I CD 705, A Se nmentedinfoematOmFaglites.d ated 26 May 2010.
| CD 731, ASupply Chabated RlexkbellB.age ment

9 Other agency-specific policies, directives and standards as identified at the TO
level.

C.1.8.7.2 Security Compliance Requirements

FI PS 2Minimum Security Requirements for Federal Information and Information

Systems, 06 i s a mandatory federal standard that
requirements for federal information and information systems in eighteen security-

related areas. Contractor systems supporting agencies must meet the minimum security
requirements through the use of the security controls in accordance with NIST Special
Publication 800-53, Revision 4 (hereinafter described as NIST SP 800-53)

hY

fRecommended Security Controls for Federal Information Systems. 0

To comply with the federal standard, the government has determined the security
category of the information and information system in accordance with FIPS 199,

EIS GS00Q17NSD3004 11
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St andards for Security Categorization of Fede
to be established at a minimum of a Moderate Impact Level and baseline security

controls must be established as identified in NIST SP 800-53 and other associated

directives and guides identified and/or provided by each specific agency.

The government recognizes that these requirements are evolving and will make the
necessary updates as the standards are formally implemented to reflect the changes.

If a Cloud solution is used (meeting the NIST definition of Cloud as stated in C.2.5) the
security category of the information and information system will be established at a
minimum of a Moderate Impact Level and the baseline security controls, applicable
directives and guides as well as deliverables that must be adhered to are identified at
www.FedRAMP.gov.

GSA will not be an EIS contractor FedRAMP sponsor at the contract level.

C.1.8.7.3 Security Assessment and Authorization (Security A&A)

Il n additi on tsBusindseSuppartrsystera (%) nequirements identified in
Section G.5.6, the implementation of any contractor IT system that stores, transports or
processes federal government data requires a formal approval process known as
security A&A. NIST SP 800-37, Revision 1 (hereinafter listed as NIST SP 800-37) and
agency-specific IT security procedural guidance, associated with managing enterprise
risk, provides guidance for performing the security A&A process.

The contractor6 s s y st e m thaoapabilityhtapvoride a valid security A&A (when
required by agency TO) prior to being placed into operation and processing government
information for that agency. Agencies may require higher level certifications to be
addressed at the TO level. Failure to obtain and maintain a valid assessment and
authorization will be grounds for termination of a TO.

C.1.8.7.4 System Security Plan (SSP)

For delivery of services under a TO, the contractor shall comply with all security A&A

requirements mandated by federal laws, directives and policies, including making

available any documentation, physical access, and logical access needed to support

this requirement. The level of effort for the security assessment and authorization is

based on the Systembs NI Sorizeidn.PrBe SBRighdllbec at i on 1
completed in accordance with NIST Special Publication 800-18, Revision 1 (hereinafter

listed as NIST SP 800-18) and other relevant guidelines. The SSP shall describe the

c 0 nt r aapproach fdrssecurity compliance for all services provided under the EIS

contract. The SSP shall also include, at a minimum, appendices and attachments

specifically identified within the TO.

EIS GS00Q17NSD3004 12
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C.1.8.7.5 System Security Plan Deliverables

TOs will specifically identify the system security deliverables to be provided to an
Ordering Contracting Officer (OCO), Information System Security Officer (ISSO), or
Information System Security Manager (ISSM) initially, quarterly and on an annual basis,
or when significant changes, as defined in NIST SP 800-37, occur to the system.

C.1.8.7.6 Additional Security Requirements

ID Number

Description

1

The deliverables identified in Section C.1.8.7.5s ha | | be | abeled ACO
UNCLASSI FI ED | NF OR M AonttacioNselecte€ de¢signatian per document
sensitivity. External transmission/dissemination of CUI data to or from an agency computer
must be encrypted. Certified encryption modules must be used in accordance with FIPS
PUB 140-2 , Sedirity requirements for Cryptographic Modules.0

The government has the right to perform manual or automated audits, scans, reviews, or
other inspections of the contractord s | T environment being us
services for the government. In accordance with the FAR (see Section |, 52.239-1) the
contractor shall be responsible for the following privacy and security safeguards:

1. Thecontractors hal | not publish or disclose in
consent, the details of any safeguards either designed or developed by the contractor
under this TO or otherwise provided by the government. Exception - Disclosure to a
Consumer Agency for purposes of security assessment and authorization verification.

2. To the extent required to carry out a program of inspection to safeguard against threats
and hazards to the security, integrity, availability and confidentiality of any non-public
government data collected and stored by the contractor, the contractor shall afford the
government logical and physical access to the contractord s f a c stdllatians, e s ,
technical capabilities, operations, documentation, records, and databases within 72
hours of the request. Automated audits shall include, but are not limited to, the
following methods:

1 Authenticated and unauthenticated operating system/network vulnerability scans,
1 Authenticated and unauthenticated web application vulnerability scans,

1 Authenticated and unauthenticated database application vulnerability scans, and
1 Internal and external penetration tests.

3. Automated scans can be performed by government personnel, or agents acting on
behalf of the government, using government operated equipment, and government
specified tools. If the contractor chooses to run its own automated scans or audits,
results from t hese s c an sscreti@nybe acaeptedtindieu ofg o
government performed vulnerability scans. In these cases, scanning tools and their
configuration shall be approved by the government. In addition, the results of
contractor-conducted scans shall be provided, in full, to the government.

C.1.8.7.7 Personnel Background Investigation Requirements

The contractor shall perform personnel security / suitability checking in accordance with
FAR Part 52.204-9 (see Section I).

EIS GS00Q17NSD3004 13
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All contractor personnel with access to government information that is within the
security A&A scope must successfully complete a background investigation in
accordance with Homeland Security Presidential Directive-12 (HSPD-12) Office of
Management and Budget (OMB) guidance M-05-24, M-11-11fiCont i nued
Implementation of Homeland Security Presidential Directive (HSPD-12) Policy for a
Common ldentification Standard for Federal Employees and Contractors,0and as
specified in agency-identified security directives and procedural guides.

The ordering agency will be responsible for the cost of any required background
investigations.

C.1.8.8 National Policy Requirements

The concept of a national telecommunications infrastructure is recognized in national
policy statements and directives issued under the authority of the Executive Office of
the President, Congress, the Department of Homeland Security (including the Office of
Emergency Communications), and other entities of the government. This
telecommunications infrastructure is required to support the critical needs of the
government under conditions of stress that range from crises and natural disasters
(e.g., flood, earthquake) through declared conditions of National Security and
Emergency Preparedness (NS/EP). Public safety and the economic well-being of the
nation also depend upon the availability of reliable and responsive telecommunications
services. EIS is a key component of the US national telecommunications infrastructure.

GSA expects to effectively provide assurance for government users that services and
service elements (technical, management and operations-related) acquired through EIS
will be in compliance with national policy throughout the life of the contracts. The
contractor shall ensure that services delivered are in compliance with national policy
directives that apply to the national telecommunications infrastructure.

Specific national policy requirements include, but are not limited to:

1. NS/EP requirements include a wide range of Executive Orders, Presidential
Directives as promulgated by the Executive Office of the President, the Director
of Homeland Security, the Office of Emergency Communications and other
government entities. NS/EP requirements are covered in Section G.11.

2. OMB Memorandum M-05-22 directs that agencies must transition from 1Pv4
agency infrastructures to IPv6 agency infrastructures (network backbones). For
agencies with an IPv6 network (and those implementing IPv6 networks) with IPv4
legacy support, the contractor solution must maintain functionality and shall
comply with NIST SP 500-267. All systems, software, and equipment supporting
the agency network and its services shall handle IPv6 in an equivalent or better
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way than current IPv4 capabilities, performance, and security. No systems,
software, or equipment shall be deployed on the network that does not meet this
requirement. Additionally, all network management shall be enabled using IPVv6.

3. OMB Memorandum M-09-32, fiUpdate on the Trusted I ntert
Initiative,0frequires all agencies to undertake immediate responsibility for
executing essential agreements and updating POA&Ms to facilitate not only TIC
preparations, but also due diligence for integrating the National Cyber Protection
System (NCPS, operationally referred to as EINSTEIN) deployments and
synchronizing with US-C E R TandOMB Memorandum M-15-01, fFiscal year
2014-2015 Guidance on Improving Federal Information Security and Privacy
Management rfquiees Depactraentd and Agencies (D/As) to enter into
legally sufficient agreements with DHS relating to the deployment of EINSTEIN.
DHS establishes these agreements with D/As authorizing in-line traffic inspection
and modification, and such activities may include the interception, modification,
use, and disclosure of D/A traffic. As such, specific EIS data service offerings:
VPNS, Ethernet Transport, PLS, IPS, Cloud services, which includes laaS
Private Cloud, Paas, and SaaS, MNS Traffic Aggregation Service, MTIPS, and
IPSS, and in future implementations could include other externally routed data
services(e.g. OWS, SONETS), transporting Internet, Extranet, and Inter-Agency
traffic shall identify and route said government traffic through a secure DHS
EINSTEIN Enclave for processing by the latest generation of EINSTEIN
capabilities. . The contractor shall design, implement, and operate its services to
achieve the required routing of traffic through (including delivery to and receipt of
traffic from) DHS EINSTEIN Enclaves. Transport SLA KPIs are measured as if
through loopbacks in EINSTEIN Enclaves. EINSTEIN Enclaves are strictly
intermediate hops and shall not be considered end points for SLA measurement.
These contractor-performed actions related to EINSTEIN--whether performed for
DHS, GSA, or customer agencies--are intended to be assistance provided to the
Secretary of DHS in accordance with 6 U.S.C. § 151.

Telecommunications policy and the national telecommunications infrastructure are

increasingly impacted by the convergence of telecommunications and information

technology. Thus, policy directives in th@owaodokras of
Enterprise Architecture development, and Information Assurance, for example, may

also have implications for telecommunications infrastructure. Additional policy

requirements may be identified to the contractor. If contract modifications are required

to meet new government-specific requirements, the contractor shall submit a technical

approach and schedule for proposing these modifications to the CO per contract

modification guidelines identified in Section J.4.
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C.1.8.9 Technical Support

The contractor shall provide customer technical support as a component of each of its
EIS services. For detailed requirements, please see Section G.6.2 Customer Service
Office and Technical Support and Section G.6.4 Trouble Ticket Management.

C.2 Technical Requirements
C.2.1 Data Service
C.2.1.1 Virtual Private Network Service

C.2.1.1.1 Service Description

The contractor6 s Vi rtual Private Network Service (VPN
transportofagency applicati ons acpeedusfiednulé-sepriceovi der 6.
IP-enabled backbone infrastructure.

C.2.1.1.1.1 Functional Definition

The main characteristic of VPNS is that all infrastructure and devices involved in
implementing the VPN are owned by the contractor and located at the edge of the
contractor6 s b a ¢ Kubnelsterminate at the contractoré s  erautpre

The contractor shall use its backbone to establish three basic solutions for VPNS:

1.l ntranet b provides secur e sihgbmoadlEhdor bet ween
dedicated access.

2. Extranet b enables trusted business partne
information via secure/encrypted tunnels, using broadband or dedicated access.

3. Remote Access b enables mobile/remote work
corporate information via secure encrypted tunnels, such as IPsec and TLS.

Thecontractors hal | accommodate and optimize an agen
network to accurately and consistently allow for traffic prioritization and cost efficiencies
to support the following VPNS traffic types:

1. Time-critical traffic such as voice and video.
2. Business-critical traffic such as transactions.

3. Non-critical traffic such as email.

C.2.1.1.1.2 Standards
VPNS shall comply with the following standards.

EIS GS00Q17NSD3004 16



General Services Administration

Network Services 2020 G S A

Enterprise Infrastructure Solutions

© © N o 0 &

OMB M-11-11 iContinued Implementation of Homeland Security Presidential
Directive (HSPD-12) Policy for a Common Identification Standard for Federal
Employees and Contractorso

NIST Special Publication (SP) 800-46 Revision 1 fGuide to Enterprise Telework
and Remote Access Securityo

IETF RFCs:

a) For secure VPNs:
i. General IPSec

ii. ESP and AH
iii. Key exchange

iv. Cryptographic algorithms to include but not limited to 3DES, RC4 and
AES

v. [PSec policy handling
vi. IPSec MIBs
vii. Remote access
viii. Certification Authorities
b) For trusted VPNs:
i. General MPLS

IP Security Working Group 1 RFC 4303

IP Security Policy Working Group 1 RFC 3586

MPLS Working Group 1 RFC 3468

Layer 3 Virtual Private Network (L3VPN) Working Group i RFC 4176
Pseudo Wire Emulation Edge to Edge (pwe3) Working Group 1 RFC 3985
Use of PE-PE GRE or RFC4364 VPNs

10.IETF-TLS Working Group i RFC 5246 for TLS 1.2
11.TLS 1.2 Protocol Specification
12.1IETF RFCs for IPv4 and IPv6

13.CNSSP-15, National Information Assurance Policy on the Use of Public

Standards for Secure Sharing of Information Among National Security Systems

14. All new versions, amendments, and modifications to the above documents and

standards
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C.2.1.1.1.3 Connectivity

VPNS shall connect government locations and trusted business partners for site-to-site
access or broadband for remote access to provide direct connectivity between all sites
as a partially- or fully-meshed WAN.

C.2.1.1.1.4 Technical Capabilities
The following VPNS capabilities are mandatory unless marked optional.

1. The contractor shall meet applicable routing requirements in Section C.1.8.8
ensuring any encrypted tunnels are applied and proxied to allow inspection.

2. The contractor shall provide multiple tunneling standards, as required by an
agency. Examples include L2TP, GRE, IP-in-IP, MPLS, IPSec, and TLS.

3. The contractor shall provide various encryption levels, as required by an agency.
Examples include 3DES, RC4 and AES in accordance with the appropriate FIPS
publications and modules.

4. The contractor shall provide authentication services as required by an agency.
Examples include RADIUS, Internal LDAP, token integration, PKI, and X.509
certificates.

5. The contractor shall support IPv4 as both the encapsulating and encapsulated
protocol.

6. The contractor shall support IPv6 as both the encapsulating and encapsulated
protocol.

7. The contractor shall support QoS in the following standardized modes:

a) Best effort
b) Aggregate Customer Edge (CE) Interfacelevel Qo S (fihoseodo | evel)
c) Siteto-si te |l evel QoS (fApipeodo | evel)
d) Intserv (RSVP) signaled
e) Diffserv marked
8. The contractor shall support QoS across a subset of the access networks as
listed below:
a) 802.1p Prioritized Ethernet
b) MPLS-based access
c) Multilink Multiclass PPP
d) QoS-enabled wireless:
i. LTE
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ii. Wireless 802.11.x
iii. Cable high-speed access (DOCSIS 1.1)
iv. QoS-enabled Digital Subscriber Line (DSL)
v. QoS-enabled Satellite Broadband Access
9. The contractor shall support one or more of the following application level QoS
objectives:
a) Intserv model for selected individual flows
b) Diffserv model for aggregated flows
10.The contractor shall provide isolation of traffic and routing service that isolates
the exchange of traffic and routing information to only those sites that are
authenticated and authorized members of a VPN. The contractor shall provide

layered security architecture to ensure that attackers will not find a single point of
entry but will be faced with multiple layers of security.

11.The contractor shall support multiple VPNs by allowing both permanent and
temporary access to one or more VPNSs for authenticated users across a broad
range of access technologies.

12.The contractor shall provide secure routing services to provide full routing
capability on the VPN platform with a secure policy across the VPN.

13.The contractor shall support the inclusion of encryption, decryption, and key
management profiles as part of the security management system.

14.The contractor shall support an agency in deploying its own internal security
mechanisms in addition to those deployed by the contractor, in order to secure
specific applications or traffic at a granularity finer than a site-to-site basis.

15.The contractor shall allow an agency to choose from alternatives for
authentication of temporary access users. Authentication server choices include:

a) Contractor-provided
b) Third party
c) Agency-provided

C.2.1.1.2 Features
The VPNS features are mandatory unless marked optional.
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ID Number | Name of Feature Description
1 High availability The contractor shall provide the following high availability
options options:
1. Load sharing
2. Fail-over protection
3. Diverse access points to
2 Interworking The contractor shall provide interworking services for an
(optional) Services agencyd s V P Nnsparently accass agency locations
that use the contractor6 s Et HAransporé Service.
C.2.1.1.3 Interface s
These UNIs at the SDP for VPNS are mandatory unless marked optional.
o Protocol Type
UNI Type | Interface/Access Type | Network-Side Interface (See Note 1)
1 Ethernet Interface 1 Mbps up to 10/40/100 IPv4/v6 over
Gbps (Std IEEE802.3ae and | Ethernet
802.3ab)
2 Private Line Service 1. DSO IPv4/v6 over PLS
2. T
3. T3
4. 0OC-3c
5. 0OC-12c
6. OC-48c
7. 0C-192c
8. OC-768c (optional)
3 IP over SONET Service | 1. OC-3c IP/PPP over
2. 0C-12c SONET
3. 0C-48c
4. 0C-192c
5. OC-768c (optional)
4 DSL Service XDSL access at1.5t0 6 Point-to-Point
Mbps uplink, and 384 Kbps | Protocol, IPv4/v6
to 50 Mbps downlink
5 Cable high speed 256 Kbps up to 150 Mbps Point-to-Point
(optional) | access (Standard DOCSIS 3.0) Protocol, IPv4/v6
6 Wireless Access 1. Wi-Fi Point-to-Point
2. LTE Protocol, IPv4/v6
3. Satellite
Notes:

1. IPv6 shall be supported by the contractor.

2. Where E-1/E-3 carrier service is provided, appropriate corresponding payload

data rates apply.
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C.2.1.1.4 Performance Metrics

The performance levels and acceptable quality level (AQL) of KPIs for VPNS are
mandatory unless marked optional.

S Performance
KPI Level Standard AQL How Measured
(Threshold)
Latency . N
(CONUS) Routine 70 ms O 70 ms | SeeNotel
Latency . N
(OCONUS) Routine 150 ms O 150 mj| See Note 2
Routine 99.9% O 99. 9%
AV(VPN) See Note 3
Critical 99.99% O 99.99
_ \[/)\(lthouth 4 hours O 4 hou
Time to Ispatc
See Note 4
Restore With .
. 8 hours O 8 hou
Dispatch
Notes:

1.

4.

Latency value is the average round trip transmission between agency premises
routers for an VPN with all of its CONUS sites. The latency metric does not apply
for DSL, Cable High Speed, Wireless, and Satellite access methods. Relevant
standards are RFC 1242 and RFC 2285. The contractor may propose to the
government more cost-effective test and measurement technique alternatives
that meet or exceed the requirements in RFC 1242 and RFC 2285.

Latency value is the average round trip transmission between agency premises
routers for an IP VPN with its CONUS and OCONUS sites. The latency metric
does not apply for DSL, Cable High Speed, Wireless, and Satellite access
methods. Relevant standards are RFC 1242 and RFC 2285. The contractor may
propose to the government more cost-effective test and measurement technique
alternatives that meet or exceed the requirements in RFC 1242 and RFC 2285.

VPN availability is measured end-to-end and calculated as a percentage of the
total reporting interval time that the VPN is operationally available to the agency.
Availability is computed by the standard formula:

RI(HR) - COT(HR)

AVVPN) = RI(HR)

2100

See Section G.8.2 for the definitions and measurement guidelines.
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C.2.1.2 Ethernet Transport Service

C.2.1.2.1 Service Description

Carrier Grade Ethernet transport service shall be implemented over an MPLS
backbone, where Ethernet links are transported using MPLS label switched paths
(LSPs) inside an . ®ant-te-pointMéhheStions tan also bel provided
by Ethernet over SONET solutions.

Ethernet Transport Service (ETS) allows agencies to interconnect their LANs (10 Mbps,
100 Mbps, 1 Gbps, and 10/40/100 Gbps) transparently over the Metro Area Networks
(MAN) and the Wide Area Networks (WAN) regardless of the geographical location of
their sites. Ethernet Transport Service enables Intranet and Extranet services, as well
as intra- and inter-agency communications.

Ethernet shall be provided as a dedicated service or a shared service. Dedicated
Ethernet is defined as private services that are carried over dedicated facilities at fixed
and predetermined speeds. Shared Ethernet is defined as statistically multiplexed
Ethernet connections.

C.2.1.2.1.1 Functional Definition

ETS provides point-to-point, point-to-multipoint and multipoint-to-multipoint connections.

ETSexpl oits Ethernetds flexibility, coegt
traffic priority) capabilities while providing end-to-end transport of data traffic with
minimal protocol conversion. The following ETS shall be supported:

1. Ethernet Private Line (E-LINE). E-Line is a point-to-point service in which
bandwidth is reserved. E-Line supports full port speeds (10 Mbps, 100 Mbps, 1
Gbps, and 10/40/100 or higher Gbps) and can support different quality of service
(QoS) priorities for customer traffic. E-Line is a point-to-point configuration as a
Layer 2 tunnel providing a transparent dedicated connection between two sites.
This service resembles/replaces traditional Time Division Multiplexing (TDM)
private line service. Some applications include router interconnect, business
continuity, and disaster recovery. E-LINE service can be offered over the MAN
and/or WAN.

2. Ethernet Private LAN (E-LAN). E-LAN supports both point-to-multipoint and
multipoint-to-multipoint configurations. For point-to-multipoint configurations,
ETS connects three or more sites over Layer 2 tunnels. It supports full port
speeds (10 Mbps, 100 Mbps, 1 Gbps, and 10/40/100 or higher Gbps) and can
support different QoS priorities for customer traffic. For multipoint-to-multipoint
configuration, also called E-Tree service, ETS connects several sites, similar to
point-to-multipoint configuration, by connecting one or more roots and a set of
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leaves, but preventing inter-leaf communication. More than one site can be
configured as the root site and other sites can communicate with each other
through multiple root sites; for example, connecting disparate LAN segments into
a single agency-wide virtual LAN. E-LAN can be offered over the MAN and/or

WAN.

C.2.1.2.1.2 Standards

ETS shall comply with the following standards:
1. Metro Ethernet Forum (MEF CE 2.0):

a) (Optional) Support Jumbo Ethernet frames

b) CE 2.0 is set of MEF CE 2.0 Certified network elements that connect to
transport Carrier Ethernet services for all users, locally and worldwide.
Ethernet transport services are carried over physical Ethernet networks and
other legacy transport technologies.

c) Key Specifications:

=A =S| =4 =4

il

MEF 6.1 - CE Service Definitions
MEF 10.2 - CE Service Attributes
MEF 33 - Ethernet Access Services
MEF 23.1 - Class of Service

MEF 26.1 - ENNI

d) CE 2.0 expands CE 1.0 to:

il

f

8 services, 2 of each respectively in E-Line, E-LAN, E-Tree, and E-Access
(defined in MEF Standards MEF 6.1, 22.1, 33)

Standardized Multi-CoS with application-oriented CoS Performance
Objectives, new metrics (MEF 6.1, 10.2, 20, 23.1)

Interconnect through the integrated delivery of MEF Service Attributes
(MEF 10.2, 26.1, 33) allows ubiquitous deployment spanning multiple
providers

Manageability, (MEF 7.1, 16, 17, 30, 31) plus additional specifications

2. International Telecommunications Union (ITU):

a) Network architecture:
1 G.8010/Y.1306 Architecture of Ethernet layer networks
b) Services:

1 G.8011/Y.1307 Ethernet over Transport i Ethernet services framework
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5.

G.8011.1/Y.1307.1 Ethernet private line service

G.8011.2/Y.1307.2 Ethernet virtual private line service

G.8011.3/Y.1307.3 Ethernet virtual private LAN service (draft)

G.8011.4/Y.1307.4 Ethernet virtual private rooted multipoint service (draft)
1 G.8012/Y.1308 Ethernet UNI and Ethernet NNI

c) OAM:

1 Y.1730 Requirements for OAM functions in Ethernet-based networks and
Ethernet services

= =4 A4 -2

1 Y.1731 OAM functions and mechanisms for Ethernet-based networks
d) Protection:

1 G.8031/Y.1342 Ethernet linear protection switching

1 G.8032/Y.1344 Ethernet ring protection switching
e) Equipment:

1 G.8021/Y.1341 Characteristics of Ethernet transport network equipment
functional blocks

f) Equipment management:

1 G.8051/Y.1345 Management aspects of the Ethernet-over-Transport
(EoT) capable network element

g) Terminology:

1 G.8001/Y.1354 Terms and definitions for Ethernet frames over Transport
(EoT)

Institute of Electrical and Electronics Engineers, Inc. (IEEE):

a) IEEE 802.3, 1Gbps LAN PHY, 10Gbps LAN PHY, 10Gbps WAN PHY

b) IEEE 802.3ae, 10Gbit Ethernet 802.17, Resilient Packet Rings (RPR) T in
progress

c) IEEE 802.1ah, Ethernet First Mile
d) IEEE 802.1p
e) IEEE 802.1q

Acceptance Testing of ETS:
a) RFC 2544
b) RFC 6815

All new versions, amendments, and modifications to the above documents and
standards

EIS GS00Q17NSD3004 24



General Services Administration
Network Services 2020
Enterprise Infrastructure Solutions

C.2.1.2.1.3 Connectivity

ETS shall connect to and interoperate with:

1.

Intra-agency LAN-LAN Connectivity. ETS provides connectivity for an

agencys LANs | ocated in the same city or dif
LAN to the MAN and WAN. This is achieved by connectingtheagency 6s SDP( s)
in one location to another SDP(s) in one or more locations. Interconnection shall

be possible over transoceanic links, if required.

Inter-agency LAN-LAN Connectivity. Different agencies may share resources
to connect to the contractor6 s met r o or | OThigis acheeved byn et wo r k
connecting fromoneagency 6s SDP(s) &SbP(®.t her agenci es

C.2.1.2.1.4 Technical Capabilities

The following ETS capabilities are mandatory unless marked optional:

1.

The contractor shall meet applicable routing requirements in Section C.1.8.8
ensuring any encrypted tunnels are applied and proxied to allow inspection.

Geographical Coverage. A seamless end-to-end service shall be provided from

the SDP Customer Premise Equipment (CPE) traversing the contractord6 s net wor k
(Metro Access/Core and Long Haul) in order to minimize conversion of protocols.

The contractor shall indicate if protocol conversions are required and how they

impact the delay when delivering services end-to-end. The following

geographical coverage shall be provided:

a) Intra-City ETS 1 the contractor shall provide Ethernet connections to agency
sites located in the same city inside the US (CONUS and Metro) and outside
the US (OCONUS and Non-Domestic).

b) Inter-City ETS i Ethernet connections shall be delivered at domestic and non-
domestic locations (CONUS/Metro, OCONUS/Non-Domestic).

The contractor shall support Ethernet UNI (User-to-Network-Interface) to support
Layer 2 and Layer 3 clients. Layer 3 clients are agency devices that support
Layer 3 protocol packets such as IPv4, IPv6.

The contractor shall support Ethernet Virtual Connections (EVCSs).

The contractor shall support delivery of the ETS attheagency ds Servi ce De
Point (SDP) via a UNI.

If required, the contractor shall support circuit emulation services for TDM
services.
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7. The contractor shall support point-to-point, multipoint-to-multipoint, and Rooted
multipoint EVCs.

8. EVC multiplexing shall be supported.

9. The contractor shall support rate-limited throughput access links, i.e., 1 Gbps
port rate limited in 100 Mbps increments.

10.The contractor shall support rate-limiting attheagency 6 s SDP and at
individual VLAN ingress and egress.

11.Privacy and security shall be supported per IEEE 802.3 as defined in the TO.
12.The contractor shall support the following service attributes:

a) Physical interfaces shall be supported as listed in Section C.2.1.2.3

13.The following traffic profiles shall be supported:

a) Committed Information Rate (CIR) i minimum amount of bandwidth
guaranteed for an ETS

b) Committed Burst Size (CBS) i the size up to which subscriber traffic is
allowed to burst and still be in-profile and not discarded or shaped

c) Peak Information Rate (PIR) T specifies the rate above the CIR that traffic is
allowed into the network for a given burst interval defined by the MBS

d) Maximum Burst Size (MBS)
14.Performance parameters shall be supported as listed in Section C.2.1.2.4.
15. Service Frame Delivery options supported shall include:

a) Unicast Frame Delivery
b) Multicast Frame Delivery, as per RFC 4604
c) Broadcast Frame Delivery as per IEEE 802.3
16.VLAN tag supported shall include:
a) VLAN tag preservation
b) VLAN tag translation
c) VLAN tag stacking
d) VLAN aggregation across a common physical connection (optional)

17.Service multiplexing shall be supported to include multiple EVCs connected via a
single UNI.

18.Bundling shall be supported to enable two or more VLAN IDs to be mapped into
a single EVC at a UNI.
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19. Security Filters shall be supported as specified in the TO.

20. (Optional) The contractor shall provide proactive Performance Monitoring (PM). It
is desirable that all items in the following list be supported:
a) Signal failure
b) Signal degradation
c) Connectivity or Loss of connectivity
d) Frame loss
e) Errored frames
f) Looping
g) Denial of service (DoS)

h) Misinserted frames
i) Maintenance parameters

21.The contractor shall support the following maintenance functions:
a) Alarm suppression

b) Loopbacks (intrusive and non-intrusive (transparent to on-going connections))
c) Protection switching, restoration, etc.

22.The contractor shall support the following network topologies:
a) Point-to-point
b) Rooted Multipoint
c) Multipoint-to-Multipoint (i.e., mesh)

23.The contractor shall support geographical diversity to provide added reliability.
An agency may buy a geographical diverse route from the same or a different
contractor to serve as a protection path.

24.The contractor shall support bridging in compliance with IEEE 802.1Q (2014).
25.The contractor shall support the following Virtual Connection sizes:

a) For point-to-point Ethernet connections i up to 40 Gbps

b) For multi-point-to-multi-point connections i up to 40 Gbps

26.Quality of Service (QoS) i The contractor shall support traffic prioritization that
enables higher priority traffic to be transmitted first.

27.The contractor shall support traffic reconfiguration that supports the ability of the
agency to modify a specific service connection subsequent to the establishment
of the connection. Changes to an established connection may include
upgrade/downgrade of speeds that do not result in physical equipment changes.
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C.2.1.2.2 Reserved

C.2.1.23

Interfaces

The UNIs at the SDP are mandatory unless marked optional:

Interface Frequency of Payload Data Signaling
UNI Type Tvoe Standard Operation or Rate or Protocol
yp Fiber Type Bandwidth Typel/Granularity

1 Optical IEEE 802.3z | 1310 nm 1 Gbps Gigabit Ethernet
2 Optical IEEE 802.3z | 850 nm 1 Gbps Gigabit Ethernet
3 Optical IEEE 802.3 1310 nm 100 Mbps Fast Ethernet
(optional)
4 Optical IEEE 1310 nm 10/40/100 Gbps | 10/40/100GBASE-
(optional) 802.3ae SR

IEEE (65 meters)

802.3ba
5 Optical IEEE 850nm 10/40/100 Gbps | 10/40/100GBASE-
(optional) 802.3ae SW

IEEE

802.3ba
6 Optical IEEE 1550 nm 10/40/100 Gbps | 10/40/100GBASE-
(optional) 802.3ae ER

IEEE

802.3ba
7 Optical IEEE 1310 nm 10/40/100 Gbps | 10/40/100GBASE-
(optional) 802.3ae LR

IEEE

802.3ba
8 Optical IEEE 1550 nm 10/40/100 Gbps | 10/40/100GBASE-
(optional) 802.3ae LW

IEEE

802.3ba
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Interface Frequency of Payload Data Signaling
UNI Type Tvoe Standard Operation or Rate or Protocol
yp Fiber Type Bandwidth Typel/Granularity
9 Optical IEEE 1300 nm 10/40/100 Gbps | CWDM
(optional) 802.3ae Multimode 10/40/100GBASE-
IEEE LX4
802.3ba (300 meters)
10 Optical IEEE 1310 nm 10/40/100 Gbps | CWDM
(optional) 802.3ae Single Mode 10/40/100GBASE-
IEEE LX4
802.3ba (10,000 meters)
11 Optical IEEE 1310 nm 10/40/100 Gbps | 10/40/100GBASE-
(optional) 802.3ae Single Mode LW
IEEE (10,000 meters)
802.3ba
12 Optical IEEE 1550 nm 10/40/100 Gbps | 10/40/100GBASE-
(optional) 802.3ae Single Mode EW
IEEE (40,000 meters)
802.3ba
13 Electrical IEEE 802.3 N/A 10 Mbps 10Base
(optional)
14 Electrical IEEE 802.3 N/A 100 Mbps 100 Base
15 Optical IEEE 802.3 1 Gbps 1000Base
16 Optical ITU-T G.707 | 1300 nm STM-4 SDH
(optional) STM-1, VC-11
(DS1), VC-12
(E1), VC-3 (DS3,
E3, other), VC-4
17 Optical ITU- G.707 1300 nm STM-4c VC-4-4c
(optional)
18 Optical IEEE 802.3z | Multimode 1 Gbps 1000BASE-LX
(optional) IEEE
802.3ab
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Interface Frequency of Payload Data Signaling

UNI Type Tvoe Standard Operation or Rate or Protocol
yp Fiber Type Bandwidth Typel/Granularity
19 Optical IEEE 802.3z | Multimode 1 Gbps 1000BASE-SX
(optional) |EEE
802.3ab

20 Electrical IEEE 802.3z | N/A 1 Gbps 1000BASE-CX
(optional) (Coppen)
21 Electrical IEEE 802.3z | N/A 1 Gbps 1000BASE-T
(optional) (Twisted

pair)
22 Optical GR-253, ITU- | 1310 nm 10/40 Gbps SONET or SDH
(optional) T G.707

C.2.1.2.4 Performance Metrics

The performance levels and AQL of KPIs for ETS are mandatory unless marked

optional:
. Performance
KPI Service Level Standard (Threshold) AQL How Measured
Av (ETS) Routine
(Single 99.9% 299.9%
Connection) See Note 1
Critical (Pouble 99.99% > 99.99%
Connection)
Latency (ETS) CONUS 100 ms
<100 ms
See Note 2
OCONUS
200 ms <200 ms
Jitter (PaCket) Routine 10 ms <10 ms See Note 3
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Performance

KPI Service Level Standard (Threshold) AQL How Measured
Grade of Service >99.95% at
(Packet Delivery) | Routine 99.95% all times
See Note 4
> 99.99% at
Critical 99.99% all times
Without Dispatch 4 hours <4 hours

Time To Restore

(TTR) o See Note 5
With Dispatch

8 hours < 8 hours
_ Routine 1 minute 1 minute See Note 6
Grade of Service
(Fail Over Time)
Critical 100 ms <100 ms See Note 6

Notes:

1. ETS availability is measured end-to-end and calculated as a percentage of the
total reporting interval time that the ETS is operationally available to the agency.
Availability is computed by the standard formula:

RI(HR) - COT(HR)

AV(EthS) = RI(HR)

3100

2. Latency is the round trip delay experienced by an end user across the
contractor6 s n et wo ragendiesd ostithiseres average time for packets to
travel over the core network. The Internet Control Message Protocol (ICMP) test
can be used to calculate packet delivery and latency. The ICMP test consists of
sending, every five minutes, a series of five test packets between originating
agencyb s SDPs and t h.eThedestlresutseare ynalgzBdRs
determine packet loss vs. successful delivery and speed of delivery. Contractor
shall meet or exceed standards set by RFC 1242 and RFC 2285. It can be
determined by the following formula: (Distance/(0.6*c)+hops*delay), where c is
the velocity of light and 0.6 is the multiplier recommended by the ITU (G.144) in
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ms/km plus the delay in each hop caused by the routers times the number of
hops.

3. Measurements of packet jitter are performed by injecting packets at regular
intervals into the network and measuring the variability in the arrival time.
Relevant standard is RFC 2679.

4. Network devices, such as switches and routers, sometimes have to hold data
packets in buffered queues when a link gets congested. If the link remains
congested for too long, the buffered queues will overflow and data will be lost.
The loss can be measured with the ICMP test. The contractor is expected to
meet or exceed relevant standards such as RFC 1242 and RFC 2285.

5. As per GR-418. Refer to Section G.8.2 for definitions and how to measure.

6. Restoration for links transported over the Ethernet infrastructure (i.e., Ethernet
switches) is achieved by the use of protocols such as Spanning Tree (IEEE
802.1d), which converge more slowly than SONET. Therefore, ETS for critical
users shall be delivered over a carrier class infrastructure.

C.2.1.3 Optical Wavelength Service

Government agencies require dedicated broadband, framing-independent transport
networks to interconnect their offices in different regions of the United States and
internationally. In offering Optical Wavelength Service (OWS), the contractor always
provides the optical electronics (optronics) equipment and fiber connectivity that
comprise the transport network. Management of the network, however, may be
performed by either the contractor or the agency. In the latter case, agencies will
manage their dedicated networks via a Web portal or a remote user interface.

C.2.1.3.1 Service Description
The method of providing OWS is Wavelength Division Multiplexing (WDM).

OWS delivered over WDM provides a high-bandwidth solution without the cost of
owning and operating network infrastructure.

OWS is provided over WDM equipment where several wavelengths, or lambdas, are
multiplexed into a composite signal that is transported over a single fiber. The
composite signal is then de-multiplexed at the receiver end and each wavelength is
recovered.

C.2.1.3.1.1 Functional Definition

Basic OWS is a point-to-point, bi-directional, single link service delivered over WDM.
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C.2.1.3.1.2 Standards
OWS over WDM shall comply with the following standards, as applicable:

1. ITU Standards defining frequencies grid and physical layer parameters for WDM
are G.692 and G.694.

2. ITU Standards defining frequencies grid for CWDM are G.694.2.

3. (Optional) ITU Standards defining OTN architecture, interface formats, and
physical layer interfaces are G.872, G.709, and G.959.1 respectively.

4. Applicable ITU Standards defining submarine transmission functional
requirements are G.971, G.972, G.973, G.974, G.975, G.976 and G.977.

5. Telcordia standards for metro and long haul protection are GR-253, GR-1400,
and GR-1230.

6. Telcordia standard for reliability assurance is GR-418.

7. Applicable Telcordia for WDM systems are GR-1073, GR-1312, GR-2918, GR-
2979 and GR-3009.

8. VSR4-01 (OC-192 Very Short Reach Interface, 12 fibers 850nm)
OIF-VSR4-01.0 - Very Short Reach (VSR) OC-192 Interface for Parallel Optics
(optional).

9. VSR4-02 (OC-192 Very Short Reach Interface, 1 fiber 1310nm)

Note: VSR4-02 has been included as the 4dB link option in VSR4-05 below
(optional).
10.VSR4-03.1 (OC-192 Very Short Reach Interface, 4 fibers 850nm)

OIF-VSR4-03.0 - Very Short Reach (VSR) OC-192 Four Fiber Interface Based
on Parallel Optics (optional).

11.VSR4-04 (OC-192 Very Short Reach Interface, 1 fiber 850nm)
OIF-VSR4-04.0 - Serial Shortwave Very Short Reach (VSR) OC-192 Interface for
Multi-mode Fiber (optional).

12.VSR4-05 (OC-192 Very Short Reach Interface, OXC 1310nm)
OIF-VSR4-05.0 - Very Short Reach (VSR) OC-192 Interface Using 1310
Wavelength and 4 and 11 dB Link Budgets (optional).

13.VSR5-01 (OC-768 Very Short Reach Interface)
OIF-VSR5-01.0 - Very Short Reach Interface Level 5 (VSR-5): OWS OC-768
Interface for Very Short Reach (VSR) Applications (optional).
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14.All new versions, amendments, and modifications to the above documents and
standards.
C.2.1.3.1.3 Connectivity

OWS shall be delivered at the Service Delivery Point (SDP) via UNIs as specified in
Section C.2.1.3.3.

Point-to-point, bi-directional, duplex services shall be connected from the SDP to the
Optical Transport Network via a fiber pair.

The wavelengths ordered by the agencies shall connect to and interoperate with:
1. Contractor6 s me t r o haalmedworkso n g
2. Agencyb6s I ntranet

3. Other agency networks

C.2.1.3.1.4 Technical Capabilities
The following OWS capabilities are mandatory unless marked optional:
The contractor shall support the following three types of connections:

1. Non-domestic Wavelengths (optional). The contractor shall support
international wavelengths that may be part of an end-to-end service or a stand-
alone connection. An end-to-end wavelength service shall drop and pick up traffic
from and to locations, as required by an agency:

a) Backhaul services shall be available where necessary.

b) The basic service shall be a single point-to-point; bi-directional wavelength
connecting two sites.

2. Domestic Wavelengths. The contractor shall support wavelengths over the
long-haul network. This is applicable for inter-city connectivity within the United
States and territories not in the continental US.

The basic service shall be a single point-to-point, bi-directional wavelength
connecting two agency sites located in different states.

3. Metro Wavelength Services. The contractor shall support the provisioning of
wavelengths over its metro networks.

Single point-to-point, bi-directional wavelengths connecting two agency sites in
the same city shall be supported.

The contractor shall provide the following capabilities:
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1. Transmission Rates. Wavelengths shall be supported at 1 Gbps, 2.5 Gbps, and
10 Gbps. The contractor has the option to also support wavelengths at 40 Gbps
and 100 Gbps. Following the implementation of EIS, the contractor may support
additional optional rates beyond 100 Gbps if and when such transmission rates
become available.

2. Clock Transparency. The contractor6 s net wor ks shall support

levels of clock transparency:

a) Asynchronous transport, where the contractor6 s net wor k s hal |l
clockingtotheagency 6s traffic

b) Thecontractorc s net wor k shall pr ovisshging&$M)c hr on o

byte transparency

3. Protocol Transparency - Metro. The contractor shall support Metro
wavelengths that are rate and protocol independent.

4. Protocol Transparency i Domestic and Non-Domestic. The contractor shall
support Domestic and Non-Domestic Wavelengths that are rate and protocol
independent. (optional)

5. Byte Transparency. The support to framed wavelengths shall include byte
transparency where the overhead bytes are passed through without being
overwritten (i.e. non-intrusive Synchronous Optical Network/Synchronous Digital
Hierarchy (SONET/SDH) processing of the signals).

a) Transparency of Transport Overhead (TOH) bytes shall be provided, with the
exception of A1 and A2 bytes, BO and J1. Al and A2 are framing bytes which
monitor the framing integrity of the incoming Synchronous Transport Signal
Level-N (STS-N, where N=1, 3, 12, 48, 192, 768) and Optical Carrier Level-N
(OC-N, where N=1, 3, 12, 48, 192, 768) signals. The framing bytes can be
terminated.

b) If the framed wavelengths supported are not fully transparent, the contractor
shall indicate the level of transparency offered for wavelengths at 2.5 Gbps,
10 Gbps and 40 Gbps.

c) Fully transparent wavelengths shall be supported at 40 Gbps. This applies to
Non-domestic, domestic, and metro wavelengths.

6. Concatenation. For framed wavelengths, the contractor shall support standard
and virtual concatenation.

7. (Optional) Channelization. For framed wavelengths, the contractor shall
support channelized UNIs.
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8. Wavelength Delivery. Hand-off at the SDP shall be accomplished using two
fibers over two ports when delivering bidirectional wavelength services, with one
fiber for each direction. Patch panel and fiber terminations will be based on
agency needs.

9. Access Methods. The contractor shall provide access methods to the ordered
wavelength service for an end-to-end offering.

a) If the contractor is not able to provide access on its network, it shall indicate
what alternatives exist to enable the service end-to-end.

b) Each end of the wavelength shall be delivered using access methods as
required by the agency.

c) When agency access is provided via the backbone of the Long Haul (LH)
DWDM systems and is not collocated, the contractor shall specify the
appropriate reach of the optical interface to be used. If the distance is too long
for interfaces such as FICON, Fibre Channel, etc., the mediation devices or
gateways needed shall be specified in order to compensate for distance
limitations.

10.Government Furnished Property (GFP) / SRE. The contractor shall provide
multi-vendor interoperability support to the GFP/SRE by completing connectivity
using the appropriate UNIs in the following cases:

a) Should the GFP/SRE and the metro WDM system be collocated at the
agencyps of fice, connectivity between them ¢
Reach (SR) interfaces (1310 nm) or Very Short Reach (VSR).

b) Should the GFP/SRE and the metro WDM systems be not collocated; the
metro WDM shall be located in a telehouse or collocation hotel. In this case,
the contractor shall interface with the GFP/SRE using the appropriate optical
interface that shall reach the distance between the agencyd s of f iece and t
collocation site.

c) The wavelength service shall be able to support different kinds of traffic
depending on the type of GFP/SRE (i.e., Fiber Connectivity (FICON),
Enterprise System Connection (ESCON), and Fibre Channel for a Storage
Area Network (SAN)).

11.Efficient Transport. The contractor shall ensure that a single wavelength is
capable of transporting different types of traffic without the need to use a
separate physical wavelength to run IP, Ethernet, etc.
C.2.1.3.2 Features

The following Optical Wavelength Service (OWS) over WDM features are mandatory,
unless marked optional:
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ID Number Name of Feature

Description

1 (Optional) | Customer Network Management
(CNM) i Level 1

The contractor shall provide monitoring capabilities
only via this feature. Agency personnel shall be able
to monitor wavelength(s) via alarm messages from
the Optical Transport Network into a software user
interface via a dashboard or an API from the
agency network management system.

2 (Optional) | Customer Network Management
(CNM) i Level 2

The contractor shall provide management and
monitoring capabilities. These shall be included to
support an alarm messages visibility and execution
of control commands that shall be sent into the
wavelength(s). Operations available shall include
set up, modification and tearing-down connections.

3 Equipment Protection 1:1 71 The contractor shall provide protection to the client
GFP/SRE interfaces at the SDP, where the protection channel
is bridged to the failed working channel.
4 Equipment Protection 1+1 7 The contractor shall provide protection to the User
GFP/SRE to Network Interfaces at the SDP, where the
protection channel is permanently bridged to the
working channel. Protection switching is faster than
1:1.
5 Equipment protection i Network The contractor shall support two channels facing
Side the network for full redundancy and equipment
protection at the SDPs.
6 Geographical Diversity The contractor shall support geographically diverse

Wavelengths

wavelengths to be used by the agency as a hard
protection against fiber failures. The configuration
and exact diversity requirements, such as
single/dual site delivery, single or dual metro hub,
will be specified in the TO.

7 (Optional) | Protected Non-Domestic and
OCONUS Wavelength

The contractor shall support protected Non-
Domestic and OCONUS Wavelengths. These shall
be architected using submarine transmission
protocols such as Bidirectional Path Switched Ring
(BPSR) or equivalent.

The contractor shall ensure protection switching in
the submarine transmission networks to be less
than 4 seconds for a single failure.
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ID Number Name of Feature Description

8 (Optional) | Protected CONUS Wavelength The contractor shall support protected CONUS
Wavelengths using transmission protocols to
provide resiliency. Protection switching in the
nationwide transmission networks shall be less than
300 ms for a single failure. This feature is limited to
2,500 kilometers.

9 Protected Metro Wavelength The contractor shall provide protection on a per-
wavelength basis when delivering services in the
metro areas, such as Unidirectional Path Switched
Ring (UPSR).

Restoration times for protected wavelengths in the
metro area shall be below 60 ms for a single failure.

When delivering protected wavelengths in the metro
area, the agency and the contractor shall agree on
whether equipment protection is required facing the
GFP/SRE. If so, the contractor shall provide
protection at the SDP and multiple UNIs shall be
ordered, the number of which shall depend on the
protection method selected by the agency. The
contractor shall supply its own physical UNIs.

C.2.1.3.3 Interfaces
The existing UNIs at the SDP are mandatory unless marked optional:

Interface Frequency of FEYEER] [DEiR Signaling or
AU Type SHEEEE Operation SEIO Protocol Type
yp P Bandwidth yp

1 Optical GR-253, 1310 nm 2.5Gpbs SONET or SDH
ITU-T G.707

2 Optical GR-253, 1310 nm 2.5Gbps SONET or SDH
ITU-T G.707 Concatenated

3 Optical GR-253, 1310 nm 10Gbps SONET or SDH
ITU-T G.707

4 Optical OIF-VSR4- 850 nm 10 Gbps (12 fibers) | SONET or SDH

(optional) (over 12 fibers) 01.0
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Interface Frequency of FEVICEL DEE Signaling or
UNI Type Standard ; Rate or

Type Operation Bandwidth Protocol Type
5 Optical OIF VSR4- 1310nm 10 Gbps (1 fiber) SONET or SDH
(optional) (over 1 fiber) 02
6 Optical OIF-VSR4- 850nm 10 Gbps (4 fibers) SONET or SDH
(optional) (over 4 fibers) 03.0
7 Optical OIF-VSR4- 850 nm 10 Gbps (1 fiber) SONET or SDH
(optional) (over 1 fiber) 04.0
8 Optical OIF-VSR5- 850 nm 40 Gbps SONET or SDH

. 01.0

(optional)

C.2.1.3.4 Performance Metrics

1. Framed Wavelength Performance i Wavelengths based on SONET framing shall
comply with performance requirements as stated in Section C.2.1.5.1.4 (7)
through (8).

2. Transparent Wavelength Performance i If applicable, the contractor shall
describe the methods by which fully transparent wavelengths (i.e. based on all
optical gear, G.709 based) will be monitored and how AQLSs will be met.

3. The contractor shall support In-Service Monitoring (ISM) and shall not rely on
performance observed and measured at higher layers of the network.

The Performance Levels and AQL of KPIs for OWS over WDM are mandatory unless
marked optional.

KPI Service Performance AQL How Measured
Level Standard
(Threshold)
Av(OWS over WDM) Routine 99.9% >99.9% In-Service
Monitoring
Critical 99.99% > 99.99%
See Note 1
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KPI Service Performance AQL How Measured
Level Standard
(Threshold)
Time To Restore (TTR) | Without 4 hours < 4 hours See Note 2
Dispatch
With Dispatch | 8 hours < 8 hours
Grade of Service Routine 100 ms <100 ms In-Service
(Restoration Time) Monitoring
Critical 60 ms <60 ms See Note 3

Notes:
1.

OWS availability shall be measured in service on an end-to-end basis. COT(HR)

shall be calculated based on errored seconds and/or severely errored seconds

(SES) as defined by GR-253, G.826 through G.829 and shall be expressed in

Hours. Availability is computed by the standard formula:

RI(HR) - COT(HR)
RI(HR)

AV(OWS = 3100

See Section G.8.2 for definition and how to measure.

Restoration time is the time taken to reroute the traffic over a redundant path
before the failure is repaired. For critical user traffic, the redundant path should
be a geographically diverse wavelength in a 1+1 configuration where the time
accounted for includes the switching time and the propagation time in the fiber.
Proactive monitoring using element management systems should be used to
measure restoration time in real time. Simulation tools are also available and
used by contractors. Calculated based on an 8000 km ring using the following
formula: T= Detect time + Time in fiber + Time in Nodes + Time to bridge and
switch + Traffic delay time. Domestic networks are usually ring based on the
backbone. For 1+1 protection based on APS, GR-253 compliance includes 10
ms for detection and 50 ms for the actual switching.
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C.2.1.4 Private Line Service

C.2.1.4.1 Service Description

Private Line Service (PLS) provides dedicated, reliable full-duplex bandwidth for
agency-specific data networks and mission critical applications. The ranges of line
speeds and reliability options provided by this service allow government users to satisfy
an array of diverse requirements. This service can be used for various applications such
as voice, data, video, multimedia, and encrypted communications.

C.2.1.4.1.1 Functional Definition

PLS provides dedicated duplex transmission connectivity between two or more
designated end points over which agency service applications traverse at agency-
specified bandwidths. The connectivity between the end points is permanently
established unless a service request is received for a modification, move, or disconnect.

C.2.1.4.1.2 Standards
PLS shall comply with the following standards:

1. ANSI T1.102/107/401/403/503/510 for T1

2. Telcordia PUB GR-499-CORE for T3

3. ANSI T1.105 and 106 for SONET

4. Telcordia PUB GR-253-CORE for SONET

5. ITU-TSS G.702 and related Recommendations for E1 and E3
6

. Telcordia PUB SR-TSV-002275, TR-NWT-000965, and TR-NWT-000335 for
analog

7. Telcordia PUB GR-418-CORE for reliability/performance

C.2.1.4.1.3 Connectivity
PLS shall connect to and interoperate with:

1. Government-specified terminations (e.g., SDPs such as PBXs, Multiplexers,
Routers, Video CODECs, and Group 4 FAXS)

2. All other networks including other EIS contractors6 net wor ks, where ad:
coordination between networks will be required for interoperability

C.2.1.4.1.4 Technical Capabilities

The following PLS capabilities are mandatory unless marked optional:
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The contractor shall meet applicable routing requirements in Section C.1.8.8
ensuring any encrypted tunnels are applied and proxied to allow inspection.

Transparency to any protocol used by GFP.

Data transparency treatment of all bit sequences transmitted by GFP through the
SDP.

The contractor shall support the following categories (i.e., data rates) of PLS service:

1.
2.

DSO0. Information payload data rates of 56 Kbps and 64 Kbps.

T1. Line rate of 1.544 Mbps, which may be used to provide channelized or un-
channelized T1 service as follows:

a) Channelized T1. In this mode, 24 separate DSOs clear channels of either 56
Kbps or 64 Kbps shall be supported.

b) Un-channelized T1. In this mode, a single 1.536 Mbps information payload
shall be supported.

T3. Line rate of 44.736 Mbps, which may be used to provide channelized or un-
channelized T3 service as follows:

a) Channelized T3. In this mode, 28 separate DS1 channels of 1.536 Mbps
information payload rate shall be supported.

b) Un-channelized T3. In this mode, a single 43.008 Mbps payload shall be
supported.

El.. Line rate of 2.048 Mbps, which may be used to provide channelized or un-
channelized E1 service as follows:

a) Channelized E1. In this mode, 30 separate DSO clear channels shall be
supported.

b) Un-channelized E1. In this mode, a single 1.92 Mbps information payload
shall be supported.

E3. Line rate of 34.368 Mbps, which may be used to provide channelized or
unchannelized E3 service as follows:

a) Channelized E3. In this mode, 16 separate E1 channels shall be supported.

b) Un-channelized E3 In this mode, a single 30.72 Mbps information payload
shall be supported.

(Optional) SONET OC-1. Single SONET OC-1 channel with the information
payload data rate of 49.536 Mbps over an interface with a line rate of 51.840
Mbps.
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7. (Optional) SONET OC-1. Virtual Tributary. Seven Virtual Tributary (VT) groups
over a single SONET OC-1 interface with a line rate of 51.840 Mbps. Each VT
group shall be able to independently carry four T1 or two DS1C or one DS2
channel(s); where each T1 has a line rate of 1.544 Mbps and payload data rate
of 1.536 Mbps, and each DS1C has a line rate of 3.152 Mbps and information
payload data rate of 3.072 Mbps, and each DS2 has a line rate of 6.312 Mbps
and information payload data rate of 6.144 Mbps.

8. SONET OC-3. Line rate of 155.520 Mbps, which may be used to provide
channelized OC-3 or concatenated OC-3c service as follows:

a) Channelized OC-3. In this mode, three separate OC-1 channels, each with an
information payload data rate of 49.536 Mbps, shall be supported.

b) Concatenated OC-3c. In this mode, a single channel equivalent to information
payload data rate of 148.608 Mbps shall be supported.

9. SONET OC-12. Line rate of 622.080 Mbps, which may be used to provide
channelized OC-12 or concatenated OC-12c:

a) Channelized OC-12. In this mode, 4 separate OC-3 channels, each with an
information payload data rate of 148.608 Mbps, shall be supported.

b) Concatenated OC-12c. In this mode, a single channel equivalent to an
information payload data rate of 594.432 Mbps shall be supported.

10.SONET OC-48. Line rate of 2.488 Ghps, which may be used to provide
channelized OC-48 or concatenated OC-48c:

a) Channelized OC-48. In this mode, 4 separate OC-12 channels, each with an
information payload data rate of 594.432 Mbps, shall be supported.

b) Concatenated OC-48c. In this mode, a single channel equivalent to an
information payload data rate of 2.377728 Gbps shall be supported.

11.SONET OC-192. Line rate of 10 Gbps, which may be used to provide
channelized OC-192 or concatenated OC-192c:

a) Channelized OC-192. In this mode, 4 separate OC-48 channels, each with an
information payload data rate of 2.488 Gbps, shall be supported.

b) Concatenated OC-192c. In this mode, a single channel equivalent to an
information payload data rate of 9.510912 Gbps shall be supported.

12.(Optional) SONET OC-768. Line rate of 40 Gbps, which may be used to provide
channelized OC-768 or concatenated OC-768c:

a) Channelized OC-768. In this mode, 4 separate OC-192 channels, each with
an information payload data rate of 9.510912 Gbps, shall be supported.
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b) Concatenated OC-768c. In this mode, a single channel equivalent to an
information payload data rate of 38.486016 Gbps shall be supported.

13.(Optional) Subrate DSO0. Information payload data rates of 4.8, 9.6, and 19.2
Kbps.

14.(Optional) Analog Line (4KHz).

15.(Optional) Fractional T1. Two, four, six, eight, or twelve adjacent DSO clear
channels over an interface of T1 with a line rate of 1.544 Mbps.

16.Fractional T3. Two adjacent T1 clear channels over an interface of T3 with a line
rate of 44.736 Mbps.

C.2.1.4.2 Features
The following PLS features are mandatory unless marked optional:

ID Name of Feature Description
Number
1 Multipoint Connection | The contractor shall allow interconnection of three or more

subscriber premises as follows:

Branch-Off. In this mode, all SDPs shall be treated as one shared
medium and each point shall be able to autonomously send and
receive data. The application will ensure master/slave mode of
operation (e.g., polling scheme used in IBM 3270 mode of data
communication).

Drop-and-Insert. In this mode, previously specified channels of a
channelized T1, T3, SONET OC-3, or SONET OC-12 service
category shall be able to be dropped off and new channels shall be
able to be simultaneously picked up or inserted.

2 Special Routing The contractor shall provide different routes for PLS circuits based
on the following arrangements:

Transport Diversity. Between connecting POPs, the contractor shall
supply two or more physically separated routes for PLS circuits.
These diverse routes shall not share common telecommunications
facilities or offices. The contractor shall maintain a minimum
separation of 30 feet throughout all diverse routes. The government
recognizes that uncompromised (i.e., adhering to the minimum
separation requirements as described above) diversity may not be
available in some locations. Where uncompromised diversity is not
available, the contractor shall exert best efforts to propose an
acceptable arrangement along with documentation describing the
compromise. Each pair of circuits that must be diverse from each
other constitutes a relationship pair. For example, three circuits
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ID
Number

Name of Feature

Description

ordered as being diverse from each other constitute three
relationship pairs, i.e., 1 and 2, 1 and 3, and 2 and 3. If diversity is
not available or the compromised diversity is not acceptable to the
government, it shall be negotiated on an individual case basis.

Transport Avoidance. Between connecting POPs, the contractor
shall supply the capability for a customer to define a geographic
location or route on the network to avoid. The government
recognizes that avoidance may not be available in some locations.
Where avoidance is not available, the contractor shall exert best
efforts to propose an acceptable arrangement along with
documentation describing the reasons for the unavailability.

The contractor shall establish an internal control (i.e., electronic
flagging of routes) to prevent accidental dismantling of
diversified/avoidance routes, especially during routine route
optimization initiatives by the contractor.

The contractor shall provide, within 30 calendar days of the
implementation of transport diversity or avoidance, and again
thereafter whenever a change is made, a graphical representation
(e.g., diagrams/maps) of transport circuit routes to show where
diversity or avoidance has been implemented. The contractor shall
provide, at least 30 calendar days in advance of implementation,
written notification to the agency (with a copy to the PMO)
requesting government approval of any proposed reconfiguration of
routes that were previously configured for transport diversity or
avoidance.

When a user selects an explicit diversity and/or avoidance, the
performance level of the PLS circuit will be specified by the user at
the service ordering time.

C.2.143

Interfaces

The UNIs at the SDP are mandatory unless marked optional:

UNI Type

Standard

Interface Type and Payload Data Rate UNI Type

ITU-TSS V.35

Up to 1.92 Mbps

Transparent

EIA RS-449

Up to 1.92 Mbps

Transparent

EIA RS-232

Up to 19.2 Kbps

Transparent

AW |IN|PF

EIA RS-530

Up to 1.92 Mbps

Transparent
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UNI Type

Interface Type and
Standard

Payload Data Rate

UNI Type

T1 (with ESF) [Std:
Telcordia SR-TSV-
002275; ANSI
T1.403}

Up to 1.536 Mbps

Transparent

T3 [Std: Telcordia
GR-499-CORE]

Up to 43.008 Mbps

Transparent

E1[ Std: ITU-TSS
G.702]

Up to 1.92 Mbps

Transparent

E3 [Std: ITU-TSS
G.702]

Up to 30.72 Mbps

Transparent

9
(optional)

Optical: SONET OC-
1 (Std: ANSI T1.105
and 106)

49.536 Mbps

Transparent

10
(optional)

Electrical: SONET
STS-1/EC-1 (Std:

ANSI T1.105 and

106)

49.536 Mbps

Transparent

11

SONET OC-3 (Std:
ANSI T1.105 and
106)

148.608 Mbps

Transparent

12

SONET OC-3¢ (Std:
ANSI T1.105 and
106)

148.608 Mbps

Transparent

13

SONET OC-12 (Std:

ANSI T1.105 and
106)

594.432 Mbps

Transparent

14

SONET OC-12c
(Std: ANSI T1.105
and 106)

594.432 Mbps

Transparent

15

SONET OC-48 (Std:

ANSI T1.105 and
106)

2.377728 Ghps

Transparent

16

SONET OC-48c
(Std: ANSI T1.105
and 106)

2.377728 Ghps

Transparent

17

SONET OC-192
(Std: ANSI T1.105
and 106)

9.510912 Ghps

Transparent

18

SONET OC-192c
(Std: ANSI T1.105
and 106)

9.510912 Gbps

Transparent
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UNI Type | Interface Type and Payload Data Rate UNI Type
Standard
19 SONET OC-768 38.486016 Gbps Transparent
(Optional) | (Std: ANSI T1.105
and 106)
20 SONET OC-768c 38.486016 Gbps Transparent
(Optional) | (Std: ANSI T1.105
and 106)

C.2.1.4.4 Performance Metrics

The performance levels and AQL of KPIs for PLS circuits are mandatory unless marked

optional.
NP Ez\r,\(/ailce g'?&g]%rerl?g rz'?'ﬁ reshold) g uc()a\iavsu red
Availability Routine 99.9% O 9%9 . See Note 1
(POP10-POP) | Crifical 99.99% 6 9%.9
Availability Routine 99.9% O 9%9 .
(SDP0-SDP) | - jijcal 99.99% 6 9%.9
Time to Restore | Without 4 hours O hburs
Dispatch
With 8 hours O Murs See Note 2
Dispatch
Notes:
1. Availability:

a) For data rates of T1 and higher, a service is considered unavailable when a

PLS circuit experiences 10 consecutive severely errored seconds (SES)
[Standard: Telcordia PUB GR-418-CORE]. An unavailable circuit is

considered available when restoration activities have been completed and 30
consecutive minutes have passed without any errored seconds to account for
stability and proving period. However, if there is no error second encountered
during the proving period of 30 minutes, this will not be counted towards the

circuit unavailable time.

b) For data rates lower than T1, cumulative outage time is calculated based on

trouble ticket data.
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c) PLS availability is calculated as a percentage of the total reporting interval
time that PLS is operationally available to the agency. Availability is computed
by the standard formula:

RI(HR)- COT(HR)
RI(HR)

Availability = 3100.

Critical level of Service for availability only applies to T1 and above data rates.

2. Refer to Section G.8.2 for definition and how to measure.

C.2.1.5 Synchronous Optical Network Service

C.2.1.5.1 Service Description

Synchronous Optical Network Service (SONETS) is the U.S. standard for fiber optic
synchronous transmission rates from 51.84 Mbps to beyond 40 Gbps while
Synchronous Digital Hierarchy (SDH) is the International Telecommunications Union
version, which begins at 155 Mbps. SONET transport is highly reliable and provides
proactive performance monitoring that prevents single and multiple failures and further
enables self-healing functions and robust network management.

C.2.1.5.1.1 Functional Definition

SONETS supports a wide range of digital signals with different capacities, and its
interworking capability enables seamless communications between devices that support
dissimilar protocols such as IP, Frame Relay, and ATM.

C.2.1.5.1.2 Standards
SONETS Service shall comply with the following standards unless marked optional:
1. Telcordia Technologies:
a) (Optional) GR-1031 OTGR Section 15.6: Operations Interfaces Using OSI

Tools: Test Access Management(10/97)

b) (Optional) GR-1042 Generic Requirements for Operations Interfaces Using
OSI Tools - Information Model Overview: Synchronous Optical Network
(SONET) Transport Information Model (12/98)

c) (Optional) GR-1042-IMD Generic Requirements for Operations Interfaces
Using OSI Tools - Information Model Details: Synchronous Optical Network
(SONET) Transport Information Model (12/98)

d) (Optional) GR-1110 Broadband Switching System (BSS) Generic
Requirements (12/00)

e) GR-1209 Generic Requirements for Passive Optical Components (03/01)
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f)
9)

h)

)

K)

GR-1230 SONET Bi-Directional Line-Switched Ring Equipment Generic
Criteria (12/98)

GR-1250 Generic Requirements for Synchronous Optical Network (SONET)
File Transfer (12/99)

(Optional) GR-1345 Framework Generic Requirements for Element Manager
(EM) Applications for SONET Subnetworks (12/00)

GR-1365 SONET Private Line Service Interface Generic Criteria for End
Users (12/94)

GR-1374 SONET Inter-Carrier Interface Physical Layer Generic Criteria For
Carriers (12/94)

GR-1400 SONET Dual-Fed Unidirectional Path Switched Ring (UPSR)
Equipment Generic Criteria (01/99)

GR-199 OTGR Section 12.2: Operations Application Messages - Memory
Administration Messages (08/02)

m) GR-253 Synchronous Optical Network (SONET) Transport Systems:

Common Generic Criteria (09/00)

(Optional) GR-2837 ATM Virtual Path Ring Functionality in SONET - Generic
Criteria (02/98)

(Optional) GR-2842 ATM Service Access Multiplexer Generic Requirements
(11/96)

(Optional) GR-2875 Generic Requirements for Digital Interface Systems
(05/96)

(Optional) GR-2891 SONET ATM Virtual Path Digital Cross-Connect Systems
- Generic Criteria (12/98)

(Optional) GR-2899 Generic Criteria for SONET Two-Channel (1310/1550-
NM) Wavelength Division Multiplexed Systems (09/95)

(Optional) GR-2900 SONET Asymmetric Multiples Functional Criteria (09/95)

GR-2918 DWDM Network Transport Systems with Digital Tributaries for Use
in Metropolitan Area Applications: Common Generic Criteria (01/03)

GR-2950 Information Model for SONET Digital Cross-Connect Systems
(DCSS) (02/99)

(Optional) GR-2954 Transport Performance Management Based on the TMN
Architecture (12/97)

w) (Optional) GR-2955 Generic Requirements for Hybrid SONET/ATM Element

X)

Management Systems (EMSS) (11/98)

GR-2979 Generic Requirements for Optical Add-Drop Multiplexers (OADMS)
and Optical Terminal Multiplexers (OTMs) (12/01)
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y) (Optional) GR-2980 Generic Criteria for ATM Layer Protection Switching
Mechanism (12/98)

z) GR-2996 Generic Criteria for SONET Digital Cross-Connect Systems (01/99)

a) (Optional) GR-3000 Generic Requirements for SONET Element Management
Systems (EMSs) (11/99)GR-3001 Generic Requirements for SONET Network
Management Systems (NMS's) (12/99)

a) (Optional) GR-3004 Generic Requirements for the Operations Interface
Between Hybrid SONET/ATM Element Management Systems and Network
Management Systems (02/99)

0) GR-3008 OTGR Section 6.9: Network Maintenance: Access and Testing -
SONET STS-1 and SUB-STS-1 TSC/RTU and DTAU Functional
Requirements (12/98)

aa) GR-303 Integrated Digital Loop Carrier System Generic Requirements,
Objectives, and Interface (12/00)

bb)(Optional) GR-3101 Generic Requirements for Asynchronous Transfer Mode
(ATM) Element Management Systems (EMSs) (08/00)

cc) (Optional) GR-3102 Generic Requirements for Asynchronous Transfer Mode
(ATM) Network Management Systems (10/00)

dd)(Optional) GR-376 Generic Operations Interfaces Using OSI Tools: Network
Data Collection (12/98)

ee)GR-436 Digital Network Synchronization Plan (06/94)

ff) GR-496 SONET Add-Drop Multiplexer (SONET ADM) Generic Criteria
(12/98)

09) GR-499 Transport Systems Generic Requirements (TSGR): Common
Requirements (12/98)

hh)GR-782 SONET Digital Switch Trunk Interface Criteria (06/00)

i) (Optional) GR-826 OTGR Section 10.2: User Interface Generic Requirements
For Supporting Network Element Operations (06/94)

) GR-834 Network Maintenance: Access and Testing Messages (06/00)

kk) (Optional) GR-836 Generic Operations Interfaces Using OSI Tools:
Information Model Overview: Transport Configuration and Surveillance For
Network Elements

2. ANSI Standards:

a) ANSI T1.105: SONET - Basic Description including Multiplex Structure, Rates
and Formats
b) ANSI T1.105.01: SONET - Automatic Protection Switching

c) ANSI T1.105.02: SONET - Payload Mappings
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d)
e)

f)
g)
h)
i)
)
k)
1)

ANSI T1.105.03: SONET - Jitter at Network Interfaces
ANSI T1.105.03a: SONET - Jitter at Network Interfaces - DS1 Supplement

ANSI T1.105.03b: SONET - Jitter at Network Interfaces - DS3 Wander
Supplement

ANSI T1.105.04: SONET - Data Communication Channel Protocol and
Architectures

ANSI T1.105.05: SONET - Tandem Connections Maintenance
ANSI T1.105.06: SONET - Physical Layer Specifications

ANSI T1.105.07: SONET - Sub-STS-1 Interface Rates and Formats
Specification
ANSI T1.105.09: SONET - Network Element Timing and Synchronization

ANSI T1.119: SONET - Operations, Administration, Maintenance, and
Provisioning (OAM&P) i Communications

m) ANSI T1.119.01: SONET: OAM&P Communications Protection Switching

Fragment

3. ITU-T Standards:

a)

b)

c)

d)

Physical Interfaces:
i. G.703 (10/98)
ii. G.957 (06/99)
iii. G.692 (10/98)
iv. K.20 (05/98)
v. G.691 (04/00)
Network Architecture:
i. G.805 (11/95), (03/00)
ii. G.803 (06/97), (03/00)
ii. 1.322 (02/99)
Structures & Mappings:
i. G.704 (10/98)
ii. G.707 (10/00) - Amendment 1
iii. G.7041 (10/01) Generic Framing Procedure
iv. G.7042 (10/01) LCAS
v. G.708 (10/98)
vi. G.832 (10/98)
Equipment Functional Characteristics:
i. G.664 (06/99)
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vi.

G.781 (06/99)
G.783 (10/00)
G.958 (01/94)
G.705 (04/00)
G.806 (04/0)

e) Laser Safety:

G.664 (06/99)

f) Transmission Protection:

i.
il.
iii.
iv.

G.841 (10/98), (08/02)
G.842 (04/97)
G.808.1 (2003)
M.2102 (03/00)

g) Equipment Protection:

M.3100 Amendment

h) Equipment Management:

G.784 (06/99)

i) Information Model:

G.773 (03/93)
G.774 (09/92), (11/96), (04/00)

iii. G.774.01 (11/94), (11/96), (04/00)
iv. G.774.02 (11/94), (11/96), (04/00)
v. G.774.03 (11/94), (11/96), (04/00)
vi. G.774.04 (07/95), (11/96), (04/00)
vii. G.774.05 (07/95), (11/96), (04/00)
viii. G.774.06 (04/00)
ix. G.774.07 (11/96), (04/00)
X. G.774.08 (04/00)
xi. G.774.09 (04/00)
xii. G.774.10 (04/00)
]) Network Management:
i. G.831 (08/96), (03/97)
ii. T.50 (09/92)
iii. G.85x.y (11/96)
k) Error Performance (network level view):
i. G.826 (02/99)
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G.827 (02/00)
G.827.1 (11/00)

G.828 (02/00)
v. G.829 (02/00)
vi. M.2101 (02/00)
vii. M.2101.1 (04/97)
viii. M.2102 (02/00)
ix. M.2110 (04/97)
x. M.2120 (04/97), (02/00)
xi. M.2130 (02/00
xii. M.2140 (02/00)

[) Error Performance (equipment level view):

G.783 (10/00)
G.784 (06/99)

m) Jitter and Wander Performance:

i.
il.
iii.
iv.
V.
Vi.

G.813 (08/96)
G.822 (1988)
G.823 (03/93), (03/00)
G.824 (03/93), (03/00)
G.825 (03/93), (02/99)

G.783 (10/00), (04/97), (03/99), (06/98)

n) Leased Lines:

i.
0) Synchronization (Clocks and Network Architecture:
i.

iv.
V.

M.13sdh (02/00)

G.803 (06/97), (02/99)
G.810 (08/96)
G.811 (09/97)
G.812 (06/98)
G.813 (08/96)

p) Test Signals:
i. 0.150
i. 0.181

4. Institute of Electrical and Electronics Engineers, Inc. (IEEE):
a) IEEE 802.3, 1Gbps LAN PHY, 10Gbps LAN PHY, 10Gbps WAN PHY
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b) (Optional) IEEE 802.3ae, 10Gbit Ethernet
c) 802.17, Resilient Packet Rings (RPR) T in progress
d) 802.1ah, Ethernet First Mile T in progress
5. Optical Internetworking Forum (OIF):
a) User to Network Interface version 1.0, OIF-UNI-01.0

6. All new versions, amendments, and modifications to the above documents and
standards

C.2.1.5.1.3 Connectivity
SONETS services shall connect to and interoperate with:
1. Government-specified terminations (e.g., SDP-to-SDP, POP-to-POP)

2. All other networks including other EIS contractors6 net wor ks where i nd:
standards are used

C.2.1.5.1.4 Technical Capabilities
The following SONETS capabilities are mandatory unless marked optional:

1. Geographical Coverage. The contractor shall comply with the following
requirements:

a) (Optional) The contractor shall support OCONUS and Non-Domestic
SONETS

b) The contractor shall support Continental US (CONUS) Domestic SONETS
c) The contractor shall support SONETS in the Metro area

2. (Optional) Gateway functionality (SONET to SDH and SDH to SONET
conversion) as needed by agency.

3. The contractor shall support one or more of the following Network Topologies:

a) Linear topologies such as Point-to-Point

b) Ring topology

c) Mesh topology

4. The contractor shall support one or more of the following protection methods:

a) On the Tributary Side the contractor shall support:
i. Automatic Protection Switching (APS) 1
ii. APS 1+1
iii. Unprotected
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b) On the Network Side the contractor shall support:
i. Unprotected
ii. Mesh Protection
iii. Unidirectional Path Switched Ring (UPSR)
iv. Bidirectional Line Switched Ring (BLSR)
v. (Optional) Bidirectional Path Switched Ring (BPSR) or equivalent
vi. 1+1

5. Transmux Capability (interconnects high bandwidth interface at one agency
location to lower bandwidth interface at another agency location):

a) (Optional) DS3/STS1 transmuxed to DS1 shall be supported
b) OC3 transmuxed to DS3/STS1 shall be supported
c) OC12 transmuxed to OC3/DS3/STS1 shall be supported
d) OC48 transmuxed to OC12/0C3/DS3/STS1 shall be supported
e) (Optional) OC192 transmuxed to OC48/0OC12/0C3/DS3/STS1 shall be
supported
6. (Optional) The following concatenation methods shall be included in SONETS:

a) Standard Concatenation. SONET specifications in GR-253 include standard
concatenation, which allows OC-N signals to be grouped in multiples of 3
STS-1s and treated as single entities. The following standard concatenated
rates shall be supported:

i. STS-12c shall be supported

ii. STS-48c shall be supported
iii. (Optional) STS-192c shall be supported
iv. (Optional) STS-768c shall be supported

b) Virtual Concatenation. The following standard rates shall be available for
agency procurement: (Optional)

i. VT-1.5-7v for 10 Mbps Ethernet Connections shall be supported
ii. VT-2.0-5v for 10 Mbps Ethernet Connections shall be supported
iii. STS-1-2v for 100 Mbps Fast Ethernet Connections shall be supported
iv. STS-1-21v for 1Gbps Ethernet Connections shall be supported
v. STS-3c-7v for 1Gbps Ethernet Connections shall be supported
c) The contractor shall support the following:

i. High order concatenation i shall support STS-1/3c-Xv SPE, X =1 up to
256 rates/entities
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ii. Low order concatenation i shall support X VTn SPEs (n=1.5, 2, 3, 6)
rates/entities

7. Performance Monitoring: The contractor shall support the Performance
Monitoring parameters specified by GR-253. Monitoring of parameters shall be
for each individual minute and recorded in registers of 15 minutes. The last eight
15-minute registers shall be archived and made accessible to the agency. The
contractor shall store all measurements for the past 24 hours in a register. The
following parameters shall be monitored, and measured:

a) Errored Seconds. An Errored Second is any one-second interval containing at
least one error. Errored Seconds shall be counted as 1-second intervals
containing at least 1 error. The contractor shall measure performance based
on percent of error seconds, which is calculated as 100 times the ratio of error
seconds to total seconds in the available time during a fixed measurement
period (24 hours). For all EIS users, the percentage of Errored Seconds shall
be less than 0.25% during the measurement period. It is AQL to observe
Errored Seconds during 1.8 minutes per month.

b) Severely Errored Seconds (SES). A SES is 1-second period with a bit error
rate per second of 103 or worse for DS-1 and DS-3 signals. SES for STS-n
signals, is 1-second period that contains 30 percent or greater errored blocks
or at least one severely disturbed period. A severely disturbed period occurs
when all contiguous blocks are affected by a high bit error density over a
period of 1 millisecond. The contractor shall measure performance based on
percent of SES, which is calculated as 100 times the ratio of SES to total
seconds in available time during a fixed measurement period (24 hours). For
all EIS users, the percentage of SES shall be less than 0.035% during the
measurement period. It is AQL to observe SES during 15.12 seconds per
month.

8. Synchronization and Timing Methods. The contractor shall support the following:
a) External Timing
b) Line Timing
9. Reserved
10. (Optional) Next Generation SONET shall be supported.
11.The contractor6 s net wor k shall support al|l of

i. Generic Framing Procedure, shall include:
1. Frame Mapped Generic Framing Procedure
2. Transparent Generic Framing Procedure
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ii. Link Adjustment Capacity Scheme (LCAS) shall be supported to provide
Virtual Concatenation as defined by ANSI T1.105 and G.707

iii. (Optional) Virtual Concatenation shall be supported.

12.(Optional) Data Communications Channel (DCC) 1 The contractor shall provide
the agency with the ability to establish communication between its edge devices.

13.(Optional) Integrated Control Plane (i.e. ASON based, GMPLS) i Support of an
integrated, intelligent control plane in order to speed up activation service times,
provide control to agencies to the contracted infrastructure and achieve inter- and
intra-contractor interoperability when required.

C.2.1.5.2 Features
The following SONETS Service features are mandatory unless marked optional:

Service Features ID Number Name of Feature | Description

1 (optional) Channelization The contractor shall support SONET

interfaces to the CPE to seamlessly interface
with the contractor6 s S ONET net w
transport. The following channelized
arrangements shall be supported as a
minimum:

1. STS-1 payload with VT1.5, VT2

2. STS-1, STS-1 payload, VT1.5, VT2, STS-
3c

3.VC-11(DS1), VC-12 (E1), VC-3 (DSS3, E3,
other)

4.VC-4,VC-3, VC-11, VC-12
5. Down to STS-1 (ES, other)

6. STM-1, VC-11 (DS1), VC-12 (E1), VC-3
(DS3, E3, other), VC-4

2 (Optional) DS1 Rate The contractor shall provide the agency with
Synchronization this feature to allow
Service Stratum 3 clocks at its locations to
synchronize to a Stratum 1 clock at the
contractor6 s | ocation. The

synchronization shall be delivered through the
following methods:

1. External Timing
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Service Features ID Number Name of Feature | Description
3 SONET All SONET services contracted by the
Performance agencies shall comply with the following

performance indicators and with the
Performance Metrics included in Section
C.2.1.5.4:

1. Jitter -- as specified in GR-253 - Jitter
measurement is performed over a 60-second
interval with band pass filters having
frequencies cut off at 10 KHz and 4 KHz, a
fall of 20db/decade, and a low-pass cut off
frequency of at least 80 KHz. The contractor
shall ensure these specifications are met at
the SDPs.

2. Restoration Time -- as specified by GR-253
for Automatic Protection Switching and by
GR-1230, Section 6.1.1, re-routing of the
traffic shall be performed to restore the
SONETS (over redundant path) before the
failure is repaired. The contractor shall
reconfigure affected services for Rings < 1200
KM as follows:

a) For Routine Users, in less than 100
ms, when preemption of extra traffic
is required.

b) For Critical Users, in less than 60 ms
including detection time (10ms).

4 Equipment The contractor shall provide protection to the
Protection 1 client interfaces at the SDP, where the
Network Side protection channel is bridged to the failed

working channel.

5 Framing for The following framing formats for electrical
Electrical interfaces shall be supported:
Interfaces

1. (Optional) M-frame with M23 Multiplexing
format.

2. M-frame with C-parity.
3. (Optional) Super Frame (SF) Format.
4. (Optional) Bipolar Alternate Mark Inversion.

5. Binary, 8 zero substitution line code.
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Service Features ID Number Name of Feature | Description

6. (Optional) Non-ANSI SF.

7. ANSI Extended Superframe (ESF) (ANSI
T1403, 1995).

8. (Optional) Non-ASNI ESF (AT&T PUB
54016).

6 Geographic The feature shall ensure a minimum

Diverse Protection | separation of 25 feet between the diverse
circuits end-to-end. In addition, the contractor
shall ensure that the diverse circuits are
specifically flagged to prevent disconnection
during network grooming activity.

7 Local and Remote | This feature shall enable the multiplexing of
Node Multiplexing | different low-speed circuits onto a high-speed
SONET signal, such as SONET OC3 and
OcC12.

C.2.1.5.3 Interface s
The UNIs at the SDP are mandatory unless marked optional.

Interface HEELETEY €] FEIEEN D Signaling/Protocol
UNI Type Tvoe Standard Operation or Rate or T 9 e/GrgnuIarit
yp Fiber Type Bandwidth yp y

1 Optical IEEE 802.3z 1310 nm 1.25Gbps Gigabit Ethernet
2 Optical IEEE 802.3z 850 nm 1.25Gbps Gigabit Ethernet
3 Optical IEEE 802.3 1310 nm 125 Mbps Fast Ethernet

. GR-253, ITU-
4 Optical T G.707 1310 nm 155 Mbps SONET or SDH

. GR-253, ITU- SONET or SDH
5 Optical G 707 1310 nm 155 Mbps Concatenated
6 Optical gr;-()z;ss, ITU- 1 1310 nm 622 Mbps SONET or SDH

. GR-253, ITU- SONET or SDH
7 Optical G 707 1310 nm 622 Mbps Concatenated

. GR-253, ITU- .
8 Optical TG.707 1310 nm 622 Mbps SONET Channelized
9 . Optical GR-253 1310 nm 155 Mbps ATM over SONET
(Optional)
10 . Optical GR-253 1310 nm 622 Mbps ATM over SONET
(Optional)

. GR-253, ITU-
11 Optical T G.707 1310 nm 2.5Gpbs SONET or SDH
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Interface PEEIEEY €] EDEEG DEE Signaling/Protocol
UNI Type Tvoe Standard Operation or Rate or T 9 e/GrgnuIarit
yp Fiber Type Bandwidth yp y
. GR-253, ITU- SONET or SDH
12 Optical TG.707 1310 nm 2.5Gbps Concatenated
13 . GR-253, ITU-
(Optional) Optical TG.707 1310 nm 10Gbps SONET or SDH
14 Electrical ANSIT1 N/A 1.544 Kbps DS1
15 Electrical ANSI T1 N/A 45 Mbps DS3
16 Electrical ANSIT1 N/A 45 Mbps STS-1
17 Electrical ANSI T1 N/A DS1 DSO0, Nx64 Kbps
18 Electrical ANSI T1 N/A DS3 Bgf’ Nx1.544Mbps,
19 Electrical ANSIT1 N/A El Nx64 Kbps
20 Electrical ANSI T1 N/A E3 E1, Nx64 Kbps, DS0O
SONET
21 . GR-253 OC-1
. Optical ' 1300 nm STS-1 payload,
(Optional) ANSI T1.105 VTL5, VT2
SONET
22 . GR-253 OC-3
. Optical ' 1300 nm STS-1, STS-1
(Optional) ANSI T1.105 155 Mbps payload, VT1.5, VT2
. GR-253, 0OC-3c SONET
23 Optical ANSI T1.105 | 1300nm 155 Mbps STS-3c
SDH
. STM-1 VC-11(DS1), VC-12
24 Optical G.707 1300 nm 155 Mbps (E1), VC-3 (DS3, E3,
other)
SDH
25 Optical G.707 1300 nm f;—élel[f S VC-4, VC-3, VC-11,
P VC-12
SONET
Down to VT1.5
26 . GR-253 OC-12
. Optical ' 1300 nm (DS1), VT2 (E1),
(Optional) ANSI T1.105 622 Mbps STS-1 (DS3, E3,
other), STS-3c
. GR-253, OC-12c SONET
27 Optical ANSI T1.105 | 1390 MM 622 Mbps STS-12¢
SDH
STM-1, VC-11 (DS1),
28 Optical ITU-T G.707 1300 nm STM-4 VC-12 (E1), VC-3
(DS3, E3, other), VC-
4
29 Optical ITU- G.707 1300 nm STM-4c VC-4-4c
30 . OIF- VSR4- VSR4-01 OC-192
(Optional) | OPtical 01.0 850 nm 0C-192 (12 fibers)
31 . OIF-VSR4- VSR4-02 OC-192 (1
(Optional) Optical 03.0 1310 nm 0C-192 fiber)
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Interface EgUEney &f Prnlecel [DEiE Signaling/Protocol
UNI Type Tvoe Standard Operation or Rate or T 9 e/GrgnuIarit
yp Fiber Type Bandwidth yp y
32 . OIF-VSR4- VSR4-03 OC-192
(Optional) | OPtical 03.0 850 nm 0C-192 (4 fibers)
33 . OIF-VSR4- VSR4-04 OC-192 (1
(Optional) | OPtical 04.0 850 nm 0C-192 fiber)
34 . OIF-VSR4-
(Optional) | ©Ptical 05.0 1310 nm 0C-192 VSR4-05 OC-192
35 Optical OIF-VSR5-01 | 850 nm OC-768 VSR5-01 OC-768
(Optional)
. GR-253, STS-1/EC-1 | SONET/STS-1,
36 Electrical ANSI T1.105 | 850 NM 51.84 Mbps | VT1.5 mapping
SIo Optical GR-253 1550 nm 2.5 Gbps SONET or SDH
(Optional)
38 Optical GR-253 1550 nm 10 Gbps SONET or SDH
(Optional)

C.2.1.5.4 Performance

The contractor shall support In-Service Monitoring (ISM) at the SONET Layer and shall
not rely on performance observed and measured at higher layers of the network.

The performance levels and AQL of KPIs for SONET Service are mandatory unless

marked optional.

. Performance .
fScerioen 2 | How weasured
(Threshold)

Routine 99.8% >99.8% In Service
AV(SONETS) Monitoring
(SDP-to-SDP) Critical 99.999% > 99.999% See Note 1
Time To Restore W.'thOUt 4 hours < 4 hours

Dispatch
(TTR) .

with 8 hours < 8 hours

Dispatch -

Notes:

1. SONETS availability shall be measured in-service and on an end-to-end basis.
COT (HR) shall be calculated based on Errored Seconds and/or SES as defined
by GR-253, G.826 through G.829 and shall be expressed in hours. Availability is

computed by the standard formula:

RI(HR)- COT(HR)
RI(HR)

3100

AV(SONET$=
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C.2.1.6 Dark Fiber Service

C.2.1.6.1 Service Description

Dark fiber is optical fiber infrastructure (cabling and repeaters) in which the light is
provided by the customer rather than the carrier. The simplest Dark Fiber Service (DFS)
is a point-to-point connection between two locations. Other configurations enable
agencies to interconnect any number of selected locations.

C.2.1.6.1.1 Functional Definition

DFS is acquired as a facility which allows the agency the unconditional right to use a
fiber route, which provides capacity such as a fiber pair in a fiber-optic cable or the
entire fiber-optic cable. Agencies which acquire dark fiber may either provide their own
optronics equipment or lease it from the contractor. Agencies which prefer not to design,
implement, and manage their own optical networks can use Managed Network Service
(MNS) as a Managed Dark Fiber Service to design, implement, and manage optical
networks to meet their unique mission requirements.

C.2.1.6.1.2 Standards
DFS shall comply with the following standards:
1. Electronic Industry Alliance/Telecommunications Industry Association (EIA/TIA):

a) EIA/TIA-559, Single Mode Fiber Optic System Transmission Design.
b) Optical Fiber System Test Procedures (OFSTPSs) including:

i. OFSTP-2, Effective Transmitter Output Power Coupled into Single Mode
Fiber Optic Cable

ii. OFSTP-3, Fiber Optic Terminal Receiver Sensitivity and Maximum
Receiver Input

iii. OFSTP-7, Measurement of Optical Power Loss of Installed Single-Mode
Fiber Cable Plant

iv. OFSTP-14, Measurement of Optical Power Loss of Installed Multi-Mode
Fiber Cable Plant

v. OFSTP-10, Measurement of Dispersion Power Penalty in Single Mode
Systems

vi. OFSTP-11, Measurement of Single Reflection Power Penalty for Fiber
Optic Terminal Equipment

2. Telcordia Standards:
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a) GR-20-CORE, Generic Requirements for Optical Fiber and Optical Fiber
Cable

b) GR-63-CORE, Network Equipment-Building System (NEBS), Generic
Equipment Requirements

c) GR-253-CORE, Synchronous Optical Network (SONET) Transport Systems:
Common Criteria Physical Layer

d) GR-326-CORE, Generic Requirements for Single Mode Connectors and
Jumper Assemblies

3. American National Standards Institute (ANSI):

a) ANSI Z136.2-1998, American National Standard for the Safe Use of Optical
Fiber Communications Systems Utilizing Laser Diode and LED Sources

4. International Electrotechnical Commission (IEC):

a) IEC 60825-1,Safety of Laser Products, Part 1: Equipment Classification,
RequirementsandUs er 6 s Gui de, Coinistaratiomhat ed Edi t i
Restrictions

b) IEC 60825-2, Safety of Laser Products, Part 2: Safety of Optical Fiber
Communications Systems (OFCS) 1 International Restrictions.

5. Code of Federal Regulations (CFR):

a) 21 CFR 1040, Performance Standard for Laser Products
6. International Telecommunications Union (ITU-T):

a) ITU-T G.655 (10/2000)
b) ITU-T G.652 (10/2000)
c) ITU-T G.694.1
d) ITU-T K.25 (02/2000)
e) ITU-T L.35 (10/1998)
7. Regulations and Permits i The contractor shall be responsible for all permits,
easements, and rights of way, to include Host Nation agreements/approvals. The
contractor shall be responsible for complying with local government regulations.

If obstacles are found during the process that will affectagencyd s s chedul e
negatively, the contractor shall coordinate solutions with the government.

8. All new versions, amendments, and modifications to the above documents and
standards.

C.2.1.6.1.3 Connectivity

DFS shall connect to and interoperate with:
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1. Inter-agency or intra-agency LANs within the same vicinity. This service shall
enable an agency to interconnect via inter-agency or intra-agency LAN to
selected locations situated within the same metro area (i.e., city). Examples of
supported configurations are outlined in Section C.2.1.6.1.4 #2.

2. Thecontractor6 s Long Haul o rThidvkerviae ehallreeablevam r k s
agency to connect its locations(s) to the nearest contractord6 s wi r e center ,
wire center, Hut, IXC POP, or CLEC collocation facility as applicable.

3. Redundant paths to support agency's transport infrastructure, thereby enhancing
service reliability.

4. The contractor shall terminate fiber(s) in the existing Fiber Distribution Panel
(FDP) or the FDP specified by the agency using connectors specified by
industrydés standards for:

a) Multi-tenant buildings
b) Single tenant buildings
C.2.1.6.1.4 Technical Capabilities
The following DFS capabilities are mandatory unless marked optional:

1. Geographical Coverage. The contractor shall specify the coverage of its DFS in
the following regions when required as part of a TO:
a) CONUS
b) (Optional) Non-domestic
c) (Optional) OCONUS

2. Configuration Alternatives. The contractor shall support the network topologies
outlined as follows:

a) Point-to-point. This configuration connects any two points in the contractord s
network. The figure below depicts two agency locations in a metro area
connected by a dark fiber link from POP to POP.
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Dark Fiber Link Offeror's Metro Network

l

GFE/SRE ﬁ i GFE/SRE

Existing Access Link

SDP sDP

Offeror’s POPs or Collocation Facilities

b) Route Diversity Ring/Single Drops. This configuration is possible when the
terminating equipment provides equipment and/or line protection schemes.
The figure below shows that two diverse paths are available on the network to
prevent service interruptions if either fiber path is damaged.

Existing Fiber Link

GFP/SRE

Diverse Dark Fiber Link

SDP .
SDP

Contractorb s Metr o or Lona Haul

c) Route Diversity Ring/Dual Drops. This configuration is possible when two
diverse paths are available end-to-end to prevent service interruptions caused
by a failure in either path. The diverse path can be purchased from the same
contractor and delivered to two different POPs or from a second contractor.
The figure below shows that an agency has built an alternate route for
protection (path C-D) using a second contractor6 s P OPs or <col |l ocat.i
facilities where the agency has placed its optronics.
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SpP Primary Contractor6 s P OP s

G . Existing Fiber Link :GFP/SRE
............. —

Diverse Dark Fiber Link

Contractor6 s Net wor k/

SecondContr act oQolcatioR Eafllisies

d) Star Configuration. This configuration allows an agency to have a single
location that functions as a hub that provides connectivity to other agency
locations. The figure below depicts a point-to-point configuration.

SDP

GFP/SRE

Contractord s

Net work GEP/SRE
Existing Link“‘.-.i:-" i

Dark Fiber Link
SDP

od

GFP/SRE o GFP/SRE

Hybrid Configuration. The preceding configurations can be combined to yield a custom-
tailored solution.
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1. Fiber Service Delivery Point (FSDP). The contractor shall support the SDP at
either the fiber patch panel where the fibers terminate at a government location
or the collocation facility where the agency has installed its optronics, as required
by the agency. The contractor shall meet the following conditions when delivering
DFS to an agency:

a) Optical Fiber. The fiber shall meet the standards specified in Section
C.2.1.6.1.2. The contractor shall provide the number of fiber strands to be
delivered at the FSDP as specified by the agency.

2. Ducting. The contractor shall provide the number of ducts between connecting
locations and the number of fiber strands running in each duct as specified by the
agency.

3. (Optional) Future Growth. The contractor shall include an additional duct running
in parallel to the working duct(s) to provide room for anticipated growth.

4. Channel Count:
a) Deployed fibers shall be capable of supporting a minimum of 80 DWDM
wavelengths or user data with spacing as specified in ITU-T G.694.1.
b) Deployed fibers shall be capable of operating inthe "C", 06 Ssond AL O bands.
5. Gateways. The contractor shall provide the ability to add and drop traffic via
gateway locations (nodes A, B, C, and D in the Configuration Options diagrams
above are examples of gateways). The contractor shall fulfill the following

requirements and provide updates on improvements or expansions throughout
the life of the contract:

a) Gateway locations shall be equipped with backup power capability and shall
operate for at least 8 hours without interruption
b) Lock cabinet spaces shall be provided

C) 24x7 access to the gateway locations shall be provided to authorized
personnel

d) Gateway locations shall be equipped with surveillance and highly secured
systems

e) The contractor shall indicate if gateway expansion is possible
f) The contractor shall indicate if gateway locations are monitored remotely
g) Environmental monitoring shall be supported

6. Service Components. DFS service components shall include the following:
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a) Trunks. Trunks are main fiber cables that may carry hundreds of fiber strands,
which may be shared and owned by a variety of contractors, government

agencies, universities, etc.

b) Laterals. Laterals are fiber cables from the agencyd srenpses to the nearest
splice point on the cable trunk. Their length may vary from a few meters to
several kilometers.

¢) Building Entrances. Facilities within the agency6 s

premi ses f

of fibers, i.e., fiber panel terminations.

C.2.1.6.2 Features
The following DFS features are mandatory unless marked optional.

(0]

ID Name of Feature Description

Number

1 Colocation Service The contractor shall provide the ability to add/drop traffic
(gateways) and to regenerate and amplify traffic where
needed.

2 Duct The contractor shall support the number of ducts

(Optional) (conduits) as specified by the agency that shall be
included in the service.

3 Dark Fiber Local The contractor shall provide dark fiber connection

(Optional) | Loop betweenthe agencyd s | o c at icontractar@ €l W ih
center or outside plant (hut or regeneration location).

4 Diverse Route The contractor shall ensure that two diverse paths are

(Optional) | Single Drop available on the network to prevent service interruptions if
a fiber on either of two paths is damaged. A Single
Add/Drop location/network element shall be used in this
arrangement with automatic protection switching
capabilities.
The contractor shall provide two diverse paths end-to-end
to prevent service interruptions caused by a failure either

5 Diverse Route Dual | inthecontractor6 s net wor k or .gtsecant

(Optional) | Drop contractor shall provide the diverse route should the
agency requires full diversity for protection unless the
working link provider is able to do so.

6 Inter-city The contractor shall support a dark fiber connection

(Optional) | Connectivity betweenagencyds | ocati ons in met
Continental US as well as outside the Continental US.
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ID Name of Feature Description
Number
7 Multiple Duct The contractor shall be able to upgrade to multiple ducts
(Optional) (conduits).
The contractor shall support joining two or more lengths of
8 Splicing optical fiber cables by way of either fusion or mechanical
splicing.
The contractor shall provide fiber cables from the
agencyd s premises to the near
9 Off-net laterals trunk. They shall be funded by the agency and their length
may vary from a few meters to several kilometers.
C.2.1.6.3 Interface s

The interfaces for this service are the fiber terminations at the FSDP. The contractor
shall identify the fiber connectors that are supported.

C.2.1.6.4 Performance Metrics

The performance levels and AQL of KPIs for DFS are mandatory unless marked

optional:
Service Performance Standard How
N Level (Threshold) R Measured
Attenuation Coefficient
<0.25 dB/km
SMF Routine 0.25 dB/km
at all times
(1550 nm)
Attenuation Coefficient
SMF Routine 0.35 dB/km s035dekmatall | e
times
(1310 nm)
Attenuation Coefficient
MMF
Routine 2.35 dB/km S 2.35 dB/km atall
850 nm times
(50/125 pm)
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Service Performance Standard How
KA Level (Threshold) AQL Measured
Attenuation Coefficient
MMF
Routine 0.35 dB/km = 0.35 dB/km atall
1300 nm times
(50/125 pm)
Polarization Mode
Dispersion (PMD) at 1550 ifind i
nm Routine May be specified in TO [\r/lgy be specified in
(Inter-City Networks) See Note 2

Polarization Mode
Dispersion (PMD) Routine May be specified in TO
(Intra-City Networks)

May be specified in
TO

Chromatic Dispersion at May be specified in

Routi M ifiedinT N
1550nm outine ay be specified in TO T0 See Note 3
Reflectance Events (all . .
v ( Routine Less than 40 dB <40 dB at all times | See Note 4
events)
Connectors Loss <
Routine 0.1t00.2dB - 0.2dBatal
SME times
Fusion Splicing Loss <
Routine 0.05 dB = 0.05dB atal
SME times
End-to-End Attenuation See Note 5
WlthOUt 4 hours < 4 hours
Dispatch See Note 6
Time to Restore (TTR)
With
.It 8 hours < 8 hours
Dispatch

Notes:
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1. Attenuation coefficient is the attenuation per unit length with a maximum value at
one or more wavelengths. In this case, wavelengths are from 1310nm to
1550nm.

2. Polarization Mode Dispersion (PMD) is the term that describes the relationship
between polarization and group delay.

3. Chromatic dispersion measurements characterize how the velocity of
propagation in fiber or components changes with wavelength.

4. Reflection measurements are done using an optical time-domain reflectometer
(OTDR).

5. End-to-End Attenuation

a. On Single Mode Fibers (SMF), end-to-end attenuation measurements
shall be tested in both directions of transmission at the 1310 nm and 1550
nm wavelengths using an industry-accepted laser source and power
meter.

b. On Multi Mode Fibers (MMF), end-to-end attenuation measurements shall
be tested in both directions of transmission at the 850 nm and 1300 nm
wavelengths.

c. Loss measurements shall be taken from both ends at applicable
wavelengths as in subparagraphs i and ii above, and in compliance with
OFSTP-7 and OFSTP-14 or EIA/TIA-568 B as applicable.

d. OTDR measurements shall be performed for each fiber for length,
transmission anomalies, and end-to-end attenuation.

e. A written report shall be issued and delivered to the OCO for each cable,
and OTDR traces and other measurements shall be included for each
fiber and provided periodically as specified in the TO.

6. See Section G.8.2 for definition and how to measure.

C.2.1.7 Internet Protocol Service

The government uses Internet Protocol Service (IPS) to support a wide range of
connectivity requirements that enable government users to access the Internet,
government-wide intranets, and extranets. IPS will use the TCP/IP protocol suite to
interconnect GFP/SRE with other government networks and the public Internet Service
Provider (ISP) networks.

C.2.1.7.1 Service Descriptio n
This section provides the IPS description.

EIS GS00Q17NSD3004 71



General Services Administration
Network Services 2020
Enterprise Infrastructure Solutions

C.2.1.7.1.1 Functional Description

IPS provides transport of Internet Protocol (IP) packets.

C.2.1.7.1.2 Standards

IPS shall comply with the following standards:

1. Internet Engineering Task Force (IETF) RFCs
2. ANSIT1

3.

4. |EEE:

ITU TSS Recommendations

a) 802.1Q
b) 802.1P
c) (Optional) 802.3AD

Metro Ethernet Forum (MEF)
IETF RFCs for IPv6

All new versions, amendments, and modifications to the above documents and
standards

C.2.1.7.1.3 Connectivity

IPS shall connect:

1.

3.

Government locations, including mobile and remote users, (i.e., SDP devices
such as customer routers, switches, and firewalls) to the Internet.

A wide range of equipment (such as notebook PCs, PDAs, etc.) via appropriate
combinations of EIS services to the Internet.

Government locations to other networks, including those of other EIS contractors.

C.2.1.7.1.4 Technical Capabilities

The following IPS capabilities are mandatory unless marked optional:

1.

The contractor shall meet applicable routing requirements in Section C.1.8.8
ensuring any encrypted tunnels are applied and proxied to allow inspection.

. The contractor shall provide IPS ports at the peak data rates specified by the

customer.
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3. The contractor shall support appropriate access services (such as DSL, cable

high speed access, PLS, or satellite) to connect customer SDPs to the

redundant links to connect to its private peering partners.

c) Support for the government-assigned and InterNIC-registered IP addresses
and domain names.

d) Primary and Secondary Domain Name Service (DNS) to provide an
authoritative name server for the customer.

. The contractor shall provide support for the Border Gateway Protocol (BGP) for

EIS customers with registered Autonomous System (AS) numbers.

. The contractor shall validate routing protocol information using authenticated

protocols. BGP sessions shall be configured in accordance with, but not limited
to, the NIST SP 800-54 recommendation that BGP sessions are protected with
the MD5 signature option.

C.2.1.7.2 Features
The IPS feature is mandatory.

ID

Number Feature

NEIGO B Description

1

Class of The contractor shall accommodate and optimizeanagency és ap
Service to enable the network to accurately and consistently allow for traffic
(CoS) prioritization and cost-efficiencies.

The Classes of Service or prioritization levels may be categorized as:

1. Pr emi um b-crifical traffit sSuches voice and video
2. Enhanced b fcatical tiafficssich as srasactions
3. St andar d -dsitichl maffic suah as email.

C.2.1.7.3 Interfaces

These UNIs at the SDP for the provisioning of IPS are mandatory unless marked
optional.
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UNI Type !Ir_gggace/Access Network-Side Interface Protocol Type
1 Cable High Speed 256 Kbps up to 150 Mbps Point-to-Point
(Optional) | Access (Standard DOCSIS 3.0) Protocol, IPv4/v6
1. 1 Mbps up to 1 GbE
(Gigabit Ethernet) IPv4/v6 over
2 Ethernet Interface 2. 10 GbE (Optional) Ethernet
3. Burstable
1. 0OC-3c
3 IP over SONET 2. 0OC-12c IP/PPP over
Service 3. 0C-48c SONET
4. 0C-192¢
1. DSO
2. T1
Private Line 3. T3
4 Service 4. 0OC-3c IPv4/v6 over PLS
5. 0OC-12c
6. OC-48c
7. 0C-192c
xDSL access at 1.5 to 8 Mbps , .
?O fional) DSL Service downlink, and 384 Kbps to 1.5 E?(I)?éggl-PIgCLtUVB
P Mbps uplink '
6 Point-to-Point
(Optional) FTTP 256 Kbps to 150 Mbps Protocol, IPv4/v6
7 Wireless Access 1. LTE Point-to-Point
(Optional) 2. Satellite Protocol, IPv4/v6
C.2.1.7.4 Performanc e Metrics

The performance levels and AQL of KPlIs for IPS are mandatory unless marked

optional.
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Sevvilen Performance How
KPI Level Standard AQL Measured
(Threshold)
Routine 99.95% 2 99.95%
Av(Port) See Note 1
Critical 99.995% 2 .99.995%
Routine 60 ms ¢ 60 ms
Latency
(CONUS) See Note 2
Critical 50 ms ¢ 50 ms
Routi 99.9% 2 99,99
GOS (Data outine () 99.9%
. See Note 3
Delivery Rate) .
Critical 99.99% 2 99.99%
Without N
Dispatch 4 hours O hburs
Time to Restore See Note 4
With .
Dispatch 8 hours O 8 hout

Notes:

1. Port availability is measured end-to-end and calculated as a percentage of the
total reporting interval time that the port is operationally available to the agency.
Avalilability is computed by the standard formula:

RI(HR)- COT(HR)
RI(HR)

2. Latency is the average time for IP packets to travel acrossthec ont r act or 0 s
infrastructure. The Latency metric does not apply for the DSL, Cable High Speed,
Wireless, and Satellite access methods. Packet delivery and latency can be
calculated using the Internet Control Message Protocol (ICMP) test, in which a
series of five test packets is sent every five minutes between contractor service
aggregation points (i.e., POPs). The test results are analyzed to determine
packet loss vs. successful delivery and speed of delivery. The relevant standards
are RFC 1242 and RFC 2285.

3. Network packet delivery is a measure of IP packets successfully sent and
received acrossthec ont r act or 0 s The dafadelivery nate cah her e
measured with the ICMP test (Data Delivery Rate %) = (100 - Packet Loss %).

4. See Section G.8.2 for the definitions and measurement guidelines.

3100

Av(Port) =
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C.2.2 Voice Service

The technical requirements for Voice Service (VS) are provided in Sections C.2.2.1 and
C.2.2.2.

VS can be provided using various technologies. The services are organized as follows:
1. Internet Protocol Voice Service

2. Circuit Switched Voice Service

The contractor shall provide at least one of the VS technologies specified above as its
mandatory VS solution. The contractor may propose to provide both forms of VS.

C.2.2.1 Internet Protocol Voice Service

Internet Protocol Voice Service (IPVS) provides voice communications service and
telephony features to agencies using VolP over a managed IP network.

C.2.2.1.1 Service Description

IPVS shall provide a network-based (hosted) and premises-based telephone service
over the contractor-provided IP network. The contractor shall also provide a Managed
LAN Service (see Section C.2.2.1.5) and Session Initiation Protocol (SIP) Trunking
Service (see Section C.2.2.1.6).

C.2.2.1.1.1 Functional Definition

IPVS supports voice calls, whether initiated from on-net or off-net locations, to be
connected to all on-net and off-net locations by direct dialing.

C.2.2.1.1.2 Standards
IPVS shall comply with the following standards:

1. ITU-TG.711
(Optional) ITU-T G.723.x, G.726, G.728, or G.729.x
ITU-T H.323, H.350
Real-Time Transport Protocol (RTP) IETF RFC 3550
Session Initiation Protocol (SIP) IETF RFC 3261

a » w0 N

C.2.2.1.1.3 Connectivity

IPVS shall connect to and interoperate with wireline and wireless networks, other EIS
contractor voice networks, and satellite-based voice networks, in both domestic and
non-domestic locations, using interconnects to the PSTN.
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C.2.2.1.1.4 Technical Capabilities

The IPVS shall include unlimited on-net to on-net and on-net to CONUS off-net calling.
The IPVS shall support off-net calling to CONUS, OCONUS, and Non-Domestic
locations. The contractor shall provide capabilities that enable IPVS users to establish
and receive telephone calls between both on-net locations and the PSTN.

The contractor shall provide a remote access capability that, once enabled, provides
users with the ability to use any landline or cell phone to make or receive phone calls as
if they were making or receiving calls with VoIP phones.

The following capabilities are mandatory unless marked optional:

1. Real time transport of voice, facsimile, and TTY communications

2. Real time delivery of Automatic Number Identification (ANI) information (when
provided from the originating party)

3. Interoperate with public network dial plans (e.g., North American Numbering Plan
and ITU-E.164)

Interoperate with private network dial plans and support direct dialing
(Optional) Interoperate with non-commercial, agency-specific 700 numbers
Provide access to public directory and operator assistance services

Provide unique directory numbers for all on-net government locations, including
support for existing government numbers.

Provide the capability to initiate automatic callback
9. Support 3-way calling

N o g A

o

The contractor shall provide gateways for interoperability betweenthec ont r aR-t or 6 s
based network and the PSTN, or with agency UNIs. The specific gateway will depend

upon the ordering agencies UNI requirements. The gateways and functionality are

described below:

1. Subscriber Gateway i The contractor shall provide interoperability for non-IP
telephone devices. The contractor shall provide non-proprietary telephony station
UNIs including (a) analog station and (b) ISDN BRI station interfaces.

2. PSTN Gateway i The contractor shall provide transparent access to and
interwork with the domestic and non-domestic PSTNSs.

The contractor shall provide the capability to support station mobility. Station mobility
enables IP subscribers to dynamically move IP phones within the agency Oesterprise
wide network and access IP services.
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The contractoré #VS shall have the capability to traverse and successfully interoperate
with agency firewalls and security layers. The contractor shall verify with the agency that
the agency firewall is compatible withthe c o n t r sasertice.r 6

The contractor shall ensure that security practices and safeguards are provided to
minimize susceptibility to security issues and prevent unauthorized access. This
includes SIP-specific gateway security for SIP firewalls, where applicable. The
contractor shall ensure that security practices and policies are regularly updated and
audited. The general areas of security to be addressed are:

1. Denial of service 1 The contractor shall provide safeguards to prevent hackers,
worms, or viruses from denying legitimate users from accessing IPVS.

2. Intrusion i The contractor shall provide safeguards to mitigate attempts to
illegitimately use IPVS.

3. Invasion of Privacy i The contractor shall ensure that IPVS is private and that
unauthorized third parties cannot eavesdrop or intercept IPVS communication
numbers, IP addresses or URLSs.

The contractor shall fully comply with emergency service requirements, including 911
and E911 services, and identify the location of originating stations and route them to the
appropriate Public Safety Answering Point (PSAP).

The contractoré #PVS shall comply with the Federal Communications Commission
(FCC) Local Number Portability (LNP) requirements.

C.2.2.1.2 Features
The following IPVS features are mandatory unless marked optional.

ID Name of Description
Number Feature

1 Voice Mail Box | The contractor shall offer voice mail capability that includes voice
messaging transmission, reception, and storage 24x7 except for
periodic scheduled maintenance. The contractor-provided voice
mailbox shall meet the following minimum requirements:

1. Atleast sixty minutes of storage time (or 30 messages)
Ability to remotely access voice mail services

Secure access to voice mail via a password or PIN
Automatic notification when a message is received

Minimum message length of two minutes

o g~ LD

Capability to record custom voice mail greetings

This capability can be administered on a station basis according to

EIS GS00Q17NSD3004 78



General Services Administration
Network Services 2020
Enterprise Infrastructure Solutions

ID

Number Feature

Name of

Description

the orderingagency 6 s needs

The contractor shall send an email with a WAVE (.wav) file
attachment of each voicemail message received by users of this
feature to the email address that the user designates.

The contractor shall provide users the capability to add other
notification devices / email addresses or to update email information
and email preferences when receiving and forwarding messages
through a secure user web portal.

Auto Attendant

Auto Attendant allows callers to be automatically transferred to an
extension without the intervention of an operator. The contractor shall
provide capabilities allowing callers to dial a single number for high
volume call areas and to select from up to nine (9) options to be
directed to various attendant positions, external phone numbers,
mailboxes or to dial by name or extension at a minimum.

Augmented
911/E911
Service

The contractor shall appropriately populate a 911 Private
Switch/Automatic Location Identification (PS/ALI) database with the
government 6s profil e wshr$ébc it ed keglhl
numbers, station locations, building location, building address,
building floor, and room number during service implementation.The
contractor shall provide secure remote access to the government via
a client or a web browser to allow the government to maintain the
government 6s profil e on antfoomogs, i
adds, deletions, or other changes). The contractor shall ensure these
government profile updates are reflected in the PS/ALI database.

The following standard features shall be included in the basic service:

© 0N Ok~ wDNRE

Caller ID
Conference Calling
Do Not Disturb

Call Forward 1 All
Call Park

Hotline

Call Forward 1 Busy
Call Pickup

Hunt Groups

10.Call Forwardi Do n O t Answer
11.Class of Service Restriction

12. Multi-Line Appearance
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13.Call Hold

14.Distinctive Ringing

15. Directory Assistance

16.Call Transfer

17.Call Waiting

18.Speed Dial

19. Call Number Suppression

20. Specific Call Rejection

21.Last Number Dialed

22.1P Telephony Manager (Administrator)
23.1P Telephony Manager (Subscriber)

C.2.2.1.3 Interfaces
The UNIs at the SDP are mandatory unless marked optional.

UNI Type Interface Type and Payload Data Rate Signaling Type
Standard or Bandwidth

1 Router or LAN Up to 100 Mbps SIP (IETF RFC 3261),
Ethernet port: RJ-45 H.323, MGCP, or
(Std: IEEE 802.3) scep

C.2.2.1.4 Performance Metrics

The performance levels and AQL of KPlIs for IPVS are mandatory unless marked
optional.

Key . Acceptable
Performance =Ellied PETTEITIEIGE Quality Level o
Indicator (KPI) Level Standard (Threshold) (AQL) Measured
Latency Routine 200 ms O 200 m{ SeeNote 1
Grade of .
Service (Packet | Routine 0.4% O 0.4% See Note 2
Loss)
Routine 99.6% O 99. 6%
Availability See Note 3
Critical 99.9% O 99. 9%
Jitter Routine 10 ms O 10 ms | SeeNote4
. . . Mean Opinion Score -
Voice Quality Routine (MOS) of 4.0 MOS 04.0 See Note 5
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Key Servi Perf Acceptable H
Performance LerV|Ice Ser %rmgn.f_ﬁ hold Quality Level MOW d
Indicator (KPI) eve tandard (Threshold) (AQL) easure
Without 4 hours O 4 hou
i Dispatch
Time to Restore With See Note 6
! 8 hours O 8 hou
Dispatch

Notes:

1. Latency is the average round trip time for a packet to travel from source SDP to
destination SDP. This applies to CONUS.

2. Grade of Service (Packet Loss) is defined as the percentages of packets that are
sent by the source SDP but never arrive at the destination SDP (the percentage
of packets that are dropped).

3. Availability is measured end-to-end and calculated as a percentage of the total
reporting interval time that the IPVS is operationally available to the agency.
Availability is computed by the standard formula:

RI(HR)- COT(HR)
RI(HR)

3100

Availability =

4. Jitter is the average variation or difference in the delay between received packets
of an IP packet data stream from SDP to SDP. Relevant standard: IETF RFC
1889. This applies to CONUS.

5. As defined in ITU-T specification P.800 series.

6. See Section G.8.2 for definition and how to measure.

C.2.2.1.5 Managed LAN Service

The contractor shall provide a Managed LAN Service. The contractor shall provide and
manage all LAN networking hardware components (e.g. Layer 2 switching devices,
routers, switches, call servers, etc.) to extend the IPVS from the site demarcation point
to the terminating user device (e.g., handset), including the management of the router
that terminates the IPVS access arrangement. Equipment provided by the contractor
shall support Power over Ethernet (PoE) in order to supply necessary power to IP
phone sets or other PoOE devices. IPVS service is a pre-requisite for Managed LAN
Service.

The contractor shall provide, manage, maintain and repair or replace all equipment
necessary to provide the Managed LAN Service, except for those portions of the service
for which the government is responsible (e.g., power, facilities, rack space,
cabling/wiring).
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The contractor shall provide the technical capabilities of the Managed LAN service as
specified below:

1. The contractor shall provide all hardware and licensing necessary to extend the
IPVS site demarcation point to the terminating device (e.g., the handset), for both
hosted and premises-based solutions. In the case of an on-premises solution this
includes any hardware or licensing necessary to support on-premises call
processing (e.g., call manager, IP PBX, etc.).

2. Thecontractor6 s har dwar e/ software sol utrdeong s hal |
agency 6 s pr o Vv -reddy cablivganfrdatructure, including category 5, 5E, 6,
6A and single mode and multimode fiber at a minimum. The contractor shall
identify any cabling limitations with regard to either form of VolIP solution in its
proposal.

3. The contractor shall be responsible for the ongoing maintenance and upgrades
of the contractor-owned equipment used to provide the Managed LAN Service. If
the contractor replaces, makes any changes to the contractor6 s e qu orp me n t
device software, or reprograms user devices in order to meet the required
service performance level, the government will not incur any additional cost.

4. The contractor shall propose installation time intervals for additional user devices
at sites already using a Managed LAN Service.

5. The Managed LAN Service shall not include any wireless devices or components
on the LAN (i.e., wired solution only) unless requested and approved by the
OCoO.

6. The Managed LAN Service shall not support other services (i.e., data, video,
etc.) unless requested and approved by the OCO.

7. The contractor shall ensure that only authorized devices (as determined by the
ordering agency) are able to operate on the Managed LAN Service.

8. The contractor shall monitor, manage and restore the Managed LAN Service on
a 24x7 basis.

9. The contractor shall specify the LAN management activities provided as part of
the Managed LAN Service as well as identify those activities which are
considered customer responsibilities in the following areas:

a) Configuration management

b) Moves, Adds, Changes, Disconnects (MACDSs)
c) Service/Alarm monitoring and fault management
d) Ticket creation

e) Proactive notification

f) Trouble isolation and resolution
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10. The contractor shall provide proactive notification of major and minor alarms to
the Managed LAN Service via e-mail to the Points of Contact (POCSs) identified
by the ordering agency. Alarm notifications shall be sent to all identified POCs
within 15 minutes of alarm detection by the contractor.

11.The contractor shall define the escalation path for trouble tickets for both network
and hardware issues. This escalation path shall be identified by level of severity
and shall include personnel for each level of escalation as well as guidelines and
timing for the next step in escalation.

C.2.2.1.6 Session Initiation Protocol Trunk Service

Session Initiation Protocol (SIP) Trunk Service provides a SIP-based IP Trunk service
that interoperates with any Private Branch Exchange (PBX) systems that support SIP-
based IP Trunk interfaces.

SIP Trunk Service provides a direct IP connection between a SIP-enabled PBX system

on an agencyods pr emi s e sconpliant IPYSnetwockoSiPttrunkimgt or 6 s
shall be fully integrated with IPVS to support calling to on-net and off-net locations. The

network and its management will be provided by the underlying network service.

C.2.2.1.6.1 Technical Capabilities

The contractor shall provide capabilities that enable SIP users to successfully establish
and receive telephone calls between both on-net locations and the PSTN.

C.2.2.1.6.2 Features
The following SIP Trunk Service features are mandatory unless marked optional.
1. Automatic call routing
2. Bandwidth QoS management
3. Trunk bursting
4. Telephone number blocks (DID)

C.2.2.2 Circuit Switched Voice Service

The government has a large community of circuit-switched voice users throughout the
US public sector and also conducts a considerable amount of business with US citizens,
private sector firms, and foreign entities using circuit-switched voice.
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C.2.2.2.1 Service Description
C.2.2.2.1.1 Functional Definition

Circuit Switched Voice Service (CSVS) supports voice calls, whether initiated from on-
net or off-net locations, to be connected to all on-net and off-net locations by direct
dialing throughoutthe US. The gover nment 6 SCSVYSasqundtion@.ment f or

C.2.2.2.1.2 Standards

The contractor shall comply with voice service industry standards.

C.2.2.2.1.3 Connectivity
CSVS shall connect to and interoperate with:

1. Government-specified terminations (such as single-line telephones, Secure
Terminal Equipment, multi-line key telephone systems, conference-room audio
equipment, PBX, Centrex, T1 MUX, modem, FAX, and video teleconferencing
systems).

2. PSTN, including both wireline and wireless networks, in domestic and non-
domestic locations.

3. The voice service networks of all other EIS contractors.

4. Satellite phones and terminals.

C.2.2.2.1.4 Technical Capabilities
The following VS capabilities are mandatory unless marked optional:
1. Numbering plan:
a) Unique directory number for all on-net government locations, including

support for existing government numbers.

b) PSTN (including both wireline and wireless networks) numbers and any future
changes to PSTN numbers.

c) (Optional) Non-commercial agency-specific private 700 numbers:

i. Originating and terminating on-net calls. Incoming off-net calls from the
PSTN shall be blocked unless an agency-specific request for the service
gateway has been received and implemented.

d) Transparency and interconnectivity between the contractor6 s net wor k and
other networks (see Section C.2.2.2.1.3).
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GSA

2. Network intercept. Network intercept to a recorded announcement shall be
provided as an inherent network capability when a call cannot be completed. At a
minimum, such announcements shall be provided for the following conditions:

a)

b)
c)
d)
e)

Number disconnected (a disconnected number shall not be reassigned for at
least 90 days if the contractor controls number assignment)

Time-out during dialing
Network congestion

Denial of access to off-net and non-US calls
Denial of access to features

3. (Optional) User-to-user signaling via ISDN D-Channel. The contractor shall
support user-to-user signaling in accordance with ITU-TSS Q.931 standards, via
the ISDN D-channel during a call.

4. Voice quality at least equal to 64 kbps PCM (standard: ITU G.711).

5. The contractor shall fully comply with emergency service requirements, including
911 and E911 services, and identify the locations of originating stations and route
them to the appropriate Public Safety Answering Point (PSAP).

C.2.2.2.2 Features
The following CSVS features are mandatory unless marked optional:

ID Name of Description

Number | Feature

1 Agency- Authorized government personnel shall be able to record
Recorded message announcements within the network after
Message authentication of user-1D and password/token.
Announcements

The recording shall be assigned an on-net number and shall
be accessible from on-net and off-net stations.

The contractor shall provide the capability of a three-minute
message announcement length.

The length of each message provided by the government will
be determined on a case-by-case basis and will continue to
three minutes in length (or longer if the contractor capability
exists and is provided at no additional cost to the
government).

A call to the announcement must be answered within five
rings and barge-in access to the announcement shall be
permitted.

The contractor shall provide a system-wide capability for
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ID Name of Description
Number Feature

storing a minimum of 500 recorded messages.

This feature shall enable a minimum of 250 callers concurrently to
access an announcement.

2 Authorization The contractor shall provide authorization codes that support the
(optional) Codes/ Calling following functions:
Cards

1. Caller identification and class-of-service (CoS) for users to
include call screening (see
and service performance levels (see Performance Metrics for
routine and critical users). At a minimum, 128 classes of
service shall be available to each user, station, or trunk.

2. Same authorization code for originating on-net, off-net, and
audio conference calls.

3. Use authorization code if originating station identification
cannot be made by other means for billing and CoS
purposes.

4. Use authorization code when override capabilities are
desired.

5. The CoS derived from an authorization code shall take
precedence over that derived from any other means.

6. When an authorization code is used for the service, it shall be
verified without involving an operator before a call is
connected.

7. The contractor shall support the following capabilities as
specified by the government:

a. Actual requirements for calling party identification
(e.g., ANI suppression).

b. CoS assignment.
c. Types of calling cards:
1. Post-paid calling cards.

(a) Charges accumulate as the card is
used, and billing is based upon
monthly charges.

2. Pre-paid calling cards.
(a) Fixed dollar amount of $50.00

(b) Rechargeable dollar amount where
amount can be renewed or increased
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ID Name of Description
Number Feature

when the initial amount balance is
low or depleted

d. Expiration date for pre-paid calling cards.
e. Use for audio conferencing service (ACS) only.

f.  Agency-specific logo and no printing of GSA logo on
the card.

g. Suppression of call detail records (CDRS).

h. Immediate cancellation of the card if reported stolen
or lost by a user without incurring further charges on
the card.

The format of the authorization code shall be determined by the
contractor and shall support/provide the following capabilities:

1. Credit card-sized authorization code card(s), also called
Calling Cards, unless otherwise directed by the government.

2. Durable plastic composition and imprinted with authorization
code, user 6s name, and organ

3. User instructions shall be issued, as directed by the
government, at no additional cost.

4. Safeguards as follows:

a. Potential fraud and theft regarding issuance,
distribution, and activation of authorization codes.

b. Delivery of Personal Identification Numbers (PINs)
independent from delivery of the calling cards.

c. Exclusion of the last 4 digits of authorization codes
(i.e., PINS) in billing records.

5. If sufficient space is available, inclusion of the Federal Relay
Serviceds-8/M-8BBRABOBUmMber on t
calling card.

6. Contractor-defined dialing sequence that alerts the network
when an authorization code is about to be entered so that
processing of calls not requiring this feature are not delayed.

7. Temporary override ofaCoSr estri cti on ass
station. This will allow an individual user to place a call at a
higher network CoS for the duration of the call by entering a
valid authorization code. This capability shall have the
following functionalities.
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ID Name of Description
Number Feature

a. Absence of excessive delays caused by waiting for
all digits to be dialed before recognizing the call as
one that involves an override.

b. Inclusion of all CDR relevant data charged to the
authorization code rather than to the originating
station.

8. Allowance of authorized users to gain access, after validation
of authorization codes, to on-net voice service and features
from off-net locations by dialing certain contractor-provided
toll free and message unit-free (to the callers) commercial
directory numbers. This capability shall have following
functions.

a. Numbers may be a local number, a Foreign
Exchange number, an NANP number, or some other
service type, e.g., toll free service, for which toll free
and message unit-free service has been arranged for
pre-designated regions.

b. Toll free and message unit-free commercial directory
numbers shall be printed on the back of the calling
card.

c. Region boundaries shall be defined by the contractor.

d. Users shall be able to select, by service order, the
regions of the country from which access is to be
allowed and the service type that provides the most
economical service for a given application.

9. A multiple call feature that shall allow the user to dial a code
(e.g., the Apoundo key [ #])
multiple calls without re-dialing the access and card number.

10. Direct operator access to provide assistance with dialing or
for providing information.

11. An error correction feature that enables cardholders to
correct a dialing mistake by
key (*) and re-enter the correct number.

12. Speed dialing that allows cardholders to use abbreviated dial
codes for frequently dialed numbers.

13. Availability of all administrative tools or management reports
made available by the contractor with equivalent commercial
calling card offerings.
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ID
Number

Name of
Feature

Description

3

Caller
Identification
(ID)

The contractor shall provide the calling number to the terminating
stations for each incoming call.

4.2.
(optional)

Call Screening
for users

Call screening consists of a set
eligibility to be completed as dialed based upon CoS information
associated with the user, the station, or the trunk group. The following

call screening features shall be supported:

1. Class of Service (CoS) and Restrictions. The contractor shall
provide a minimum of 128 classes of service for each user,
station, or trunk.

CoS shall be determined from the ANI, authorization code,
traveling classmark, or trunk group. The CoS derived from an
authorization code shall take precedence over that derived
from other means. Classes of service shall identify but not be
limited to access and feature restrictions as follows:

a. Access restrictions shall include but not be limited to
access to toll free and 900 calls, access to off-net
calling, access to other government networks, access
to non-US calling, and access to other than specified
NPA/NXXs.

b. Feature restrictions shall allow or restrict access to
network features by users or groups of users.

2. Code Block. This feature shall screen and prevent ineligible
users, stations, and trunks with certain CoS access
restrictions from calling specified area codes, exchange
codes, and countries. Blocked calls shall be intercepted to
appropriate network recorded announcements.

5
(optional)

Customized
Network
Announcement
Intercept Scripts

The contractor shall implement customized network intercept
announcement scripts as requested by the government. The
contractor shall record the customized network announcements after
obtaining government approval of scripts.

6
(optional)

Internal Agency
Accounting
Code

For calls involving a calling card or originating station with a special
CoS, the following capabilities shall be provided:

1. Entry of additional (up to a maximum of eight) digits to
identify internal agency accounting codes for the call, i.e.,
these accounting codes will be transferred to the CDR with
no further processing.

2. CDRs shall reflect all relevant data on the call to include
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ID Name of Description
Number | Feature
internal agency accounting code digits.
Calls shall be charged to the authorization code rather than to the
originating station.

7 Directory A user shall be able to call off-net directory assistance by dialing

Assistance NPA-555-1212 or any other off-net directory assistance number. NPA
also includes service access codes (e.g., 800) for this feature.

8 Suppression of Based on the CoS of the originating station or calling card, the

Calling Number | contractor shall inhibit the delivery of the calling number, i.e., ANI, by

Delivery setting the Privacy Indicator at the originating end and honoring it at
the terminating end. In addition, it shall be possible to block calling
number delivery on a call by call basis by dialing a contractor-
provided code.

9 Voice Mail Box The contractor shall offer voice mail capability that includes voice
messaging transmission, reception, and storage for 24x7 except for
periodic scheduled maintenance. The contractor provided voice
mailbox shall meet the following minimum requirements:

1. At least sixty minutes of storage time (or 30 messages)

2. Ability to remotely access voice mail services

3. Secure access to voice mail via a password or PIN

4. Automatic notification when a message is received

5. Minimum message length of two minutes

6. Capability to record custom voice mail greetings
This capability can be administered on a station basis according to
the orderingagency 6 s needs

10 Basic A Multiple Appearance Directory Number is a telephone number that

(optional) | Subscriber Line: | appears on two or more telephones.

Multi

Appearance

Directory

Number
11 ISDN PRI: Backup of a single D channel that is controlling multiple PRIs.
(optional) | Backup of

Shared-D

Channel
12 ISDN BRI: Multi | A Multiple Appearance Directory Number is a telephone number that
(optional) | Appearance appears on two or more ISDN telephones.

Directory
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ID Name of Description
Number | Feature
Number
13 MLPP DOD requires the CSVS to have Multilevel Precedence and
(optional) Preemption (MLPP) capability as defined in Chairman of the Joint

Chiefs of Staff Instruction (CJCSI) 6215.01C and DOD Instruction
8100.3, Department of Defense Voice Networks, to specified users
and on trunks connecting to the Defense Switched Network (DSN).

C.2.2.2.3 Interface s
The UNIs at the SDP are mandatory unless marked optional:

UNI Type Interface Type and Payload Data Rate Signaling Type
Standard or Bandwidth

1 Analog Line: Two- 4 kHz Bandwidth Line-Loop Signaling
Wire

(Basic Subscriber
Line) (Std: Telcordia
SR-TSV-002275)

2 Analog Line: Four- 4 kHz Bandwidth Line-Loop Signaling
Wire

(Basic Subscriber
Line) (Std: Telcordia
SR-TSV-002275)

3 Analog Trunk: Two- 4 kHz Bandwidth Trunk-Loop Signaling
Wire (loop and ground
start)

(Std: Telcordia SR-
TSV-002275)

4 Analog Trunk: Four- 4 kHz Bandwidth Trunki Wink Start
Wire (Std: Telcordia Signaling
SR-TSV-002275)

5 Analog Trunk: Four- 4 kHz Bandwidth Trunk-E&M Signaling
Wire

(Std: Telcordia SR-
TSV-002275)
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UNI Type

Interface Type and
Standard

Payload Data Rate
or Bandwidth

Signaling Type

Digital Trunk: T1

(Std: Telcordia SR-
TSV-002275 and
ANSI T1.102/107/403)

Up to 1.536 Mbps

T1 Robbed-Bit
Signaling

Digital Trunk: ISDN
PRI (23B+D and
24B+0D)T Reference
Point

(Std: ANSI T1.607
and 610)

Up to 1.536 Mbps

ITU-TSS Q.931

Digital: T3
Channelized

(Std: Telcordia GR-
499-CORE)

Up to 43.008 Mbps

SS7, T1 Robbed-Bit
Signaling

(Non-USs)

Digital Trunk: E1
Channelized

(Std: ITU-TSS G.702)

Up to 1.92 Mbps

SS7, E1 Signaling

10
(Optional)

Optical: SONET OC-1

(Std: ANSI T1.105
and 106)

49.536 Mbps

SS7

11
(Optional)

Electrical: SONET
STS-1

(Std: ANSI T1.105
and 106)

49.536 Mbps

SS7

12
(Non-US)

Digital: E3
Channelized

(Std: ITU-TSS G.702)

Up to 30.72 Mbps

SS7, E1 Signaling

13

Digital Line: ISDN
BRI (2B+D) Sand T
Reference Point

(Std: ANSI T1.607
and 610)

Up to 128 kbps
(2x64 kbps)

ITU-TSS Q.931
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Ethernet port: RJ-45
(Std: IEEE 802.3)

UNI Type Interface Type and Payload Data Rate Signaling Type
Standard or Bandwidth
14 Router or LAN Up to 100 Mbps SIP (IETF RFC 3261),

H.323, MGCP, or
SCCP

C.2.2.2.4 Performance Metrics

The performance levels and AQL of KPIs for CSVS are mandatory unless marked

optional.
KPI Service Level | Performance AQL How
Standard Measured
(Threshold)
Avalilability Routine 99.95% > 99.95% See Note 1
(POP-to-POP)
Availability Routine 99.5% >99.5%
(SDP10-SDP) | ical 99.95% > 99.95%
Time to Restore | With Dispatch | 8 hours O 8 hou|SeeNote?2
Without 4 hours O 4 hou
Dispatch
Grade of Routine 0.07 (SDP-to-SDP) <0.07 See Note 3
Service (Call
Blockage) 0.01 (POP-to-POP) <0.01
Critical 0.01 (SDP-to-SDP & | <0.01
POP-to-POP)
Notes:

1. CSVS avalilability is calculated as a percentage of the total reporting interval time

that the voice service is operationally available to the agency. Availability is
computed by the standard formula:

Availability =

RI(HR)- COT(HR)

RI(HR)

3100

[Note that this KPI is waived for calls made with calling card.]

EIS GS00Q17NSD3004

93




General Services Administration
Network Services 2020
Enterprise Infrastructure Solutions

2. Refer to Section G.8.2 for definition and how to measure.

3. Grade of Service (Call Blockage) is the proportion of calls that cannot be
completed during the busy hour because of limits in the call handling capacity of
one or more network elements. For example, 0.01 indicates that 1 percent of the
calls are not being completed (1 out of 100 calls).

C.2.2.3 Toll Free Service

C.2.2.3.1 Service Description

Agencies can use inbound Toll Free Service (TFS) as a convenient means of
accessibility for different callers including citizens, non-citizens, and agency personnel.
TFS includes a set of advanced service features and related voice applications to meet
agency needs for delivering services to their callers.

C.2.2.3.1.1 Functional Definition

Toll Free Service provides basic inbound toll free calling and offers advanced feature
and call routing capabilities. TFS includes intelligent call routing and network-based
Interactive Voice Response (IVR) capabilities to enable agencies to effectively manage
inbound calls.

C.2.2.3.1.2 Standards

Toll Free Service shall comply with the following standards:

1. ITU-T standard E.164 as interpreted by the Industry Number Committee of the
Alliance for Telecommunications Industry Solutions (ATIS). The contractor shall
support the following numbering schemes:

a) For domestic (CONUS and OCONUS) service, numbering shall be consistent
with 800, 888, 877, 866, and other toll-free non-geographic codes available
from the SMS/800 database managed by Telcordia.

b) For non-domestic service, numbering shall be consistent with requirements or
practices in the country in which the call originates.

2. ITU-T P.800 series of standards for telephone transmission quality.
3. The contractor shall comply with new versions, amendments, and modifications
made to the above listed documents and standards.
C.2.2.3.1.3 Connectivity

Toll Free Service shall connect to and interoperate with the PSTN including both
wireline and wireless. TFS uses underlying Voice Service for connectivity as delineated
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in Section C.2.2.2.1. TFS shall be provided for both dedicated and switched terminating
access arrangements.

C.2.2.3.1.4 Technical Capabilities

The following TFS capabilities are mandatory unless marked optional.

1. Thecontractors hal | act as the respaondirkgloe forrgani :
assignment and maintenance of toll-free numbers if requested by the ordering
agency.

2. The contractor shall support toll-free number portability.

3. The contractor shall accommodate any presently assigned agency toll-free
numbers.

4. When requested by an ordering agency, the contractor shall offer Universal
International Toll-Free Number service (also known as Universal International
Free Phone Number - UIFN). This shall enable the agency to request a single,
unique toll-free number that is the same throughout the world (where available
commercially from participating countries).

5. The contractor shall provide the capability for a single toll-free number to
terminate at multiple locations (SDPs) and multiple toll-free numbers to terminate
at a single location (SDP).

6. As a default measure, the contractor shall provide a busy signal or recorded
announcement for all calls that encounter network congestion and/or terminating
egress congestion, as determined by the ordering agency.

7. The contractor shall provide a network intercept to record announcements as an
inherent network capability when a call cannot be completed. At a minimum,
such generic announcements shall be provided for the following conditions:

a) Time out during dialing
b) Denial of access to features and other related conditions
c) Denial of access to non-domestic or restricted calls
8. The contractor shall provide the capability for customized network intercept
recorded announcements. The contractor shall provide options for the custom

announcement to be a) recorded by the contractor or b) recorded remotely by the
ordering agency.

9. The contractor shall, at a minimum, provide the capability to have all
announcements recorded in English and Spanish languages. Other languages
shall be optional.
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10.The contractor shall provide a referral message to callers of a disconnected toll-
free number. Upon a submission of a TFS disconnect order; the agency shall
have the option for a referral telephone number to be provided in an
announcement message to callers of the disconnected toll-free number.

11. The contractor shall provide Dialed Number Identification Service (DNIS). DNIS
will enable multiple toll-free numbers to be routed and uniquely identified on a
shared trunk group. The contractor shall transmit DNIS digits, upon agency
request, prior to the delivery of a TFS call to uniquely identify the dialed toll-free
number. The DNIS digit length shall range from 3 to a maximum of 10 digits.

12. The contractor shall identify and provide the calling parties Automatic Number
Identification (ANI) to assist agencies with identifying malicious or emergency

calls.

C.2.2.3.2 Features
The following Toll Free Service features are mandatory unless marked optional.

These features shall be capable of being used independently of each other or in any

combination except where noted in the contract. The combination of features associated

with routing functions unique with eachtoll-f r ee number shall const
Plano Call | Rout
Routing Control feature described in this section.

ng Pl ans s h adrderindpagensyvidthee c t

ID Number

Name of Feature

Description

1

Agency-based
routing database
(also known as Host
Connect)

The contractor shall provide the ability to route TFS calls or
provide information based upon a query(s) of information
provided by a database located at the ordering agency premises.
The query(s) could be to single, redundant, or multiple
databases, depending upon agency specifications and the
complexity of the application.

The contractor shall implement and provide the appropriate
interface and connectivity for the contractor6 s | VR appl
successfully query and access an ordering agency 6 s
database(s). The IVR caller shall have the capability to retrieve,
review, and modify information located on the agency database
based upon ordering agency needs. The agency database(s)

can be a (1) mainframe or (2) server-based relational database.

If the database does not respond to the network query within 250
milliseconds, an agency-defined default routing plan shall be
used.
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ID Number | Name of Feature

Description

2 Alternate Routing
(also known as
iCascadeo

The contractor shall allow TFS calls to be re-routed on a pre-
determined plan based upon availability of trunks (busy) at the
terminating location, a maximum number of calls allowed in
progress, or a pre-defined ring-no-answer condition. If none of
the alternate terminations are able to receive the call, then the
call shall be terminated to (1) a predefined announcement, or (2)
a busy signal, at the orderingagency 6 s opti on.

3 ANI

Automatic Number Identification (ANI). The contractor shall allow
transmission of the TFS caller
digit number or non-domestic equivalent) to the ordering agency.

4 ANI Based Routing

The contractor shall enable TFS calls to be routed based upon
the originating ANI of the caller. Default routing defined by the
ordering agency shall be used if ANI is not available.

5 Announced Connect

The contractor shall provide a customized message to the called
party, before the TFS caller is connected, and provide the called
party with information about the caller (e.g. ANI, account number
etc.). This feature is coxmmonl

6 Announcements

The contractor shall provide TFS network-based announcements
with both generic and customized recordings. For customized
recordings, the agency shall have the option to record the
custom announcement script or have the contractor record the
script. At a minimum, the announcements should be available in
(1) English, (2) Spanish, and (3) (optional) other languages. At
an a g eraquegtptise contractor shall provide the option for a
forced disconnect after the announcement recording is played.

7 Menu Routing

The contractor shall allow TFS callers to be provided with
informational messages and be routed according to information
entered via DTMF signal or via speech. The contractord6 s ¢ a |
prompter shall provide, at a minimum, the following capabilities:

1. Select pre-recorded announcement messages with the
capability for announcements. Such announcements shall
always be played from the beginning for each caller and provide
the capability to be recorded in English and other languages
after obtaining ordering agency script approval.

2. The contractors h a | | provide the abil
routingodo) during an anspecifiech c e meg
predefined termination with an option to return back an
announcement/menu without needing to redial.
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ID Number | Name of Feature

Description

3. The contractor shall support multi-tiered prompting (menus)
such that another series of options can be provided to the caller
after making the initial menu selection, and provide routing to an
agency designed default location if no caller input is entered.

4. The contractor shall provide the ability for the caller to leave
information via DTMF signal or speech (e.g., names, addresses,
account information, phone numbers) for transcription or
reporting purposes. For speech transcription, the contractor shall
provide a) transmission of the recorded voice files and DTMF
data for each transaction to the agency and b) a report of caller
responses that transcribes the caller provided information for the
ordering agency based upon an orderingagency 6 s ne e d s
transmits it to the agency. The contractor shall provide
transcription reports from English and Spanish speaking callers.

5. The contractor shall provide a capability that allows callers to
hear and verify their names and addresses in an agency-
provided name and address database after the caller has
entered his or her telephone number via DTMF, or based on the
call erbés ANI

6. The contractor shall provide a means for the ordering agency
to retrieve caller-entered DTMF or speech messages.

7. Upon agency request, the contractor shall offer the option for
a forced disconnect after an announcement recording is played.

8 Call Redirection

The contractor shall enable TFS calls to be transferred by the

contractor6 s net wor k, no matter whi
re-directed from, from the called party/agent to another toll-free
number or any PSTN number by usi n g, at the ag

discretion, any one of the three following modes of network level
call transfer:

1. Blind transfer (unsupervised)
2. Verification by the agent and then transfer (supervised)
3. Three-way conference and then transfer

The contractor shall ensure that there is no double billing for toll
free calls that have been transferred using call redirection. This
includes calls redirected within the ¢ o n t r sanetwookrfrém one
operating platform to another operating platform.

In addition, the contractor shall offer the ability to put the caller
on hold and provide abbreviated dialing codes. The contractor
shall state the amount of abbreviated-dial codes available for use
with this feature. The contractor shall provide two options for
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ID Number

Name of Feature

Description

music on hold during the call redirection i either contractor
provided or from an agency-provided source.

Computer Telephony
Integration (CTI)

The contractor shall provide CTI messaging capability that
enables transfer of caller information and agency-specified data
between the TFS contractor and agency-specified systems
simultaneously with the associated inbound toll-free call. This
feature can be used to support a diverse set of applications such
as screen pop/splash, intelligent call routing, enhanced reporting,
third party call control and multi-channel call blending solutions.

10

Custom Call
Records

This feature shall be used in conjunction with the TFS Interactive
Voice Response and Call Prompter features. The contractor
shall provide individual call detail data records which include, at
a minimum, the following data:

1. Date and time of TFS call
2. Call duration

3. Specific details regarding the call attempt (e.g., menu options
selected in an IVR or Call Prompter application)

Call entered digits
Call disposition (busy, complete, no answer, blocked)
Caller information (ANI - if available or DNIS)

Toll-free number dialed

© N o 0 &

Flexible custom fields according to agency needs

The contractor shall provide a detailed description of each call
detail record field including definitions of the data elements prior
to activation of the feature. The format of the call record data
shall be such that it can be easily imported into agency
databases or applications. The call records and a summary
report should be available electronically on a daily, weekly or
monthly basis as requested by the ordering agency.

11

Day of Week
Routing

This contractor shall enable TFS calls to be routed to different
terminations or applications based upon the day of week.

12

Day of Year Routing
(Holiday Routing)

The contractor shall enable TFS calls to be routed to different
terminations or applications based upon the day of the year. A
minimum of ten dates should be eligible during a twelve month
period for day of year routing.

13

In Route

This feature shall allow TFES callers to hear an announcement
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ID Number | Name of Feature Description
Announcements during call setup without affecting the final termination/route of
the call. At a minimum, announcements shall be available in
either (1) English or (2) Spanish and (3) (optional) other
languages.
14 Interactive Voice The contractor shall provide an automated application that

Response (IVR)

provides TFS callers with information based upon input from
either (a) DTMF key entries or (b).natural speech recognition.

The contractor shall provide the minimum required capabilities
listed below:

1. Select pre-recorded announcement messages with the
capability for announcements and offer the ability for a caller to
opt out during an announcement to a predefined termination and
an option to return back an announcement without needing to
redial. Such announcements shall always be played from the
beginning for each caller and provide the capability to be
recorded in English and other languages.

2. Leave caller information via DTMF signal or speech (e.g.,
name, address, account information, etc.). For transcription of
caller information, the contractor shall provide a) transmission of
the recorded voice files and DTMF data to the agency and b) a
report of caller responses that transcribes the caller provided
information for the ordering agency based upon the ordering
agency s needs and tr ans micdntsactort
shall provide transcription reports from English and Spanish
speaking callers.

3. The contractor shall provide a means for the ordering agency
to retrieve caller-entered DTMF or speech messages.

4. The contractor shall query a database that delivers agency-
provided information to the caller. The database may be located
at the ordering agency or, at the orderingagency 6 s di s cf
located at a contractor location and updated by the ordering
agency. Provide a default routing or message (agency option) if
the database is unavailable.

5. The contractor shall provide a capability to allow callers to
hear and verify their names and addresses in an agency-
provided name, address, and zip code database after the caller
has entered his or her telephone number via DTMF, or based on
the callerés ANI (Text to Spee€

6. The contractor shall support speech recognition as a valid
caller input. The contractor shall support at a minimum, all
spokennumericdi gi t s as wel | as fAyesy?Q
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ID Number

Name of Feature

Description

Spanish language callers shall be supported. The contractor
shall be able to accept and process, at a minimum, 95% of the
above speech responses. Speech responses which are not
accepted shall be routed to default location designated by the
ordering agency.

7. The contractor shall provide the capability to perform surveys
(via DTMF or speech) to IVR callers. The surveys can be
provided to all or a random percentage of callers according to
agency needs. Survey results shall be provided electronically to
the ordering agency.

8. (Optional) The contractor shall provide a facsimile or technical
equivalenti f a x b a c k gFaxcomeguavalent) that shall
permit callers to retrieve agency-specific documents or forms.
The contractor shall fax back the request documents within one
hour of the initial call and retry a minimum of 13 attempts over a
six hour interval in order to complete the request. Fax or
technical equivalent transmittal shall include an option for a
cover sheet (standard or customized).

9. At the agencyds option, the

information shall be transferred to the agency.

10. The contractor6 s | VR ¢ a p acainfigused sueh shat
the application answers a call within 3 ring cycles for 99 % of the
offered call volume (measured on an hourly basis) during the
busy hour.

11. The contractor shall provide features equivalent to the above
shall be available to individuals who are hearing impaired or
have speech disabilities via electronic means in Baudot and
ASCII/TTY code formats. These electronic form lines need not
be voice feature enabled.

12 The contractor shall provide summary reporting that at a
minimum provides information on the caller, average call
duration, caller opt out (transfer), and disposition of the calls
within the IVR application on a daily, weekly, and monthly basis.

[

15

Make Busy
Arrangement

The contractor shall permit the agency to deactivate one or more
TFS dedicated access trunks within a trunk group, Upon
deactivation, the trunk(s) shall appear in a busy state. The
capability to activate and deactivate the status of the trunks shall
be controlled either via software available to the ordering agency
or at the agencyds canattordna by
minimum, the request shall be executed by the contractor within
one hour of request.

n
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ID Number | Name of Feature Description
16 Network Call The contractor shall provide advanced, intelligent call routing
Distributor capabilities based upon real t

operating conditions, agent skills, and/or agency-specified
business rules. The contractor shall poll all of the ordering
agency 6s PBX/ ACD' s r ergartima ACDi nt er
operating status information to update a call routing processor
which shall use call routing logic/algorithms that have been
predefined by the agency, to determine the best location or
resource to deliver the inbound call.

The call routing processor containing the call routing
logic/algorithms shall be able to use, in the ordering agency 6 s
defined combinations, all real-time operating status information
collected from the agenpoyided PE
information shall be polled and shall include at a minimum:

1. Number of incoming trunks
. Number of incoming trunks available to receive a call
. Number of calls in queue or queue size
. Average delay in queue

. Number of answering agents logged on

2
3
4
5
6. Number of answering agents unavailable to answer a call
7. Number of answering agents available to answer a call

8. Number of answering agents available to answer a call by skKill
9. Longest available answering agent

10. Average speed of answer

11. Average call handling time (includes agent talk time, after-
call wrap-up time and call hold time)

12. Number of calls abandoned
13. Average time to abandonment

The type of network information that shall also be available to the
call routing processor for utilization by the call routing
logic/algorithms shall include:

1. The dialed toll-free number
2. The callerbés originating 10
3. The callerbés entered digits.

Call routing logic/algorithms that shall be accommodated shall
include at a minimum:
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ID Number

Name of Feature

Description

1. Routing to the best available answering agent by skill group
2. Routing based upon expected wait times
3. Routing based upon least cost.

The contractor shall document the maximum hourly call
processing rate and grade of service available without any
degradation in performance (e.g. can process 100,000 calls per
hour).

The contractor shall permit the call routing processor up to 250
milliseconds from receipt of a call query to respond to the
destination (or next node). In the event that 250 milliseconds are
exceeded, the contractor shall route the call using a default
routing plan previously defined by the ordering agency.

The contractor shall provide, via a graphical user interface, all
software and hardware necessary for agency access to the call
routing processor to permit agency definition of the call routing
logic/algorithms.

The ordering agency will be responsible for providing
telecommunications connections to the contractor6 s sy st €

The Network Call Distributor feature shall be offered as a
managed service with the following options:

1. Contractor-provided and contractor-based: The contractor
shall provide all necessary components required for the
provision of this feature and they shall be housed within the
contractor6 s net wor k. (Default).

2. Contractor-provided and agency-based: The contractor shall
provide all necessary components required for the provision
of this feature and they shall be housed at the ordering
agency 6s designated | ocation (

The contractor shall provide any additional reporting or
monitoring options that are available from the contractoré s
equivalent commercial service offering at no additional charge.

17
(Optional)

Network Queuing

The contractor shall enable TFS callers to remain, in a network
gueue, if resources are unavailable at the ordering agency. This
is a feature that shall allow a caller to be held in queue in the
contractor6 s n et wonrolderingragency 6 a t er mi n
SDP(s) become(s) available to receive the call. Upon entering
the queue, the caller shall hear an initial announcement and shall
then hear a reassurance announcement at a predetermined
interval thereafter. The ordering agency shall be able to define
the time for calls that can be held in queue before being sent to a
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ID Number

Name of Feature

Description

terminating announcement. The contractor shall be responsible
for recording announcements after ordering agency script
approval.

18

NPA/NXX Routing

The contractor shall enable TFS calls to be routed to different
terminations based upon the ¢c3g
NPA/NXX or country code. Where NPA/NXX is not available,

calls shall be routed to an agency-defined default location.

19

Percentage Call
Allocation

The contractor shall enable TFS calls to be allocated on a
percentage basis and terminate at multiple locations. The
agency-specified percentage distribution can range from 0% to
100% in a minimum of 1% increments.

20

Real Time Reporting

The contractor shall provide agencies with the ability to monitor
and report on summary and detail data relating to the status of
TFS calls on a near real-time basis (e.g., minimum required
refresh rate of 30 seconds and at other contractor proposed
intervals). The TFS reports and monitoring data shall be
available electronically within 5 minutes of the request. The
contractor shall provide all components necessary to present this
information in a graphical and tabular format to the ordering
agency and allow it to be exported to external applications (e.g.,
spreadsheet or database). The user will be responsible for
providing connections to the contractor6 s r eal t i me
system. A secure web based-interface is preferred.

At a minimum, the contractor shall provide the following:

1. The number of TFS calls from each area code who have
dialed a given toll free number and average call duration.

o
n

2. The total number of calls directed to an ordering agency
terminating SDP.

(@)
wn

3. The total number of calls directed to an ordering agency
terminating SDP(s) that could and could not be completed.

4. The percentage of trunks b

5. Any standard real time reports or data available to commercial
users.

The contractor shall make available any reports available from its
corresponding commercial service offering.

21

Routing Control

The contractor shall allow ordering agencies to perform real time
and scheduled TFS call routing changes from their location or via
the contractord s cust omer s dsrfeature ghallc e n t
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ID Number

Name of Feature

Description

permit authorized users to review, create, validate, change, or
execute call routing plans (or sets) from the ordering agency 6 s
premises or via request to the contractor6 s cust omer
center. Activation of a routing plan shall be executed in a period
not to exceed 5 minutes of the request.

1. The contractor shall provide adequate security procedures
that will prevent unauthorized access to this feature.

2. The contractor shall provide audit trail information to track
the identity, time, and plan changes executed by a user.

3. The contractor shall provide any components necessary to
enable the user to use this feature.

4. Users may provide their own terminal equipment when it
meets contractor-provided specifications.

22

Service Assurance
Routing

The contractor shall route TFS calls to an announcement or a
predefined alternate termination within five minutes of the
agency request if an emergency situation or service disruption
occurs. The contractor shall complete routing requests to other
types of terminations within thirty minutes of the request.

23

Speech Recognition

The contractor shall provide network based natural speech
recognition applications with the ability to recognize spoken
vocabulary, digits, zip codes, credit card numbers, account
numbers, alpha numeric numbers, etc. At a minimum, the
contractor shall offer capabilities in (a) English, (b) Spanish and
(c) (optional) other languages.

24

Tailored Call
Coverage

The contractor shall enable restriction of TFS calls originating
from specific areas (country, state), telephone numbers (NPA,
NPA/NXX, or ANI), or call type (Payphones). The originating
caller should hear a standard announcement informing them of
the restriction.

25

Time of Day Routing

The contractor shall enable routing of TFS calls to different
terminations or applications based upon the time-of-day. At a
minimum, at least 48 time-of-day intervals shall be offered.

26

Language
Interpretation
Service

The contractor shall provide language translation services to
support near-real time communications between callers speaking
different languages.

27

Virtual Queue

The contractor shall provide a capability whereby callers can
choose to remain waiting on-line for an attendant or receive a
call back in turn.
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ID Number | Name of Feature Description
28 Vanity Toll Free The contractor shall provide agency-r e que st ed -fiee al
Number numbers (e.g., 1-800-CALL-GSA), if available.

C.2.2.3.2.1 TFS Feature Reports

At the request of the ordering agency the contractor shall provide TFS reports that
provide the ordering agency with information about the status of calls placed to each toll
free number and/or termination. The reports shall capture this information on an (1)
hourly, (2) daily, (3) weekly, (4) monthly, and (5) quarterly basis. Reports shall contain
information summarized in 30- and 60-minute increments. Multiple report formats that
further summarize the information by time zone or ordering agency region shall be
made available where applicable. The reports shall be archived and available for a
minimum of 90 days.

Reports shall be made available by electronic means such as a web site, or via e-mail
or other contractor-proposed applications and have the capability to export data, in a
standard file format, to agency applications (e.g., spreadsheets, databases) for analysis.
The reports shall be made available electronically within 30 minutes of the submitted
request. The contractor shall also provide agencies with documentation containing a
description of the report, definition of the report fields, and instructions on how the
agency can effectively use the report(s) to manage TFS.

All time indicators within the report shall default to Eastern Time with presentation of
hours using either a 24-hour clock or a 12-hour clock with an AM/PM indicator. There
shall also be an option to provide the reports indicating the time zone of the TFS
terminating location.

Each report shall contain standard information including:
1. Title of Report
2. Date of Report
3. Period covered by the Report
4. Name of ordering agency
5. Toll free number(s) included in the Report

Listed below are the minimum reporting requirements. They are mandatory unless
marked optional. The contractor shall also provide any historical or real-time reports that
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are available with its TFS reporting packages.

ID Number

Name of Feature

Description

1

Call Status Report i
Toll Free Service

For any given toll free number, the contractor shall, at a
minimum, provide the following information within the reports:

1. The number of call attempts from each area code and/or State
that dialed the toll free number. A minimum of three views shall
be available:

a. calls originated by area code
b. calls originated by State
c. sorted by State and area code

2. The number of calls and the percentage of all calls that
encounter a busy signal or that are blocked:

a. Withinthe contractor6 s TFS net wor Kk
b. At the userés (agencybs) t
3. The number of calls offered to the user TFS trunk group

4 The number of calls received
access

5. The number of received cal
access that resulted in successful answerback supervision

6. The average duration of cal
terminating access

7. The average duration of all calls answered for a given toll free
number at all terminations serving the toll free number.

Call Status Report i
Alternate Routing

For any given toll free number utilizing Alternate Routing, the
contractor shall, at a minimum, provide the following information
within the reports:

1. The total number of calls offered to the initial termination

2. The number of calls that were re-routed to alternate SDP(s) or
toll free service trunk group(s).

Call Status Report i
Announcement

For any given toll free number utilizing Terminating
Announcement or In-Route Announcements, the contractor shall,
at a minimum, provide the following information within the
reports:

1. The number of calls offered to the announcement
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ID Number

Name of Feature

Description

2. The number of calls blocked at the announcement
3. The number of calls completed in the announcement
4. The average duration of calls to each announcement

5. The number of abandoned calls for In-Route announcements.

Call Status Report i
Call Prompter

For any given toll free number utilizing Call Prompter Access, the
contractor shall, at a minimum, provide the following information
within the reports:

1. The number of calls offered to the call prompter

2. The number of calls to the call prompter that were abandoned
without making a selection

3. The average duration of all calls while in the call prompter

4. The number and percentage of calls selecting each option
within the call prompter application.

Call Status Report -
VR

For any given toll free number utilizing IVR, the contractor shall,
at a minimum, provide the following information within the reports
by application:

1. The total number of calls offered to the IVR and average call
duration

2. The number of calls completed (i.e., successfully accessed) to
the IVR

3. The number and percentage of calls completed to the IVR but
abandoned within the application

4. The number and percentage of calls selecting each option
5. The average duration of calls selecting each option
6. For faxback applications, the fax delivery status and usage

7. For survey applications, summary and detail information on
call survey responses

8. For transcription applications, summary and detail information
regarding transcription usage.

Caller Information
Report

The contractor shall provide a report that identifies the ANI
information of all callers to a specified toll free number. Note:
agencies recognize that ANI, although available in most cases, is
not always provided. In those instances where ANI is not
available, the NPA or NPA-NXX (as available) of the caller shall
be provided. Zeroes shall be substituted in place of any missing
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ID Number | Name of Feature Description

digits.

For any given toll free number, the contractor shall, at a
minimum, provide the following information regarding each call:

1. Date of call

2. Time of call (expressed using either a 24 hour clock or a 12
hour clock with an AM/PM indicator, Eastern Standard Time)

3. ANI of caller (if available)
4. Dialed 10 digit number
5. Duration of call

6. Disposition of call (i.e., using an alpha or numeric code) to
include, at a minimum, the following information:

a. Call blocked within contractor6 s net wor k
b . Cal | bl ocked at user b6s ter
c. Call completed to userobs t

d. Other (not included in categories a1 ¢ above)

7 Caller Profile Report | The contractor shall provide the following caller information:

1. Lost Callers. The number of TFS callers who never called
back after an incomplete attempt during the reporting period.

2. Average Number of Attempts Per Caller. The grand total
number of call attempts divided by the number of first call
attempts during the reporting period.

3. Average Number of Contacts Per Caller. The number of
attempts generated from each telephone number on average
during this reporting period. This is calculated by dividing the
total number of first call attempts by the total number of unique
telephone numbers from which the calls were made.

4. 50 Percent of Successful Attempts. Represents the number of
attempts to access the network for 50 % of the callers who
completed during the requested measurement interval.

5. 75 Percent of Successful Attempts. Represents the number of
attempts it took to access the network for 75 % of the callers who
completed during the requested interval.

8 Call Redirection The contractor shall provide a summary report on the call
Report redirection activity by toll free number and abbreviated dial code

ti I
(optional) (if applicable). At a minimum, the report should identify the
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ID Number | Name of Feature Description

following:

Number of transfer attempts
Number of completed transfers
Number of incomplete transfers

Number of blocked transfers

o gk~ w NPk

Type of call redirection (blind, supervised, or 3 way)

Terminating number for redirection

C.2.2.3.3 Interface s
The UNIs at the SDP, as defined below, are mandatory unless marked optional.

UNI Type Interface Type and Payload Data Rate Signaling Type
Standard or Bandwidth

1 (Optional) Analog Line: Two- 4 kHz Bandwidth Line-Loop Signaling
Wire
(Std: Telcordia SR-
TSV-002275)

2 (Optional) Analog Line: Four- 4 kHz Bandwidth Line-Loop Signaling
Wire
(Std: Telcordia SR-
TSV-002275)

3 Analog Trunk: Two- 4 kHz Bandwidth Trunk-Loop Signaling
Wire (loop and ground
(Std: Telcordia SR- start)
TSV-002275)

4 Analog Trunk: Four- 4 kHz Bandwidth Trunk-E&M Signaling,
Wire Wink Start Signaling
(Std: Telcordia SR-
TSV-002275)

5 Digital Trunk: T1 Up to 1.536 Mbps T1 Robbed-Bit
(Std: Telcordia SR- Signaling
TSV-002275 and
ANSI T1.102/107/403)
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UNI Type Interface Type and Payload Data Rate Signaling Type
Standard or Bandwidth
6 Digital Trunk: ISDN Up to 1.536 Mbps ITU-TSS Q.931
PRI T Reference Point
(Std: ANSI T1.607
and 610)
7 Digital: T3 Up to 43.008 Mbps SS7, T1 Robbed-Bit
Channelized Signaling
(Std: Telcordia GR-
499-CORE)
8 Digital Trunk: E1 Up to 1.92 Mbps SS7, E1 Signaling
(Non- Channelized
Domestic) (Std: ITU-TSS G.702)
9 Optical: SONET OC-1 | 49.536 Mbps SS7
(Optional) (Std: ANSI T1.105
and 106)
10 Digital: E3 Up to 30.72 Mbps SS7, E1 Signaling
(Non- Channelized
Domestic) | s4: 1TU-TSS G.702)
11 Digital Line: ISDN Up to 128 Kbps ITU-TSS Q.931
BRISand T (2x64 Kbps)
Reference Point
(Std: ANSI T1.607
and 610)
12 Router or LAN Up to 100 Mbps SIP (IETF RFC 3261),
Ethernet port: RJ-45 H.323, MGCP, or
(Std: IEEE 802.3) scep

C.2.2.3.4 Performance Metrics

The performance levels and AQL of KPIs for Toll Free Service below are mandatory

unless marked optional.
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KPI Service Performance AQL How
Level Standard Measured
(Threshold)

Av(POP-to-POP) Routine 99.95% ) 99. 9| See Note 1

Av(POP-to- Routine 99.5% o] 99.5
terminating SDP)

Critical 99.95% ) 99. 9
Grade of Service Routine 0.07 o) 0. O 7| See Note 2
(Call Blockage)
Critical 0.01 o] 0.01
Time To Restore Without 4 hours O 4 houl SeeNote3
Dispatch
With 8 hours O 8 hou
Dispatch

The performance metrics for TFS are based upon underlying service derived from
Section C.2.2.2 Circuit Switched Voice Service.

Notes:

1. Av (POP-to-POP) and Av (POP-to-terminating SDP) are measured and
calculated as a percentage of the total reporting interval time that TFS is
operationally available to the agency. Availability is computed by the standard
formula:

RI(HR)- COT(HR)
RI(HR)

3100

Availability =

2. Grade of Service (Call Blockage) is the proportion of calls that cannot be
completed during the busy hour because of limits in the call handling capacity
within the cont ramptef 01t iddecates tha 1 pereemtrof the x
calls are not being completed successfully (1 out of 100 calls).

3. See Section G.8.2 for the definitions and measurement guidelines.
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C.2.2.4 Circuit Switched Data Service

C.2.2.4.1 Service Description

Requirements for digital connectivity on a dial-up basis will continue. The government
continues to support a community of CSDS users, particularly in the area of on-demand
video conferencing applications.

C.2.2.4.1.1 Functional Definition

CSDS provides a synchronous, full duplex, totally digital, circuit-switched service at
multiple data rates, including integral multiples of DSO data rates (i.e., NxDSO, where N
= 1 to 24) to on-net and off-net locations.

C.2.2.4.1.2 Standards

CSDS shall comply with the following standards:
1. ANSI X3.189
2. ITUE.721

3. Applicable Telcordia and ANSI standards for digital transmission, including
SONET

4. |TU-TSS and EIA standards for DTE interfaces

C.2.2.4.1.3 Connectivity
CSDS shall connect to and interoperate with:

1. Agency-specified terminations such as Digital PBX, Intelligent MUX, Group 4
FAX, Video CODEC, and Workstation/PC

2. PSTN (where available)
3. All other EIS CSDS contractors 6 net wor ks

C.2.2.4.1.4 Technical Capabilities
The following CSDS capabilities are mandatory
1. Uniform numbering plan:

a) Unique directory number for all on-net government locations

b) Same uniform numbering plan as proposed for VS and which shall be
integrated with the VS plan (See Section C.2.2.2.1.4)
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2. Authorization Codes for CSDS. Authorization codes for CSDS shall be the same
as those specified for VS (see Section C.2.2.2.2 #1 and #2, Features
Authorization Codes).

3. For calls terminating to off-net locations, the bandwidth requested by the
originating on-net location shall be limited to the bandwidth limitations in the
PSTN between the contractor6 s net wor k and the called | oc

4. Calling capability that does not require scheduling.

5. Provision of network-derived clocking to the DTE or PBX/Multiplexer (MUX) at
the SDP.

6. Following call establishment, all bit sequences transmitted by the DTE shall be
transported as data/bit transparent and shall maintain data/bit sequence integrity.

7. Categories of dialable information-payload bandwidth are as follows:
a) DSO Category. The dialable bandwidth shall be DSO (i.e., 56 kbps and 64
Kbps) data rate

b) DS1 Category. The dialable bandwidth shall be DS1 (i.e., 1.536 Mbps) data
rate

c) Multirate DSO Category. The dialable bandwidth shall be NxDSO, where N=1
to 24

8. For the Multirate DSO category, the contractor shall provide the following:

a) Appropriate dialing sequence for initiating calls with different bandwidths

b) Transport of all bit sequences transmitted by the DTE as data/bit transparent
after establishment of the dialing sequence

The following categories of dialable information-payload bandwidth are optional:

1. Multirate DS1 Category. The dialable bandwidth range shall be available from
DS1 to N times DS1 data rates, where N varies from 2 to 27.

2. DS3 Category. The dialable bandwidth shall be DS3 (i.e., 43.008 Mbps) data
rate.

3. SONET Level-l (i.e., OC-1) Category. The dialable information-payload
bandwidth shall be SONET OC-1 (i.e., 49.536 Mbps) data rate.

4. SONET Level-ll (i.e., Multirate OC-1) Category. The dialable information-payload
bandwidth range shall be available from SONET OC-1 to N times OC-1 data
rates (concatenated), where N varies from two to three.

5. SONET Level-lll (i.e., Multirate OC-3) Category. The dialable information-
payload bandwidth range shall be available from SONET OC-3c to N times OC-
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GSA

3c data rates (concatenated), where N varies from two to four. SONET OC-3c

shall support information-payload data-rate of 148.608 Mbps.

C.2.2.4.2 Features
The following CSDS features are optional:

ID Name of Feature Description
Number
1 Dial-In The contractor shall support toll-free numbers, in addition to 10-digit
PSN numbers, for dial-in access from off-net locations (i.e., PSN)
via ISDN access arrangement. Access to CSDS shall only be
provided after verification of the authorization code entered by the
user.
2 User-to-User User-to-user signaling via ISDN D-channel during a call shall be
Signaling Via ISDN supported in accordance with ANSI T1 and ITU-TSS standards for
D-Channel ISDN and SS7.
C.2.2.4.3 Interface s
The following UNIs at the SDP are mandatory unless marked optional:
UNI Type Interface Type and Payload Data Rate Signaling Type
Standards
1 ITU-TSS V.35 Up to 1.536 Mbps RS366A (dialing)
2 EIA RS-449 Up to 1.536 Mbps RS366A (dialing)
3 EIA RS-530 Up to 1.536 Mbps RS366A (dialing)
4 ISDN PRI (Multirate) Up to 1.536 Mbps ITU-TSS Q.931
(T Reference Point)
(Standard: ANSI
T1.607 and 610)
5 T1 (with ESF) Up to 1.536 Mbps SS7
(Std: SR-TSV-002275,
and ANSI
T1.102/107/403)
6 T3 Up to 43.008 Mbps SS7
(Optional) (Standard: Telcordia
Pub GR-499-CORE)
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UNI Type Interface Type and Payload Data Rate Signaling Type
Standards
7 El Up to 1.92 Mbps SS7, E1 Signaling
(Optional) 1 qiandard: ITU-TSS
G.702)
8 E3 Up to 30.72 Mbps SS7, E1 Signaling
(Optional) (Standard: ITU-TSS
G.702)
9 Optical: SONET OC-1 | Up to 49.536 Mbps SS7
(Optional) | standard: ANSI
T1.105 and 106)
10 Electrical: SONET Up to 49.536 Mbps SS7
(Optional) STS-1
(Standard: ANSI
T1.105 and 106)
11 SONET OC-3 Up to 148.608 Mbps SS7
(Optional) | standard: ANSI
T1.105 and 106)
12 SONET 0OC-12 Up to 594.432 Mbps SS7
(Optional) (Standard: ANSI
T1.105 and 106)
13 ISDN BRI (Multirate) Up to 128 Kbps ITU-TSS Q.931
(Optional) (S and T Reference
Point)
(Standard: ANSI
T1.607 and 610)

C.2.2.4.4 Performance Metrics

The performance levels and AQL of KPIs for CSDS are mandatory unless marked
optional.

EIS GS00Q17NSD3004 116



General Services Administration
Network Services 2020 G S A
Enterprise Infrastructure Solutions

KPI Service Level | Performance AQL How
Standard Measured
(Threshold)

Availability Routine 99.95% >99.95% See Note 1
(POP-to-POP)

Availability Routine 99.5% >99.5%

(SDP-to-SDP) 1 itical 99.95% > 99.95%

Time to Restore | With Dispatch | 8 hours O 8 hou|SeeNote?2
Without 4 hours O 4 hou
Dispatch

Grade of Routine 0.07 (SDP-to-SDP) <0.07 See Note 3

Service

01 (POP-to-POP) | <0.01
(Call Blockage) 0.01 (POP-to-POP) | <0.0

Critical 0.01 (SDP-to-SDP & | <0.01
POP-to-POP)

Notes:

1. CSDS availability is calculated as a percentage of the total reporting interval time
that CSDS is operationally available to the agency. Availability is computed by
the standard formula:

RI(HR)- COT(HR)

Availability = R

3100

2. Refer to Section G.8.2 for definition and how to measure.

3. Grade of Service (Call Blockage) is the proportion of calls that cannot be
completed during the busy hour because of limits in the call handling capacity of

one or more network elements (e.g., dnAI I
0.01 indicates that 1 percent of the calls are not being completed (1 out of 100
calls).
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C.2.3 Contact Center Service

C.2.3.1 Service Description

Contact Center Service (CCS) provides services and personnel to enable agencies to
deliver customer service to their clientele across multiple contact channels (voice, fax,
email, Internet web site, SMS, chat, etc.) by providing a single network call queue or
multiple call queues (where applicable). A network call queue manages multimedia
customer interactions such as voice, email, web submissions, and fax. The call
gueue(s) provides the consistent, real-time management and distribution of multi-media
calls to an agency contact center. CCS may be used in conjunction with toll-free and
other network services to facilitate agency communications with the general public,
businesses, and other agencies. CCS also offers a call answering service with the call
gueue. The CCS call answering service enables the agency to use contractor-provided
resources to respond to caller inquiries. The contractor-provided call answering
resources can be located at either 1) an agency location(s) or 2) a contractor
location(s).

C.2.3.1.1 Functional De finition

CCS can enable ordering agencies to deliver customer service to their designated
customer base across multi-media contact channels (voice, fax, email, web site, etc.)
and provide additional enabling services for end-to-end customer service. The basic
service provides intelligent call routing capabilities with a network call queue. CCS will
apply to single site, multiple site, and enterprise-wide agency contact centers.

C.2.3.1.2 Standards
The following CCS standards are mandatory unless marked optional:

(Optional) Computer Supported Telephony Applications (CSTA)
| ETF RFCO6 andfiPoa | Pv 4

ITU-T H.248.1 / Megaco (IETF RFC 3525)

ITU-T H.323

ITU-T T.30, T.37, T.38, and T.120

(Optional) Skinny Client Control Protocol (SCCP)

IETF RFC 3261 for Session Initiation Protocol (SIP)

Voice eXtensible Markup Language (VxML)

© © N o g M w Dd P

All appropriate standards for any underlying access and transport services.
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The contractor shall comply with all new versions, amendments, and modifications
made to the above listed documents and standards.

C.2.3.1.3 Connectivity
CCS shall connect and interoperate with PSTN.

C.2.3.1.4 Technical Capabilities
The following CCS capabilities are mandatory unless marked optional:

C.2.3.1.4.1 CCS Delivery Methods

The contractor shall provide the following independent service delivery methods for
CCs:

1. Host Based Call Management Service. The contractor shall provide the
necessary components required for CCS Call Management Service at a
contractor-provided location. This includes, but is not limited to, hardware,
software, inside wiring, and power.

2. Premises Based Call Management Service. The contractor shall provide the
necessary components required for CCS Call Management Service to be
located at an agency-provided location. This includes, but is not limited to, CCS
hardware and software. The contractor shall install, configure, and maintain the
CCS equipment. The agency will provide the power, inside wiring, and a
physical location for the contractor6 s CCS equi pment

3. Premises Based Call Answering Service. The contractor-provided personnel
shall perform operations at an agency-provided location. The agency will
provide the work space, furniture, workstation hardware, software, and all
necessary building utilities required for the contact center.

4. Host Based Call Answering Service. The contractor personnel shall be
located and perform operations at a contractor-provided location. The contractor
shall provide the work space, furniture, workstation hardware, software, and all
necessary building utilities for the contact center.

C.2.3.1.4.2 CCS Call Management Service

1. The contractor shall provide the capability for a network call queue (a single
gueue or multiple queues according to agency needs) to manage the routing and
distribution of contacts (calls) from multi-media channels such as voice, email,
facsimile, and an agency web site.

2. The intelligent routing and distribution of contacts shall be determined according
to the real time operating status of the ordering agency® contact center(s) and its
business rules. The agency business rules can be based upon parameters such
as media type, real time status of the contact center, caller profile, call content,
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and agent skills. The contractor shall provide the capability to prioritize queues
and contacts (calls) within a queue.

3. Thecontractorc s CCS s hal | itheordering pgencysstCES wi t h
communications channels such as the web site, e-mail, voice, fax and chat
(when applicable).

4. Thecontractoro s CCS shal |l have the capability to
interoperate with agency firewalls and security layers. The contractor shall verify
with the agency that the agency firewall is compatible with the service.

5. The contractor shall support service observation, which provides agency
authorized personnel with the capability to monitor the CCS trunks, agents, and
agent groups for call quality. The contractor shall provide options for silent
monitoring (default) and three-way audio conferencing. Service observation shall
be made available for monitoring both local and remote agents and support local
and remote observers. Service observation shall be secure and available only to
authorized agency-designated individuals.

6. The contractor shall provide the ordering agency with the capability to manage its
specific network queue, call routing algorithms, contact center agent profiles, and
reports. The CCS shall enable authorized agency designated individuals to
perform both real time and scheduled changes. The CCS management system
shall provide the following minimum administrative capabilities:

a) An audit trail and change log history
b) Authentication with password protection for authorized administrators
c) Ability to perform scheduled and real-time changes
d) Ability to view the agency CCS configuration
7. The contractor shall provide reports as required by the OCO.

8. The contractor shall provide the ordering agency with access to graphical, real
time reporting of the CCS queue status. The real time reporting shall monitor
performance and identify all interactions (voice, email, fax, web and chat) by
contact channel and agent status. The reports shall include summaries and totals
(where applicable). The real time reporting shall provide the following minimum
capabilities:

a) Number of inbound contacts (calls)

b) Status of inbound contacts (calls)

c) Number of contacts (calls) in queue

d) Length of oldest contact (call) in queue
e) Average queue time

f) Number of abandon calls

g) Agent status and performance statistics
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h) Service level information
i) Number of contacts handled by workgroup or skill

9. The contractor shall provide the capability to inform the caller of the queue status
including the callers estimated wait time in queue when a queue threshold
exceeds an agency defined threshold. This can also include an option for

announcing the callerds expected wali
contractor shall provide agencies with the ability to change recorded
announcements.

10. The contractor shall provide the capability to transmit and deliver music on hold
(or recordings) to the originating caller. The music on hold source can be

t

contractor or agency provided according to the orderingagencyd s needs.

11.The contractor shall supply terminal devices (e.g., phones, IP phones,
softphones) required for delivery of CCS if requested by the ordering agency.
Terminals shall have the capability to support caller ID and an optional
name/message display (where applicable).

12.The contractor shall provide the capability to accommodate agency contact
center closings (e.g., scheduled holidays, unplanned closings, outside of normal
business hours, and closings for maintenance activities) by providing
announcements, messages, or re-routing of contacts during the period when the
agency contact center is closed.

C.2.3.1.4.3 CCS Call Answering Service

1. The contractor shall provide a CCS Call Answering Service. The contractor shall
provide agencies with a contact center operation, which may include network
services, technology, personnel, business processes and workflows, training,
and reporting to respond to caller inquiries and meet pre-determined
performance or customer satisfaction levels.

2. The contractor shall meet the following CCS Call Answering Service
requirements:

a) The contractor shall receive and accurately respond to caller inquiries during
established agency operating hours within the agreed-upon KPIs.

b) The contractor shall manage and accurately respond to caller inquiries
received during non-operational hours and holidays according to the ordering
agencybs needs.

c) The CCS shall be interoperable with the ordering agenci e reduired back
office systems or databases (if required and as identified by the agency) to
deliver the specified customer service functions at the agreed-upon
performance levels.

d) The contractor shall provide resources, processes, and technology to
reasonably accommodate inquiries from different types of callers as identified
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by the ordering agency. This shall include responding to inquiries from callers
that may have foreign language requirements or callers with disabilities
including but not limited to speech disabilities, deaf, hard-of-hearing,
deaf/blind, or blind (e.g., support TDD/TTY calls).

e) The contractor shall provide a description of its capability to quickly increase
capacity in crisis or high-priority situations. The contractor shall quantify its
ability to deliver call answer services in terms of capacity, extended operating
hours, increased staffing, additional language support and implementation
start-up time.

3. The contractor shall provide call answering resources, as needed, in order to
meet the requirements specified in the agency service order, according to the
descriptions listed in Table C.2.3.1.4.4 below:

C.2.3.1.4.4 CCSs Call Answering Resource$able

Role Description
Basic Call 1. Receive inbound calls and respond to caller
Answering inquiries

2. Question callers to obtain full understanding of
what information is being requested.
Document all customer contacts

Follow contact center operational procedures
5. English language proficiency required

hw

C.2.3.1.5 Features
The following CCS features are mandatory unless marked optional.

ID Number Name of Feature | Description

1 Call Recording The contractor shall provide digital recording and

and Monitoring monitoring of inbound and outgoing multimedia contacts

(telephone, email, and web self-service channels) and

associated data (agent screen capture) to capture the

caller experience. At a minimum, the date, time, duration,

caller ID information (if available), dialogue, and identity of

the agent handling the call shall be captured and

recorded. Archived calls shall be able to be retrieved by

date, time, agent, content, contact channel, or identity of

the caller. The following minimum capabilities shall be

provided:

1. Archive recordings

2. Playback of recording

3. Provide the capability for the recording of an agent to
be activated and de-activated on demand.

4. Remote monitoring and playback
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ID Number

Name of Feature

Description

Reporting (management and administrative)
Programmable scheduled and random call recording
Selective recording (based on business rules)
Support free seating

Total and random recording of all calls

10 Convert call recordings to .wav or mp3 file format
The call monitoring system shall also provide the
capability for evaluating and scoring calls and performing
random call quality reviews.

© NGO

Collaborative
Browsing

This contractor shall allow bi-directional sharing of web
pages between the contract center agent and the caller. It
shall enable a caller to request a co-browse session with
a contact center agent. The agent shall have the
capability to highlight text and scroll the browser screen to
a specific section of a web page. The agent shall have the
capability to push a web page to the caller and vice-versa.
The contractor shall allow the capability for an agent to
transfer control of a collaborative browsing session to
another agent and log all collaborative interactions
between the agent and caller. The contractor shall state if
there are any restrictions or limitations regarding the type
of web browser software used by the caller or contact
center agent for use with this feature. The contractor shall
provide the ability to mask fields and inputs of
private/sensitive information.

Computer
Telephony
Integration (CTI)

The contractor shall provide Computer Telephony
Integration (CTI) capability to enable transfer of caller
information and agency specified data between the
contractor and agency specified systems simultaneously
with the associated inbound contact channel (call). This
feature can be used to support a diverse set of agency
applications such as screen pop/splash, intelligent
routing, third party call control, keyboard dialing,
enhanced reporting, and multi-channel call blending
solutions.

Customer
Contact
Application

The contractor shall provide an application to track,
document, and manage the CCS customer contacts
across multiple contact channels. The customer contact
application shall contain the following minimum
capabilities:

Record caller contact information

Record caller account information

Record caller contact history and status of inquiry
Record nature of the inquiry

Record date and time of the contact

Record call disposition

Record agent handling the inquiry

Assign & escalate inquiries according to business
rules

© N AN
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ID Number Name of Feature | Description

9. Assign a unique case or record number to each
inquiry

The customer contact application shall also provide the

capability to create and provide scripted responses for the

contact center agents. The contact system shall also

provide summary and detailed management reports.

5 E-mail Response | The contractor shall provide E-mail Response
Management Management (ERM) that shall assign a tracking ID to
each email and route e-mail communication according to
agency specified business rules. The ERM shall provide
the following minimum capabilities:

1. Auto response

Automatic acknowledgement

Email classification and prioritization

Email routing based upon business rules

Filtering capability

Content analysis and knowledge base for suggested
and personalized responses

7. Management reports

8. Multiple language support (English and Spanish)

9. Real time exception reports

The ERM shall be compatible with the ordering agency 6 s
e-mail application.

©uhs N

6 Interactive Voice | The contractor shall provide an interactive voice response
Response (IVR) application that allows callers to be provided with
information based upon input from (a) telephone DTMF
key pad entries or via (b) speech recognition. The
minimum capabilities are listed below:

1. Select pre-recorded announcement messages with
the capability for announcements and provide the
ability for a caller to opt out during an announcement
to a predefined termination. Such announcements
shall always be played from the beginning for each
caller and provide the capability to be recorded in (a)
U.S. English, (b) Spanish (American) and (c) other
foreign languages after obtaining ordering agency
script approval.

2. Leave caller information via telephone DTMF keypad
signal or speech (e.g., name, address, account
information, etc.).

3. A means for the ordering agency to retrieve caller-
entered DTMF or speech messages.

4. For transcription of caller information, the contractor
shall provide (a) transmission of the recorded voice
files and DTMF data for each call to the agency and
(b) a report of caller responses that transcribes the
caller-provided information for the ordering agency
based upon the agencyds n
the agency. The contractor shall provide transcription
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ID Number

Name of Feature

Description

10.

11.

12.

13.

reports from English- and Spanish-speaking callers.
Query a database that delivers agency-provided
information to the caller. The database may be
housed in the (a) ordering agency or, at the ordering
agency 6s di scretion, (b) ho
location and updated by the ordering agency. Provide
a default routing or message (agency option) if the
database is unavailable.

Provide a capability to allow callers to hear and verify
their names and addresses in an agency-provided
name and address database after the caller has
entered his or her telephone number via DTMF, or
based on the callero6s ANI
Support speech recognition as a valid caller input.
The contractor shall support at a minimum, all spoken
numeric digits as wel/l as
Spanish language callers shall be supported. The
contractor shall be able to accept and process at a
minimum 95 percent of the above speech responses.
The speech responses which are not accepted shall
be routed to default location designated by the
ordering agency.

Provide the capability to perform surveys (via DTMF
or speech) to IVR callers. The surveys can be
provided to all or a random percentage of callers
according to agency needs. Survey results shall be
provided electronically to the ordering agency.
Provide afacsimi | e fAf ax bakakar c a
equivalent) that shall permit callers to retrieve
agency-specific documents or forms. The contractor
shall fax back the request documents within one hour
of the initial call and retry a minimum of 13 attempts
over a six hour interval in order to complete the
request. Fax transmittal shall include an option for a
cover sheet (standard or customized).

At the agencybds option, t
information shall be transferred to the agency.
Thecontractor 6s | VR capacity m

such that the application answers a call within 3 ring
cycles for 99 % of the offered call volume (measured
on an hourly basis).

Features equivalent to the above shall be available to
individuals who are hearing impaired or have speech
disabilities via electronic means in Baudot and
ASCII/TTY code formats. These electronic form lines
need not be voice feature enabled.

The contractor shall provide summary reporting that
at a minimum provides information on the caller,
average call duration, caller opt out (transfer) and
disposition of the calls within the IVR application on a
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ID Number

Name of Feature

Description

daily, weekly and monthly basis.

14. The contractor shall make available any IVR reports
that are available with its equivalent commercial
offerings

IVR - Agency
Based Database
(Host Connect)

The contractor shall provide the ability to route calls or
provide information based upon a database query(s) of
information provided by a database located at the
ordering agency premises. The query(s) could be to
single, redundant, or multiple databases depending upon
agency specifications and the complexity of the
application.

The contractor shall implement and provide the
appropriate interface and connectivity for the contractor®
IVR application to successfully query and access the
orderingagencyd6 s dat abase(s). The
the capability to retrieve, review, and modify information
located on the agency based database based upon the
ordering agency6 seeds. The agency database(s) can be
a (a) mainframe or (b) server based relational database.
If the database does not respond to the network query
within 250 milliseconds, an agency defined default routing
plan shall be used.

Reserved

IVR - Speech
Recognition

The contractor shall provide natural speech recognition
for IVR applications with the ability, at a minimum, to
recognize spoken vocabulary, digits, zip codes, credit
card numbers, credit card expiration date, account
numbers, alpha numeric numbers. At a minimum the
contractor shall provide natural speech recognition
capabilities and vocabularies for both English (American)
and Spanish (American) dialects. The minimum accuracy
threshold for speech recognition shall be at least 95%.

10

Language
Interpretation
Service

The contractor shall provide telephone language

interpretation services. The service should be available,

on demand, for three way conferencing with the contact

center agent and foreign language caller to provide

interpretati on sHoeetgmanguage tind e

English and vice versa. This feature shall have the

following minimum capabilities:

1. Available 24x7

2. Accessible via a toll free number

3. ldentify the foreign language of the caller

4. Provide an appropriate interpreter within one minute
of the request

5. Provide management reports identifying the date,
time, duration, interpreter, and identity of the agent
requesting the service.

The contractor shall propose and provide a list of the
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ID Number

Name of Feature

Description

foreign languages available for interpretation. Spanish is
a mandatory language.

11

Outbound Dialer

The contractor shall provide the capability for automated

outbound dialing. The dialer service shall have the

capability to support either centralized or distributed

contact center environments according to the ordering

agencyb seeds. The dialer shall have the following

minimum capabilities:

1. Automatically initiate domestic and non-domestic
outbound calls

2. Call conferencing and call transfer capability

3. Predictive dialing - capture real-time statistics from
the call queue and automatically adjusting the
outbound dialing frequency according to agency
defined service level parameters

4. Preview dialing - allow agents to preview the

customer record before an outbound call is initiated

and provide an option for the agent to cancel the call

Receive and manage inbound calls

6. Support agent blending. The integration of outbound
and inbound call handling to determine how to best
use agent resources. (agents can handle both
outbound and inbound calls)

7. Support service observation

8. Reporting i Provide comprehensive historical, real
time management, and exception reports.

o

12

Text Chat (Web
Chat)

The contractor shall provide the ability to enable the
contact center agents to engage in real time text chat with
callers directed from its web site. The text chat shall
provide the following minimum capabilities:

1. Archive text chat sessions (create transcripts)

Allow agents to manage multiple text chat sessions
Allow file transfers

View the active web page the text chat caller is on
Provide a log of text chat sessions

Provide an automatic spell check and grammar check
option that is enabled when typing in active session.
7. Supervisor chat monitoring

©0hswN

13

Web Call Back

The contractor shall provide the capability for a customer
to request a call back by filling out a form on the agencyd s
web site. The call back algorithm shall be based upon the
availability of a contact center agent. The call back

request shall be automatically distributed to the most
appropriate agent based upon availability of an agent
(within agency operating hours).

14

Web Call
Through

The contractor shall provide the capability to enable
customers browsing the agencyd s web site {
call through (e.g. fAclick t
a voice conversation with a contact center agent.
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ID Number Name of Feature | Description

15 Workforce The contractor shall provide a workforce management

Management (WFM) system that automates forecasting and scheduling

calculations based upon real time and historical contact

center data. The WFM shall enable agencies to effectively

schedule resources, accurately forecast call volumes and

analyze/review performance statistics for single or

multiple sites and blended applications. The workforce

management system should provide the following

minimum capabilities:

1. Forecast staffing needs including agent skills, skill
levels and shifts.

2. Forecast contact volumes and workload - overall call
volume and by contact channel.

3. Provide agent scheduling and create optimized agent
schedules by shift and skill.

16 Virtual Queue The contractor shall provide a capability whereby callers
can choose to remain waiting on-line for an attendant or
receive a call back in turn.

C.2.3.1.6 Interfaces

CCS is an application layer service which uses underlying network service(s) to deliver
customer service capabilities. Where applicable, refer to the interface requirement
sections below:

1. Section C.2.2 Voice Service

2. Section C.2.4 Colocated Hosting Service

C.2.3.1.7 Performance Metrics

The performance levels and AQL of KPIs for CCS are mandatory unless marked
optional.

KPI Service Performance AQL How

Level Standard Measured

(Threshold)

Routine 99.5% O 99. 5%]| SeeNote 1
Availability Critical 99.9% 6 99. 9%
Time To Without 4 hours O 4 houl SeeNote?2
Restore Dispatch

With 8 hours O 8 houl

Dispatch
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Notes:

1. Availability is measured and calculated as a percentage of the total reporting
interval time that CCS is operationally available to the agency. Availability is
computed by the standard formula:

RI(HR) - COT(HR)
RI(HR)

Availability = 3100

2. See Section G.8.2 for the definitions and measurement guidelines.

C.2.4 Colocated Hosting Service

There may be requirements for the contractor to provide facilities for a data center that
will be populated by GFP, such as servers, routers and load balancers.

C.2.4.1 Functional Definition

Colocated Hosting Service (CHS) shall provide a secure location with cage and racks
and include site surveillance. This service also provides external traffic access as
required; Internet and other dedicated connection (e.g., PLS and ETS) speeds, space
requirements, maintenance support and operational support will be specified in TOs.

The contractor shall provide the government and its representatives with 24x7 access to
leased space and GFP in the co-location facility. The co-location facility shall support
the following capabilities:

1. Redundant and high-availability power to GFP.

2. Redundant Uninterruptible Power Supplies (UPS). UPS systems shall receive
power both from commercial power feeders and alternate power sources.

3. A Very Early Smoke Detection Apparatus (VESDA) system shall be provided for
fire detection.

4. A fire suppression system shall be provided. Acceptable systems include (but are
not limited to) multi-zone, pre-action, dry pipe systems.

5. Redundant cooling systems.

C.2.4.2 Standards
CHS shall comply with the following standards:

1. TIA-942 Telecommunications Infrastructure Standard for Data Centers (as
updated)

2. NIST SP800-53 Rev 4, Security and Privacy Controls for Federal Information
Systems and Organizations
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3. ICD 705, 26 May 2010, Sensitive Compartmented Information Facilities (as
required)

C.2.4.3 Connectivity
CHS shall provide external connectivity as required in accordance with the TO.

C.2.4.4 Technical Capabilities
CHS requires the following mandatory capabilities:

1. At t he c dauility; theccontactér shall be responsible for the following, as
required:

a) Assuming responsibility for all damage or injury to persons or property
occasioned through the use, maintenance, management, and operation of the
contractor6 s f a c i |, or othereeguipmeatfoy, or by the action of, the
contractor or contractord0 s e mp | oy e e s agowrnmegtshaltisno The
event be liable or responsible for damage or injury to any person or property
occasioned through the use, maintenance, management, or operation of any
facility, GFP, or other equipment by, or by the action of, the contractor or the

contractor6 s empl oyees and agents in performin
Government shall be indemnified against claims for damage or injury in such
cases.

b) Completing any necessary pre-delivery preparations for the delivery site, site
security, or storage facilities to temporarily or permanently accommodate the
GFP in a safe and secure manner.

c) Relocating GFP from initial receiving points or temporary storage facilities to
the final contractor facility and installation site.

d) Preparing the final installation site including the provisioning of necessary
physical space, environmental systems, and network connectivity, including
but not limited to: Internet working connections, fire suppression, HVAC,
power, lighting, water, sewer, telephone and communications, physical
security systems, network security systems, disaster resistance and recovery
systems, cages, racks, and UPS, emergency power systems, all on a 24x7
basis, unless otherwise mutually agreed upon and specified.

e) Facilitating GFP setup, including assembling, loading, configuring, testing,
and (at end of life) crating and packing GFP for return. Determinations of
inter-compatibility and inter-operability shall be conducted by the contractor
as soon as practical after delivery and setup.

f) Providing contractor personnel with all required national citizenship, security
clearances, training, and technical certifications to receive, use, maintain,
manage, operate, package, transport, or ship sensitive and secure GFP.
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2. Authorized government personnel and third-parties shall have access to GFP at
specified times, in specified locations, as mutually agreed upon between the
government and the contractor. Government personnel shall conform to the
contractor6 s Acceptable Use Policy C¢oAttddor i n eff e
facility, except where the AUP conflicts with government policy, or other
government executive orders, regulations or laws.

3. The contractor shall provide a service management capability such that user can
remotely monitor facility and equipment status in real-time.

4. The service management capability shall present alarms to the user in real-time
for facility and communication failures.

5. The service management capability shall continuously update and present to the
user the status of power for each rack, cooling, environment temperature,
entry/exit logs, smoke detection, and connectivity.

C.2.45 Features

The contractor may be required to provide CHS in an Intelligence Community Directive
(ICD) 705 Sensitive Compartmented Information Facility (SCIF). The size and other
characteristics of a SCIF will be provided in the TO.

C.2.4.5.1 Performance Metrics

KPI Service Level Performance | AQL How
Standard Measured

(Threshold)

Internet Availability | Critical 99.99% O 9% 9 | See Note 1

Time To Restore Without Dispatch 4 hours O 4 ho( SeeNote?2

Notes:

1. Availability is measured and calculated as a percentage of the total reporting
interval time that CCS is operationally available to the agency. Availability is
computed by the standard formula:

RI(HR)- COT(HR)
RI(HR)

Availability = 3100

2. See Section G.8.2 for the definitions and measurement guidelines.
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C.2.5 Cloud Service

NIST SP 800-145 defines cloud services as Infrastructure-as-a-Service (laaS),
Platform-as-a-Service (PaaS), and Software-as-a-Service (SaaS). All cloud services
offered shall be FedRAMP certified. The contractor shall support the five essential
characteristics and four deployment models of cloud services defined in NIST SP 800-
145 and listed below.

Essential characteristics:
1. On Demand Self-Service 1 ability to select and provision services as needed

2. Broad Network Access T universal access to thin or thick client platforms such as
mobile devices, laptops, and PDAs

3. Location Independent Resource Pooling T computing resources are shared,
serving multiple consumers

4. Rapid Elasticity T ability to immediately scale up or down based on user needs
and peak demands

5. Measured Service i ability to pay only for what is used

Deployment Models:

1. Private cloud i generally controlled, managed, and hosted by a single
organization

2. Community cloud 7 same as Private cloud except that the cloud is shared by
multiple organizations (e.g., federal agencies or sub-agencies) with similar
security and performance goals

3. Public cloud 7 different users share infrastructure and receive a standardized, yet
highly scalable, type of capacity

4. Hybrid cloud i combination of at least one Private cloud and one Public cloud
connected to allow programs and data to be easily shared. This allows an
organization, for example, the ability to burst fluctuating workloads into the public
cloud when necessary.

The deployment of cloud services in the Federal Government is mandated by the
OMBO6s ACI oud Fi rederablT grquisiiios, the Feaderal CiooudyComputing
Initiative (FCCI) by the Federal CIO Council for government cloud computing framework
and requirements, and FedRAMP for a unified risk management framework for cloud
computing.
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In accordance with the NIST and Federal mandates and requirements, the contractor
shall support cloud services (laaS, PaaS, and SaaS in any combination) as described in
the following sub-sections.

C.2.5.1 Infrastructure as a Service

C.2.5.1.1 Service Description

The contractor shall provide a solution for provisioning required computing and
networking resources and supporting the FedRAMP and TIC overlay requirements.

laaS shall be composed of the following subservices: 1) Private Cloud laaS and 2) Data
Center Augmentation with Common IT Service Management (ITSM). These subservices
are described in the following subsections.

C.2.5.1.1.1 Functional Definition

The Private Cloud laaS subservice shall offer a private cloud laaS solution that includes

virtual machines, storage, and server hosting. The cloud platform provides necessary

network infrastructure (e.g., LAN, load balancer, and firewall), security components,

storage backup, continuity of operation, and disaster recovery services. The private

cloudmaybe ei t herapgrediadirri vate Cloudo where the c
physical infrastructure dedi cat-gagped o t he cust
Community Cloudd where the cloud platform phy
more agencies and the allocated virtual resources are separated by an agency-specific

security envelope/perimeter.

The Data Center Augmentation with Common ITSM subservice shall enable
augmentation of already-virtualized agency premises data center resources with
dynamically expandable and contractible virtualized cloud-based resources. This
service includes a common IT management framework for agency data center
resources and cloud resources. The common ITSM framework for data center
resources will allow data center managers to follow the same processes for managing
the additional cloud resources that they use to manage their data center resources.

C.2.5.1.1.2 Standards

laaS shall comply with the following standards:

1. NIST:

a) NIST SP 800-145 "The NIST Definition of Cloud Computing,” September
2011

b) NIST SP 500-292 "NIST Cloud Computing Reference Architecture,”
September 2011
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c) NIST SP 800-53 (rev.4) "Security and Privacy Controls for Federal
Information Systems and Organizations," April 2013

d) NIST SP 800-122 "Guide to Protecting the Confidentiality of Personally
Identifiable Information (PII)," April 2010

e) NIST SP 800-46 (rev.1) iGuide to Enterprise Telework and Remote Access
Securityo

f) NISTSP800-171AiProtecting Controlled Unclassifi
Nonfederal Information Systems and Organizations,0June 2015

2. ITIL: ITILV3

3. SNMP: SNMPv3

4. FedRAMP TIC Overlay; see https://www.fedramp.gov/files/2015/04/Description-
FT-Overlay.docx

5. OMB M-06-16 "Protection of Sensitive Agency Information,” 23 June 2006

6.1 SO 17203 AOpen Virtualization Format Spec

7. FIPS 140-2, Security Requirements for Cryptographic Modules

8. FIPS 197, Advanced Encryption Standard

9. DOD STD-5015.2 V3, Electronic Records Management Software Applications

Design Criteria Standard

10.NARA Bulletin 2008-05, July 31, 2008, Guidance concerning the use of e-malil
archiving applications to store e-mail

11.NARA Bulletin 2010-05, September 08, 2010, Guidance on Managing Records in
Cloud Computing Environments

C.2.5.1.1.3 Connectivity

Network connectivity from agency sites to the contractoré sloud services shall be
supported through communications services offered through this contract as
appropriate.

C.2.5.1.1.4 Technical Capabilities

C.2.5.1.1.4.1 Technical Capabiliti es of Private Cloud

The contract shall support the basic capabilities for Private Cloud laaS defined in NIST
SP 800-145 as specified in the TO. These capabilities are mandatory unless marked
optional:

1. Access to agency data in data centers shall comply with National Policy as
defined in C.1.8.8 including agency sites and remote locations.

2. Cloud Data Center Security:
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a) Provide secure connectivityamongc o nt r a c t @ntedsdor edasaticity ¢
(expansion and contraction) of computing resources

b) Secure connectivity to contractord data center from agency sites

c) Provide additional compliance and certification requirements as specified in
the TO

3. Agency Cloud Service Security
a) Create and maintain a security perimeteraroundan agencyo6s data an
b) Data-at-rest encryption in accordance with FIPS 197
4. Virtualized elastic computing infrastructure:
a) Virtual Machines (VMs)
b) Network Storage
5. Server Hosting
a) Private-facing Internal Web Hosting
b) Public-facing External Web Hosting
6. Backup and Restore agency data

7. On-demand self-service laaS provisioning, configuration management, topology
management, security management, activation and deactivation via portal
scripting language or API with role based access control for portal login which is
OMB M-11-11 compliant

8. Visibility into usage of measured/metered (usage-based) service.
9. Allow users to have VMs with their own private IP address blocks.
10. Support bulk import and export of VM per ISO 17203.

11.Allow users access to log events such as resource provisioning and de-
provisioning, VM start and stop, and account changes, for at least 60 days.

12.(Optional) Allow users to place metadata tags on provisioned resources and to
run reports based on them, which is useful for internal showback or chargeback.

13. Support cost control measures such as quotas (limits on what a user can
provision) and leases (time-limited provisioning of resources).

14.Support with 24x7 customer service, via phone, email and chat.

15.The agency retains exclusive ownership over all of its data in the cloud. The
contractor shall provide tools to allow the client agency to fully retrieve its data in
the original or a mutually agreed-upon format.

16. Cloud resources, particularly the data at rest, must be located within the U.S. or
the jurisdiction identified in the TO to allow electronic discovery (eDiscovery) of
identification, collection, processing, forensic analysis, auditing, and production of
Electronically Stored Information (ESI) required in the discovery phase of
litigation. This shall also include government access to the contractor6 s c¢c | ou d
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data center facilities, installations, technical capabilities, operations,
documentation, records, and databases if required. See Section H.33 for
additional eDiscovery requirements.

17.The contractor shall provide Disaster Recovery (DR) and Continuity of
Operations (COOP) per agency-specific requirements in the TO.

C.2.5.1.1.4.2 Technical Capabilities of Data Center Augmentation with Common
Information Technol ogy Service Management

The contractor shall support the following technical capabilities for Data Center
Augmentation with Common ITSM. The following capabilities are mandatory unless
marked optional:

1. Ability to manage both cloud virtual resources and the agency datace nt er 6 s
virtual resources with interoperable monitoring and control capabilities.

2. Thec o nt r anamagemeénsplatform shall include a visual indicator of which
resources are in the cloud and which are premises resources.

3. (Optional)Abi I'ity to i nt edgta@ntez managentent plaffeam.cy 6 s

C.2.5.1.2 Features
The following features are mandatory unless marked optional:

1. (Optional) "Bare metal" physical servers: Ability to have "bare metal" physical
servers on a dynamic basis with provisioning times of two hours or less. This
capability may be required for (a) a large-scale database requiring an
incremental storage capacity, or (b) specialized network equipment that may
not be available in the cloud, or (c) software that cannot be licensed on
virtualized servers, or (d) legacy equipment that cannot be virtualized, or (e)
agencies that plan to move into collocation first and then gradually migrate into
the provider's cloud.

2. Data management and analytics: This capability shall complement and extend
log management and analysis services and other data center management
services, per agency-specific requirements in the TO.

C.2.5.1.3 Interfaces
The contractor shall support the interfaces identified in the TO.

C.2.5.1.4 Performance Metrics

The performance levels and AQL of KPIsfort he c ont r acloudgervitesarel a a S
defined below. In addition, the contractor shall meet service level objectives for
performance, privacy, security and support as specified in the TO.

EIS GS00Q17NSD3004 136



General Services Administration
Network Services 2020
Enterprise Infrastructure Solutions

KPI Service Performance AQL How
Level Standard Measured
(Threshold)

Availability (laaS | Routine 99.95% O 99 95 See Note 1
cloud service)

Time to Restore Without 4 hours O 4 hours
(TTR) Dispatch
With 8 hours O 8 hours
Dispatch
Notes:

1. laaS cloud service Infrastructure availability is calculated as a percentage of the
total reporting interval time that the laaS infrastructure is operationally available
to the agency. Availability is computed by the standard formula:

RI(HR) - COT(HR)
RI(HR)

3100

Av(laas) =

The scheduled maintenance windows are excluded from the availability calculation.

C.2.5.2 Platform as a Service
C.2.5.2.1 Service Description
C.2.5.2.1.1 Functional Definition

PaaS provides the capability for the user to deploy and employ applications using
software tools supported by the cloud provider.

C.2.5.2.1.2 Standards

Same as specified for laaS. See Section C.2.5.1.1.2 for details.

C.2.5.2.1.3 Connectivity

Same as specified for laaS. See Section C.2.5.1.1.3 for details.

C.2.5.2.1.4 Technical Capabilities
The contractor shall provide the following PaaS capabilities including, but not limited to:

1. Access to agency data in data centers shall comply with National Policy as
defined in C.1.8.8 including agency sites and remote locations.
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2. Developer Tools:
a) Integrated Development Environment (IDE) Suite
b) Application Server
c) Utilities/Libraries

3. Database Systems (DBMS/RDMS)

4. Big Data Solution Platform

5. Directory, based on, but not limited to, LDAP/X.500 based implementations, to
support directory schemas, defined as object classes, attributes, name bindings,
and knowledge (namespaces)

6. Testing Tools:
a) Application Test Tools
b) Web Test Tools
c) Workflow Tools

The agency retains exclusive ownership over all of its data in the cloud. The contractor
shall provide tools to allow the client agency to fully access PaaS-related data from the
cloud in a usable format as needed.

C.2.5.2.2 Features
None.

C.2.5.2.3 Interfaces
The contractor shall support the interfaces identified in the TO.

C.2.5.2.4 Performance Metrics
The contractor shall meet PaaS cloud service KPIs. See Section C.2.5.1.4 for details.

In addition, the contractor shall meet service level objectives for performance, privacy,
security and support as specified in the TO.

C.2.5.3 Software as a Service
C.2.5.3.1 Service Description
C.2.5.3.1.1 Functional Definition

Software as a Service (SaaS) allows software and applications to be hosted in the cloud
and accessed by users via, for example, agency intranet.

C.2.5.3.1.2 Standards

Same as specified for laaS. See Section C.2.5.1.1.2 for details.
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C.2.5.3.1.3 Connectivity

Same as specified for laaS. See Section C.2.5.1.1.3 for details.

C.2.5.3.1.4 Technical Capabilities

The contractor shall provide the following SaaS capabilities including, but not limited to:
1. Access to agency data in data centers shall comply with National Policy as

defined in C.1.8.8 including agency sites and remote locations.

Customer Relationship Management (CRM) tools

Enterprise Resource Planning (ERP) tools

Human Capital Management (HCM) tools

Desktop applications

Office automation tools

Security tools

Others as defined in the TO

The agency retains exclusive ownership over all of its data in the cloud. The contractor

shall provide tools to allow the client agency to fully access SaaS-related data from the
cloud in usable format as needed.

© N o g s wDd

C.2.5.3.2 Features
None.

C.2.5.3.3 Interfaces
The contractor shall provide the following UNIs:

1. The contractor shall support the interfaces identified in the TO.

2. Platform-specific API or client software to connect to the cloud SaaS platform.
C.2.5.3.4 Performance Metrics
The contractor shall comply with the following performance metrics:

1. Same as specified for laaS. See Section C.2.5.1.4 for details.

2. Most current software release with all the patches applied or as specified in the
TO.
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C.2.5.4 Content Delivery Network Service

C.2.5.4.1 Service Description

Content Delivery Network Service (CDNS) delivers agency content to Web browsers
worldwide. The CDNS provider incorporates equipment and algorithms to cache content
on geographically dispersed servers on the Internet. When a request is made from a
particular location for specific content, the server that can most rapidly and efficiently
provide the content is dynamically identified.

C.2.5.4.1.1 Functional Definition

A Content Delivery Network (CDN) consists of a collection of surrogate servers that
attempt to offload work from origin servers by delivering content on their behalf. The
servers belonging to a CDNS may be located at the same site as the origin server, or at

di fferent | ocations around the network, with
cached or replicated among the CDNS servers. For each request, the CDNS attempts
to locate a CDN server close to the client agencytoservet he request, where i

could include geographical, topological, or latency considerations.
CDNS addresses the following technical and operational issues:

1 Latency i the delay in delivering Web content to the end-user

1 Scalability T Web services automatically scale up as end-user requests
increase

1 Reliability i content is always available and its integrity is assured (i.e., has not
been altered by third parties including hackers)

1 Flash crowd control i i.e., effectively meeting demand during periods of
unexpected high usage

C.2.5.4.1.2 Standards
CDNS shall comply with the following standards:

1. Hyper Text Transfer Protocol (HTTP)
2. IETF 1 Request for Comments
3. Transport Layer Security (TLS)

The contractor shall comply with new versions, amendments, and modifications made to
the above listed documents/standards.

C.2.5.4.1.3 Connectivity
CDNS shall connect to and interoperate with the following:

1. Internet for content distribution to public
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2. IP network (agency-owned or contractor-provided) for loading and
administration of web server by the agency

C.2.5.4.1.4 Technical Capabilities
The following CDNS capabilities are mandatory unless marked optional:

1. Content Distribution:
a) Static Content Download Service:

i. This service provides fast, secure, and reliable download of content
including text, video and music. Such content will likely be stored on
CDNS servers that are deployed globally.

b) Real-time Streaming (Webcasting):

i. The contractor shall deliver streams in real time (the CDNS shall
encode the signal when sent in raw signal format by the content
provider).

ii. Real-time streaming content may include (but not be limited to)
RealNetworks Real Media, Microsoft Windows Media, and Apple
QuickTime.

c) On-demand Streaming:

i. The contractor shall host (i.e., provide storage) and deliver streams on
demand or when requested by end-users (the CDNS shall encode the
signal when sent in raw signal format by the content provider).

ii. On-demand streaming content may include (but not be limited to)
RealNetworks Real Media, Microsoft Windows Media, and Apple
QuickTime.

2. Site Monitoring/ Origin Server Performance Measurements:

a) The contractor shall perform continuous monitoring to ensure performance
and quality of service. Measurements shall include:

i. Availability

ii. Latency

iii. FTP Load

iv. CPU Load

v. Memory Usage

vi. TLS Service Load

vii. HTTP Port Service Load

Vviii. HTTP Connections Queue Statistics
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b) The contractor shall provide statistics via a performance dashboard i a
secure, Web-based portal accessible 24x7 by agency clients. The
performance dashboard shall be consistent with commercial best practice.

C.2.5.4.2 Features
The following features are mandatory unless marked optional:

1. Failover Service: This service monitors single-location web sites (maintained by
agencies or third parties under contract to agencies) and redirects traffic to a
CDNS in the event of failure. This service shall ensure that end-users do not
experience delays, site inaccessibility, or error messages.

2. (Optional) Redirection and Distribution Service (Global Load Balancing): When
users type in a web site address or Universal Resource Locator (URL), they rely
on Domain Name System (DNS) servers to direct them through the Internet and
connect them to the specified Web server. Redirection and distribution services
ensure that all Web requests are directed to the closest, most available cache
server. Typically a set of surrogate servers is provisioned to cache content for the
content provider's origin server, enabling requests to bypass congested areas.
Redirection and Distribution Services may employ any proven technique(s)
including, but not limited to:

a) DNS Redirection
b) URL Rewriting

c) Layer-4 Switching
d) Layer-7 Switching
e) HTTP Redirection

C.2.5.4.3 Interfaces
The contractor shall provide the following UNIs:

1. For access via Internet: Hyper Text Transfer Protocol (HTTP).
2. For agency connectivity to the CDNS server: UNIs as defined in VPN Service
(VPNS). See Section C.2.1.1.1 for details.

C.2.5.4.4 Performance Metrics

The contractor shall comply with AQL of KPIs for CDNS as defined in Section
C.2.5.4.4.1 below.
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C.2.5.4.4.1 Performance Metrics for CDNS

Performance How

KPI Service Level Standard AQL Measured
(Threshold)

Availability Routine 99.99 % 99.99 % See Note 1

(CDNS network)

GOS (Time to Routine 5 minutes O 5 minut
refresh content)

Time to Restore Without Dispatch | 4 hours O 4 hours
(TTR)
With Dispatch 8 hours O 8 hours
Notes:

1. CDNS availability is calculated as a percentage of the total reporting interval time
that the CDNS is operationally available to the agency. Availability is computed
by the standard formula:

RI(HR) - COT(HR)

AV(CDNS = RICHR

3100

C.2.6 Wireless Service
C.2.6.1 Service Description

C.2.6.1.1 Functional Definition

Wireless Service (MWS) is a wireless transmission service for mobile terminals. The
contractor provides the wireless network.

The services and bandwidth provided depend on the characteristics of the mobile
terminalsand the technology used in the contractor
platforms, ranging from 2nd generation (2G) to 2.5G/3G to 4G LTE wireless.

Short Messaging Services (SMS), a feature of MWS, provides the capability to send
and receive text messages. The text can comprise of any alphanumeric characters;
each short message may be up to 160 characters in length.

Multimedia Messaging Service (MMS), a feature of MWS, provides the capability to
send and receive multimedia, such as pictures, streaming video, sound, and graphics.

C.2.6.1.2 Standards
MWS shall comply with the following standards:
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1. 2.5G [based on General Packet Radio Service (GPRS) or Code Division Multiple
Access (CDMA-2000 7 1xRTT)]:

a) ETSI GSM-MAP
b) TIA1S-41

2. 3G [based on CDMA] ITU-RTT IMT-2000:

a) European ETSI/GSM Wideband CDMA (WCDMA) (also known as Universal
Mobile Telecommunications System (UMTS))

b) US CDMA Development Group (CDG) CDMA-2000 Evolution Data Optimized
(EV-DO)

3. 4G [based on 3GPP Long Term Evolution (LTE)]:
a) ETSI TR25.913
4. Wireless Application Protocol (WAP):

a) WAP Forum (Wireless Application Protocol (WAP 1.1 and 2.0) via WAP
Gateway)

b) IP Mobility Support, IETF RFC 2002
5. 3G Security:
a) 3GPP TS 21.133
b) NIST FIPS Publication 140-2
6. Short Messaging Service (SMS)
a) 3GPP TS 03.40
b) GSM 03.41
7. Multimedia Messaging Service (MMS):
a) 3GPP TS 23.140
b) Open Mobile Alliance

8. 5G Future (according to Next Generation Mobile Networks Alliance group) i draft
standards are under study, but the service is expected to roll out by 2020:

a) Will efficiently support the Internet of Things, broadcast-like services, and
lifeline communications in times of natural disaster, as well as novel
applications such as mission critical control or traffic safety, requiring reduced
latency and enhanced reliability.

b) May be based on new technologies such as mesh networking and/or beam-
division multiple access and relays with group cooperation, whereby devices
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communicate with each other directly rather than relying on network
operators' base stations.

9. The contractor shall comply with new versions, amendments, and modifications

made to the above-listed documents/standards including beyond 4G.

C.2.6.1.3 Connectivity
MWS shall connect to and interoperate with the following:

1.

w

The Public Switched Telephone Network (PSTN) and the worldwide dialing plan
per ITU Recommendation E.164

Originate and terminate calls to users of commercial satellite-based services
The Internet

Agency mobile terminals, such as, but not limited to cellular phones,
smartphones, wireless-enabled Notebook and Laptop PCs, and PDAs

C.2.6.1.4 Technical Capabilities
The following MWS capabilities are mandatory unless marked optional:

1.

MWS shall have the capability to originate and receive voice calls from mobile
phones, fixed wireline networks, and satellite-based networks.

The contractor shall provide mobile devices (smartphones and cellular phone) as
required (see Section C.2.10 Service Related Equipment) supporting the
following capabilities:

a) Cellular Phones:

i. Built-in available features

ii. Wireless broadband devices (e.g., mobile Wi-Fi hotspots, MiFi - wireless
router that acts as a mobile Wi-Fi hotspot)

iii. Secure voice communications with FIPS-compliant encryption (as
available)

b) Smartphones:

i. Built-in available features

ii. Email

iii. Web browser

iv. Personal Information Management (PIM), including contact and calendar
information and documents/notes

v. Ability to sync with leading email, contact/address, and calendar platforms

vi. Vibrate alert to emails and text messages

vii. Ring alert to emails and text messages

viii. Ability to transfer photos/pictures directly to computer
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ix. Remote Kill (as available)

X. Remote wipe (as available)

xi. Ability to disable audio, video, and all recording functionality (as available)

xii. Transmit and receive data (e.g., run an agency specific app) while
conducting a voice session (as available)

3. The contractor shall offer the following MWS plans and plan aspects for GFP and
user-owned devices.

a) Voice Service Plans shall include voice calling and text messaging (SMS).

b) Data Add-On Service Plans shall include data added to voice service plans.
Data may include email, Internet access, video, Multimedia Messaging
Service (MMS), and other data.

c) Data only Service Plans shall include emails, Internet access, video, MMS,
and other data transport not combined with voice service plans.

d) (Optional) Machine-to-machine (M2M) i M2M and telemetry products shall
provide wireless connectivity to machines, vehicles, or assets

e) Mobility applications for mobile device management (see Section C.2.8.6
Managed Mobility Service).

f) Mobile Roaming Plans. Domestic and non-domestic mobile roaming plans
shall cover voice calls, messaging, multimedia, and data.

g) Pooling of domestic data. Pooling of domestic data (gigabytes) within the
same billing account at a level specified by the ordering entity (e.g., an entire
agency or multiple sub-bureaus within an agency).

4. The contractor shall comply with Wireless Enhanced 911 (E911) Rules including
Phases | and Il as stipulated by the Federal Communications Commission. Refer
to http://www.fcc.gov/911/enhanced/.

C.2.6.2 Features
The following features are mandatory unless marked optional:

1. Wireless Priority Services (WPS). WPS allows authorized National Security and
Emergency Preparedness (NS/EP) personnel to gain access to the next
available wireless radio channel in order to initiate calls during an emergency
when channels may be congested. WPS is invoked by dialing *272 prior to the
destination number on wireless terminals that have subscribed to WPS. Refer to
http:/wps.ncs.gov/. Also see Section G.11.4.2, for NS/EP requirements.

2. Directory Assistance with Call Completion. This feature allows the user to obtain
at least two look-up phone numbers and connect to one of them.

3. Domestic to Non-Domestic Calling. This feature allows a user to make non-
domestic calls.
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4.

GSA

(Optional) International Mobile Roaming. This feature allows a user to roam
internationally with wireless Internet connectivity and communications capability.

Personal Hotspot. This feature enables a wireless device to be used as a hotspot
to connect another device to the Internet or to a private network.

Indoor cellular system (Femtocells and Microcells) installation to allow and/or
improve indoor wireless operation.

(Optional) Push to Talk with Group Talk enables users to connect directly with
other users by pressing a button on their wireless terminals. The service shall
indicate via an icon on the handset whether a user on their calling list is
available. Business colleagues or work teams shall be able to set up and
manage group calling lists. This capability shall support groups of up to 10
participants. Users can create up to 50 group lists and store 100 individual
contacts.

C.2.6.3 Interfaces

The contractor shall support the following interfaces for the provisioning of MWS at the
SDP, as defined in Section C.2.6.3.1.

C.2.6.3.1 Wireless Service Interfaces

UNI Interface Type and Payload Data Rate Protocol Type
Type Standard or Bandwidth
1 Air Link: Up to 116 Kbps 1. Transparent
(Std: GSM and I1S-136 2. 1P v4
TDMA) 3. 1P v6
2 Air Link: Up to 144 Kbps 1. Transparent
(Std: CDMA 1xRTT) 2.1Pv4
3. IPv6
3 Air link: Up to 384 Kbps 1. Transparent
(Std: 3G WCDMA) 2. 1P v4
3. 1P v6
4 Air Link: Up to 500 Kbps 1. Transparent
(Std: CDMA EVDO) 2. 1P v4
3. IPv6
5 Air Link: Up to 14.4 Mbps 1. Transparent
(Std: WCDMA- 2.1Pv4
HSDPA) 3.1P V6
[Optional]
6 Air Link: Up to 100 Mbps 1.I1TU 3GPP
(Std: 4G LTE) (maximum 300 Mbps) | (TR25.913)
2.1Pv4
3.IPv6
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C.2.6.4 Performance Metrics

The contractor shall comply with AQL of KPIs for MWS as defined in Section C.2.6.4.1
below.

C.2.6.4.1 Performance Metrics for Wireless Service

Key Service Performance Acceptable How
Performance Level Standard (Threshold) | Quality Level | Measured
Indicator (KPI) (AQL)
Availability Routine 99.5% 099.5% See Notes
land?2

Time To Without 4 hours O 4 hou
Restore (TTR) Dispatch

With 8 hours O 8 hou

Dispatch

Notes:

1. MWS availability is calculated based on availability of accesstot he contractor
networkf rom t he contractorodos cell site

2. Radio access network performance is likely to vary depending on location (e.g.,
urban, suburban, or rural), as well as the technical specifications and capabilities
of the deployed infrastructure, such as the radio access equipment.

C.2.7 Commercial Satellite Communications Service
C.2.7.1 Service Description

C.2.7.1.1 Functional De finition

The contractor shall provide mobile or fixed commercial satellite communications
(COMSATCOM) services to include, but not be limited to: satellite bandwidth, satellite
service plans, contractor provided earth terminals, radio frequency equipment, satellite
phones, interfaces and support services. Specific services will be identified in TOs.

COMSATCOM shall be provided in any commercially available communications satellite
frequency band to include, but not limited to, S-, C-, L-, X-, Ku-, Ka- and UHF bands.

Commercial Mobile Satellite Service (CMSS) delivers voice, data and Internet services

to land-based, maritime, or aeronautical users using one- or two-way communications

via satellite. The service provides an end-to-end connection between CMSS users, or

between CMSS and wireline and wireless users via the contractorb s net wor k and
gateway(s).
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Commercial Fixed Satellite Service (CFSS) provides satellite capacity that can be used
to deliver communications and applications at a customer-specified throughput between
two or more specified end points. This service can be used for applications such as
distance learning, continuity of operations, broadcast video and associated audio,
including encrypted communications.

C.2.7.1.2 Standards

This section addresses CFSS standards. The air interface for a government-owned or -
controlled earth terminal shall be at the terminal antenna. Government-owned terminals
will provide the capability of handling multiple CFSS carriers. The government terminals
shall be considered as conforming to the mandatory requirements of Military Standard
(MIL-STD)-188-164 with associated modems conforming to MIL-STD-188-165.

Satellite services are required to be provisioned by the contractor in accordance with
the following priority:

1. Utilization of satellites compliant with DODI 8581.01.

2. Utilization of other available satellites when DODI 8581.01 compliant satellites
are not available shall be contingent upon the cognizant CO and COR accepting
the associated risk.

For CMSS, the contractor shall support the following standards:

1. North American Numbering Plan (NANP)

2. ITU-TSS World Numbering Plan (Standard: ITU-TSS E-164)
3. IETF RFCs for IPv4/v6
4

. Proprietary air-link interface standards based on mobile satellite systems, such
as the Inmarsat Broadband Global Area Network (BGAN) and the Iridium satellite
constellation

The contractor shall provide domestic and non-domestic satellite services when
required in the TO.

C.2.7.1.3 Technical Capability

The contractor shall provide space segments to meet the requirements specified in the
TO and, at a minimum, the performance requirements specified in Section C.2.7.3. For
dedicated capacity requirements, the contractor shall provide satellite bandwidth on a
non-preemptable basis unless otherwise specified in the TO. That is, the bandwidth
shall not be preempted for any reason, and shall be replaced in the event of failure.
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The contractor shall provide contractor-operated and -maintained leased earth terminal
services as specified in individual TOs. Earth terminals provided by the contractor shall
be certified as acceptable for service by the satellite system operator of the specific
system on which the earth terminal is to be used.

The contractor shall provide CFSS Satellite Internet Service (SIS). The SIS shall
provide Internet access as well as domestic and international voice service.

For CMSS, the contractor shall support Internet access, voice calling, SMS texting, fax,
streaming services, and M2M.

C.2.7.2 Features
The following CFSS features are mandatory for delivery of COMSATCOM:

1. Capacity: The contractor shall be able to provide scalable capacity in any
available COMSATCOM frequency band in support of US Government
COMSATCOM requirements, subject to the availability of satellite resources.

2. Coverage: The contractor shall be able to provide coverage anywhere
worldwide in any available COMSATCOM frequency band, including, but not
limited to, L-, S-, C-, X-, Ku-, extended Ku-, Ka-, and UHF. Specific pre-defined
coverage may be negotiated and defined in the TO. This requirement is subject
to the availability of satellite resources.

3. Network Monitoring (Net OPS): The contractor shall have the capability to
electronically collect and deliver near real-time monitoring, fault/incident/outage
reporting, and information access to ensure effective and efficient operations,
performance, and availability, consistent with commercial practices. The Net
OPS information will be provided on a frequency (example: every 6 hours, daily)
and format (example: SNMP, XML) consistent with the contractor6 s st andar d
management practices, to a location/entity/electronic interface as defined in a
requirement by the OCO. Specific reporting requirements will be defined by the
OCoO.

4. EMI/RFI Identification, Characterization, and Geo-location: The contractor shall
have the capability to collect and electronically report in near real-time Electro-
Magnetic Interference (EMI) / Radio Frequency Interference (RFI) identification,
characterization, and geo-location, including the ability to identify and
characterize sub-carrier EMI/RFI being transmitted underneath an authorized
carrier, and the ability to geo-locate the source of any and all EMI/RFI. The
contractor shall establish and use with the OCO a mutually agreed-upon media
and voice communications capability capable of protecting CUI data.
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5. Interoperability (Net Ready): COMSATCOM services shall be consistent with
commercial standards and practices. Services shall have the capability to access
and/or interoperate with government or other commercial teleports/gateways and
provide enterprise service access to or among networks or enclaves.

6. Information Assurance: The contractor shall meet the following standards as

applicable:

a) The Committee on National Security Systen
Information Assurance Policy for Space Systems used to Support National
Security Missions, 0 or

b) DODI 8581. 1, Al nfor mat ifovs $pacA Systentsblsechy (| A)
the Department of Defense. 0

The contractor shall demonstrate the ability to comply with FISMA as implemented by
Feder al Il nformation Processing Standards
Security Requirements for Federal Informat i on and | nf orAhat i on
minimum, all services shall meet the requirements assigned against a low-impact
information system (per FIPS 200) that is described in the current revision of NIST SP
800-5 3 Secditity Controls for Federal Information Systems and Organizations.o

Publ
Syste

Thecontractor6 s 1 nf or mat i on a sdefinedaswhere the cantract@adrsy 1 s
services connect to the user terminals/equipment (i.e., includes satellite command

encryption (ground and space); systems used in the Satellite Operations Centers

(SOCs), Network Operations Centers (NOCs) and teleport; and terrestrial infrastructure
required for service delivery).

For CMSS, the contractor shall provide satellite phones/terminals (dual-mode
(satellite/GSM) and tri-mode (satellite/CDMA/AMPS)) and encrypted transmission.
C.2.7.3 Performance Metrics

The contractor shall provide domestic and non-domestic CFSS and CMSS as specified
in the table below.

Satellite Performance Requirement (KPI) Performance Specification (Threshold/AQL)
Availability (for both CFSS and CMSS) 099.5%
For CFSS:
Error Free Seconds (EFS) > 0.965
Severely Errored Seconds (SES) O 0.0003
Degraded Minutes (DM) O 0.02
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Mean Time to Loss of BCI (MTTLBCI) O 24 hours
Delay (One Way) The lesser of 450 ms or (260 + 0.01 x D ms) (See
Note 2)
Notes:

1. CFSS and CMSS availability is calculated as a percentage of the total reporting
interval time that they are operationally available to the agency. Availability is
computed by the standard formula:

RI(HR) - COT(HR)

AV(CFSS& CMSS = RICHR)

3100

2. "nDo i s -tb-B8OP tr&&nfssion distance, measured via the shortest great
circle, in kilometers.

C.2.8 Managed Service

Managed service is the practice of outsourcing day-to-day customer management
responsibilities and functions to the service provider as a strategic method for improving
operations and cutting expenses. The managed service provider is accountable for the
functionality and performance of the managed service.

Managed services provide the delivery and management of network-based services,
applications, solutions, labor and equipment needed to the enterprises. The managed
service includes a) service planning and solution engineering, b) solution
implementation (including labor and equipment), c) service provisioning, d) end-to-end
service management (including LAN routers and WAN), and e) service assurance
(performance metrics and SLA management).

C.2.8.1 Managed Network Service

C.2.8.1.1 Service Description

Managed Network Service (MNS) enables an agency to obtain design and engineering,
implementation, management, and maintenance services for agency networks. MNS

provides the necessary technical and operational capabilities that ensure the availability

and reliability of agenciesdéd increasingly com

When MNS is used with a single EIS service (e.g., VPNS) or a group of EIS services
(e.g., VPNS, Ethernet, voice service, and cloud laaS) requested in a TO, those services
will have the functionalities of a managed service (i.e., Managed VPNS, Managed
Ethernet, Managed voice service, and Managed Cloud laaS).
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The contractor shall use the appropriate labor and equipment as defined in Section
C.2.10 Service Related Equipment and Section C.2.11 Service Related Labor in the TO.

C.2.8.1.1.1 Functional Definition

Under the MNS offering, the contractor provides overall management of an agency6 s

network infrastructure, including real-time proactive network monitoring, troubleshooting

and service restoration. The contractor istheagencyb s si ngl e point of acc
all networks managed under this service, including operations, maintenance, and

administration activities.

C.2.8.1.1.2 Standards
MNS shall comply with the following standards:
1. All appropriate standards for any underlying EIS access and transport services

2. The specific standards and requirements identified in the TO

C.2.8.1.1.3 Connectivity

MNS shall work with underlying EIS offerings such as VPNS, PLS and other services as
needed, to ensure seamless connectivity to agency networking environments.

C.2.8.1.1.4 Technical Capabilities
The following MNS capabilities shall be provided by the contractor.

C.2.8.1.1.4.1 Design and Engineering Services

The contractor shall provide design and engineering services that include, but are not
limited to:

1. Identify hardware and firmware (e.g., routers, switches, and other SRE),
related software, and SRL required by the agency to deliver the EIS services.

2. ldentify network components and determine protocols, redundancy, traffic
filtering, and traffic prioritization requirements. Recommend the appropriate
performance levels and network capacities as required.

3. Provide complete project management for design, engineering,
implementation, installation, access coordination, provisioning, equipment
configuration, hardware testing, and service activation. Coordinate installation
activities with the agency to minimize the impact on the current networking
environment.
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C.2.8.1.1.4.2 Implementation, Management and Maintenanc e

1.

The contractor shall develop, implement, and manage comprehensive
solutions using the EIS services to meet agency-specific requirements. The
solutions shall include, but are not limited to:

a) Access solutions that use a combination of different services (e.g., wireline
and wireless access services) for specific agency locations, to meet agency
performance metrics for availability and disaster recovery.

b) Transport solutions that distribute traffic over multiple contractor backbone
networks to provide redundancy and carrier diversity, and vary the traffic
allocation dynamically based on agency performance requirements.

c) Customer premises solutions that provide agency-specific interfaces,
software, and equipment to meet agency requirements.

d) Security solutions as required by the agency.

The contractor shall supply and manage the hardware, firmware and related
software required by the agency. Components include but are not limited to
routers and switches, encryption devices, CSUs/DSUs, hubs, adapters, and
modems.

The contractor shall provide tools to:

a) Monitor performance of agency-specific networks including transport
services, access circuits, and government edge routers

b) Provide real-time visibility of transport and access services performance
The contractor shall:
a) Manage the network in real-time on a 24x7 basis

b) Support remote management capabilities from the operations center
defined in the TO

c) Proactively monitor utilization and performance, probing in intervals of no
more than fifteen minutes to ensure proper equipment/network operations

d) Assess and report access and transport services performance and SLAS
e) Assess and report on agency-specific network capacity and performance
f) Address agency-specific network capacity and performance issues

The contractor shall permit SNMP read-access data feeds that provide the
agency with managed equipment information, as applicable.

The contractor shall manage network configuration. Activities shall include but
are not limited to the following:

a) Adding a protocol
b) Adding, moving or removing Customer Premises Equipment (CPE)
c) Changing addressing, filtering, and traffic prioritization schemes
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9.

d) Optimizing network routes

e) Updating equipment software and/or configuration, including but not limited
to firewall and VPN security devices

f) Upgrading or downgrading bandwidth

g) Implementing configuration changes for all agency-specific devices
h) Maintaining a configuration database for all agency-specific devices
i) Auditing government router configurations

The contractor shall provide IP Address Management as applicable. The
contractor shall submit agency-completed American Registry for Internet
Numbers (ARIN) justification requests for specified IP allocations in order to
support the service offered.

The contractor shall monitor and control access to equipment under its control
including limiting access to authorized personnel, and implementing passwords
and user permissions as directed and approved by the agency.

The contractor shall regularly perform off-site equipment configuration
backups, in order to ensure the availability of recent configuration data for
restoration purposes. The contractor shall provide the agency with secure
access to backup logs as needed.

10.The contractor shall perform necessary hardware and software upgrades,

updates, patch deployments and bug fixes as soon as they become available.
The contractor shall implement updates in coordination and mutual agreement
with the agency and test new releases to resolve any security concerns,
ensure compatibility with the agency environment, minimize service
disruptions, and maintain equipment functionality.

11.The contractor shall provide preventative and corrective maintenance on

agency-specific devices.

12.The contractor shall proactively detect problems, respond to alerts and

promptly report situations that adversely affect throughput to the agency. The
contractor shall provide notification of alarms, network troubles and service
interruptions via email, telephone, or as specified in the TO. The contractor
shall:

a) Monitor agency-specific network availability and quality of service (e.g.,
network delays, packet loss)

b) Monitor access circuit availability and QoS
c) Monitor the gov e rravaillability @d pedodmprece r out e

d) Monitor transport service availabiityat t he gowetwok ment 0s
equipment
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A

e) Monitor agency-specific network performance from government network
equipment to government network equipment

f) Monitor transport service availabilityupt o t he gowetwork ment 0s
equipment

g) Monitor transport service performance from government network equipment
to government network equipment

h) Provide, monitor and manage circuits for out-of-band government network
equipment management

i) Open/closet r oubl e t i c Kkreuble ticketingasgseemc y 0 s
]) Open/close trouble ticketincont ractor s trouble ticketi

k) Troubleshoot access and transport services faults and coordinate faults
resolution/repairs

[) Troubleshoot government network equipment faults and coordinate
resolution/repairs.

m) Troubleshoot agency-specific network faults

n) Notify agency-specific network users of faults and maintenance via agency
alerts

0) Answer NOC Help Desk phones and provide Tier-1 support to agency-
specific network users

p) Provide Tier-1/Tier-2/Tier-3 support to agency NOC for contractor access
and transport services

g) Provide Tier-1/Tier-2/Tier-3 support to agency NOC for the components of

t he A g eetveork that are managed by the contrtactor.
13. The contractor shall provide the agency with real or near-time access to the following:

a) Installation schedule detailing the progress of activities such as the
implementation of equipment, access and transport circuits, and ports, as
applicable. This allows agencies to track the provisioning process through
completion at any time. Near real-time access to the installation schedule
is acceptable.

b) Network statistics and performance information including equipment data
availability, throughput and delay statistics, CoS settings, and application-
level performance information.

c) Trouble reporting and ticket tracking tools
d) Security logs

14.The contractor shall provide inventory tracking tool(s) to maintain and track all
agency circuit, transport service and equipment inventory information.

15.The contractor shall provide the agency with secure access to current and
historical information which includes, but is not limited to, the following:
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a) Bandwidth and service quality information

b) Burst analysis identifying under or over utilization instances
c) Data errors

d) Delay, reliability and data delivery summaries
e) End-to-end network views

f) Exception analysis

g) Link, port and device utilization

h) Network statistics

i) Protocol usage

j) CPU utilization

k) Traffic, port and protocol views

C.2.8.1.2 Features

The contractor shall provide the following features:

1. GFP and SRE Maintenance. The contractor shall maintain and repair GFP and
SRE.

2. Agency-Specific Network Operations Center (NOC) and Security Operations
Center (SOC). The contractor shall provide agency-specific help desk services
and shared or dedicated NOCs and SOCs to meet agency requirements.

3. Network Testing. The contractor shall support agency-specific development
services which address the agency6 s pot ent i al need to test e
and applications on the contractord6 s net wor k prior to .purchas
This shall cover voice, data, and video technologies that include but are not
limited to IP VPN and voice services. Testing shall be performed at the agency6 s
discretion and structured in collaboration with the contractor.

4. Traffic Aggregation Service (DHS Only). The contractor shall establish and
maintain secure facilities ("DHS EINSTEIN Enclaves") where DHS-furnished
equipment can be deployed, provide network connectivity from the DHS
EINSTEIN Enclave to the DHS data centers, and route all traffic subject to
National Policy requirements described in Section C.1.8.8 through (i.e., deliver to
and receive from) a DHS EINSTEIN Enclave for processing by the latest
generation of EINSTEIN capabilities. Once traffic is received at the EINSTEIN
Enclave and processed, it is sent back to the contractor for delivery to its
destination. The contractor shall assume responsibility for maintaining and
repairing the traffic aggregation service, including associated commercial security
services and all communications links, and shall provide engineering support to
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integrate the DHS GFP sensor equipment, data center and communications
infrastructure into the contractords servi
the maintenance and repair of the sensor system to the extent of receiving phone
calls or email ssHaeds @ s $ e nguppl@heguipmdntd S

C.2.8.1.3 Interfaces

MNS shall support the UNIs for all underlying EIS access and transport services.

C.2.8.1.4 Performance Metrics
The MNS performance levels will be specified in the TO.

C.2.8.2 Web Conferencing Service

C.2.8.2.1 Service Description

Web Conferencing Service (WCS) enhances traditional conferencing by offering the
capability to meet, present, and interact with information via a web browser.

C.2.8.2.1.1 Functional Definition

WCS allows agencies to share information, documents, or applications interactively via
the Internet and the agencyd mtranet.

C.2.8.2.1.2 Standards
WCS shall comply with the following standards:

1. Hyper Text Transfer Protocol (HTTP)

Hyper Text Transfer Protocol Secure (HTTPS)

(Optional) IETF RFC 3261 for Session Initiation Protocol (SIP)
ITU-T T.120 Series of Data Protocols for Multimedia conferencing
Transport Layer Security (TLS) Encryption

Transmission Control Protocol/Internet Protocol (TCP/IP) Suite

o gk wbd

The contractor shall comply with new versions, amendments, and modifications made to
the standards listed above.

C.2.8.2.1.3 Connectivity
WCS shall connect to and interoperate with:

1. Agency Intranet
2. Internet

WCS shall be accessible via a Universal Resource Locator (URL) address.

EIS GS00Q17NSD3004 158



General Services Administration
Network Services 2020
Enterprise Infrastructure Solutions

C.2.8.2.1.4 Technical Capabilities

The following WCS capabilities are mandatory unless marked optional:

1.

The contractor shall provide a capability that enables participants to collaborate.
This shall include real-time document sharing, file transfer capability and
electronic whiteboards in a private and secure WCS session.

The contractor shall provide the following capabilities:
a) Authentication and password protection
b) Customized greeting (or message) screen
c) Online Help
d) Support for point-to-point and multi-point Web conferences

The WCS shall interoperate with the Internet and ordering agencies6 | P
network(s).

The WCS shall be compatible with available Web browser software packages.
Appropriate plug-ins shall be provided in order to deliver WCS to the user.

The contractor shall provide a means by which users can test and verify that their
web browser and desktop software are compatible with WCS service prior to the
scheduled conference. If required, the contractor shall provide the appropriate
plug-ins to deliver WCS to the users. The browser plug-in shall be limited to
utilities required for the user to play back, participate in, or lead a web conference
session. This can include plug-ins that enable users to play back recorded
conferences from their web browser, develop WCS presentation slides within
existing agency-owned software applications (i.e. Microsoft PowerPoint) or view
WCS from mobile devices.

The WCS shall support dynamic content (i.e., the ability to use Audio Visual
Interleave (AVI's) files, flash, animated gif, and dynamic html pages).

The WCS shall be available on demand or via a scheduled reservation.

The contractor shall provide a reservation system with the ability for authorized
WCS users to schedule or cancel web conferences at least one year in advance.
Scheduling may be by time and day of the week, either as a single event or
recurring event on a daily, weekly, monthly, or on another periodic basis.

The contractor shall provide an email notification with a meeting invitation and
RSVP to WCS participants.

10.The contractor shall provide the capability to extend the scheduled conference

time upon request from the ordering agency and to add participants.

11.The WCS shall be secure and provide authentication and encryption capabilities

to identify and authenticate users before providing access.

12.The WCS shall be accessible via a Universal Resource Locator (URL) address

with a login and password for valid participants.
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13.The contractor shall provide passwords for both conference leaders and
participants.

14.The WCS shall provide the capacity to support at least 1,000 simultaneous
participants in an individual Web conference.

15.The WCS shall have the capability to traverse and successfully interoperate with
agency firewalls and security layers. The contractor shall verify with the agency
that the agency firewall is compatible with this service.

16.The contractor shall provide the capability for users to request operator
assistance to immediately resolve WCS service issues or problems.

17.The WCS shall provide annotation (i.e., the ability to emphasize a specific area of
a presentation slide with a marker or pointer tool).

18.The WCS shall provide a participant list (i.e., the ability to view the names of
other participants attending the WCS presentation).

19.The contractor shall support group web surfing (i.e., the ability for the conference
leader to guide and navigate WCS patrticipants to a web page).

20.The contractor shall support file transfer (i.e., the ability to upload a file that a
WCS patrticipant can download within the meeting or event). The file transfer can
be sent to all participants or selected participants. The receiving participant shall
have the option to accept or reject the file transfer.

21.The contractor shall support multiple presenters on a WCS meeting or event.
22.The contractor shall support video webcasts to no fewer than 3,500 participants.

23.The contractor shall provide polling and voting capability. This allows the
conference leader to pose questions and receive feedback from participants
during a presentation with a variety of different answer sets (multiple choices,
open ended, yes/no) on demand. The participant shall have the capability to
signal the conference leader when they have a question.

24.WCS polling/voting feedback shall be available instantly for the WCS conference
leader and, if requested, via a polling/voting results report.

25.(Optional) The contractor shall provide a meeting lobby to allow conference
leaders to admit participants to the meeting, as well as the ability for conference
leaders to lock and unlock access to the meeting. When t he meeting i s
no additional participants are allowed to join the active conference.

26.The contractor shall provide the capability for conference leaders to print the
presentation used during the conference or save it to a local file. Participants
shall have the same capability if permitted by the conference leader.

27.WCS shall support text chat, which enables real-time text communications
between WCS conference participants. This shall include support for a public text
chat for all participants with the conference leader, and private chats between
selected participants.

EIS GS00Q17NSD3004 160



General Services Administration
Network Services 2020 G S A
Enterprise Infrastructure Solutions

28.The contractor shall provide the capability to present a survey to all or a random
percentage of participants to gather feedback and/or capture customer
satisfaction data.

C.2.8.2.2 Features
The following WCS features are mandatory unless marked optional:

1. Streaming Audio: The contractor shall provide the ability to deliver one-way
audio over the Internet during a WCS session. The streaming audio shall be
synchronized with any data portions of the Web conference.

2. Streaming Video: The contractor shall provide the ability to deliver one-way
video over the Internet during a WCS session. The streaming video shall be
synchronized with any data portions of the Web conference.

3. Web Based Presentation Replay: The contractor shall provide the capability to
replay (or play back) Web-based presentations. The replay shall be available for
a minimum of 90 days after the initial conference. The contractor shall offer the
agency an option for extending the conference replay, in 30-day increments, for a
period of 1 year.
C.2.8.2.3 Interfaces

Not applicable T WCS is a browser based service.

C.2.8.2.4 Performance Metrics

The performance levels and AQL of KPIs for WCS in Section C.2.8.2.4.1 are mandatory
unless marked optional.

C.2.8.2.4.1 Web Conferencing Service Performance Metrics

Service Performance How
KPI Level Standard (Threshold) AQL Measured
Availability Routine 99.9% 2 99.9% See Note 1
Time To Without 4 hours O 4 ho
Restore Dispatch
With 8 hours O 8 ho
Dispatch
Notes:

1. Availability is measured and calculated as a percentage of the total reporting
interval time that WCS is operationally available to the agency. Availability is
computed by the standard formula:
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RI(HR)- COT(HR)
RI(HR)

Availability = 3100

C.2.8.3 Unified Communications Service

C.2.8.3.1 Service Description

Unified Communications Service (UCS) integrates multiple methods of communication,

(e.g., e-mail, faxing, instant messaging, voice and video calling, conferencing that

identifies which participant is speaking, mobile communication, and desktop sharing) in

order to allow users to connect, collaborate, and exchange information. This may

include real-time and non-real-time, i 0 foeo N e 0 ,-to-Mang 0, a Aamainyaon y
bi-directional communications between internal and external entities. UCS can be
implemented as an application hosted by the contractor that supports multiple users

over an IP network (agency- or contractor-provided), or as a premises-based, hosted, or
hybrid solution.

UCS combines independently-run communications subsystems in order to streamline
how agency users and customers communicate and collaborate regardless of location.

C.2.8.3.1.1 Functional Definition

UCS supports a common user interface for agency communications subsystems, such
as voice subsystems (VolP based/enabled) and applications, including unified
messaging, instant messaging, presence, voice mail, integration with email where
applicable, fax, and video/ audio/web conferencing, and allows users to access
messages with any device, anywhere, and at any time.

C.2.8.3.1.2 Standards
UCS shall comply with the following standards:

1. All applicable IETF RFCs for IP-based voice, data, and video applications,
such as VolP (SIP), TCP/IP, mail (SMTP, POP3, IMAP4, LDAP), and RSVP for
call admission.

2. Common telephony and network standards, including but not limited to:
a) SIP/SDP for call setup and trunking

b) SRTP and G.711/G.722/G.729/H.264/O0PUS CODEC, IETF RFC 6716
CODEC

c) DSCP and LLDP for network traffic prioritization and device provisioning
d) TLS and MTLS for session security

e) ICE/STUN/TURN for NAT traversal and media relay for clients outside the
firewall
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f) XMPP/SIP/PIDF for IM/presence federation

3. The specific standards as identified in the TO.

4. All appropriate standards for any applicable underlying EIS access and
transport services.

C.2.8.3.1.3 Connectivity
UCS shall connect to and interoperate with:
1. PSTN (SIP trunk gateway).

2. Agency communication subsystems (e.g., voice, email, conferencing (audio,
web-based video), instant messaging, presence, collaboration portals), over an
IP network (agency provided or contractor provided).

C.2.8.3.1.4 Technical Capabilities
The following UCS capabilities are mandatory unless marked optional:

1. The contractor shall support enabling UC capabilities via many devices,
including desktop phones and mobile devices (smart phones, tablets, etc.),
wireline and IP phones, soft clients, and video conferencing devices.

2. Unified Messaging (UM) shall provide:

a) User access to and management of voice mail, e-mail and fax messages
through the same inbox or interface.

b) Modular messaging with access to messages from phones and PCs via
various interfaces, including browsers.

c) The UC Messaging Directory, which acts as a container for all the UM
objects and their configuration settings, shall logically represent a telephony
hardware device and a telephony dial plan for the enterprise to support a
specific UM feature.

d) The UC Messaging Directory objects shall enable the integration of UM with
existing telephony infrastructure. The following UM objects shall be
supported:

i. Dial Plans

ii. Mailbox Policies
ii. IP Gateways
iv. Hunt Groups
v. Auto Attendants
vi. Servers

vii. Users

3. Mobile Integration shall:
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a)
b)
c)
d)

e)

f)

Provide users with a single identity that lets them handle business calls via
their desk and mobile phones.

Provide users the ability to have calls forwarded to any phone and to use a
single number for making and receiving all calls.

Support handing off calls from cellular to Wi-Fi connections and vice versa
on smart phones.

Enable users to initiate phone calls, retrieve voice mail and corporate
directories, access instant messaging and participate in video conferencing.

Provide features that are accessible from mobile phones, laptops and
tablets, provide access to corporate directories and visual voice mail, and
feature seamless handoff between cellular and Wi-Fi calls.

Allow calls to or from mobile devices to take place anywhere and anytime
as if they are going to / coming from the desk phone numbers.

4. The Unified User Interface shall provide:

a)
b)
c)
d)

e)

f)

9)

h)

The ability for users to access UC capabilities from a variety of devices in a
variety of ways.

Features such as presence, instant messaging, integrated soft phones,
voice conferencing, video calling and conferencing.

Voice activation that integrates seamlessly with other business
communication systems.

Real-time communications i instant messaging, presence that identifies
which participant is speaking, voice calls to video, voice calls to email.

Non-real time communications i email, text messaging, fax, voice mail.

Collaboration and data sharing i electronic bulletin boards, e-Calendar,
Audio/Video/Web conferencing.

The ability for users to access messages from the following:

i. IP phones

ii. Mobile phones

iii. (Optional) Web browsers
iv. E-malil clients

v. Desktop clients

vi. PCs

vii. Tablets

Instant messaging between two users or multiparty (up to an agency-
defined number of participants).
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i) The ability for users to display their presence status (e.g., A Avai,d abl e
AAway AiDo Nod MBw dow r Jiioflet dthiera lenow their
availability for communication.

J) Presence integration with agency collaboration applications, such as
calendaring, that automatically updates presence when users are in a
meeting.

k) Audio and video conversations between two users or multiparty (up to an
agency-defined number of participants), using web cameras, speakers and
microphones.

I) File Transfer capabilities to send files between users.

m) Scheduled and ad hoc web conferencing for conducting online
presentations including audio, video, screen sharing, and a virtual
whiteboard. PC-to-PC and multiparty data sharing capabilities including
desktop sharing, application sharing, presentations, virtual whiteboard,
annotations, and polling.

n) Contact Groups that allow users to organize their contacts.

0) (Optional) Enhanced access to instant messaging from within the agency's
enterprise network or from the Internet, through a variety of devices and
software, in a secured mode using encryption.

p) Agency-managed instant messaging administration (add/change/delete
users).

g) Single sign-in capabilities through the agencyd s Ent er pri se Acti ve
(EAD) system.

r) Automated and/or staffed UCS-dedicated Service Desk available 24/7.

5. The contractor shall provide the following capabilities to support QoS, if UCS is
provided over the contractoroés | P network

a) Configuration Options for QoS
b) Traffic Prioritization
c) QoS Queuing Methods and Scheduling

6. (Optional) The UCS shall provide a premises-based WAN optimizer to collect
only the changes from each site, if the compilation of the current status of all
users being logged on is transmitted over the agency WAN.

7. The UCS shall support both IPv4 and IPv6 and be able to communicate over
IPv4-only, IPv6-only, and/or dual-stack networks.

8. The UCS shall meet a minimum voice quality level that is equivalent to or
better than a Mean Opinion Score (MOS) of 4.0 as specified in ITU-T
specification P.800 series.
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9. The contractor shall ensure that security practices and safeguards are provided
to minimize susceptibility to security issues and prevent unauthorized access.
This includes SIP-specific gateway security for SIP firewalls where applicable.
The contractor shall also comply with agency-specific security policies,
regulations and procedures.

C.2.8.3.2 Features
None.

C.2.8.3.3 Interfaces

The contractor shall support UCS to different devices. At a minimum, the following shall
be supported:

1. IP phones
Mobile phones
Web browsers
E-mail clients
Desktop clients
PCs

Tablets

N o o bk~ w0

C.2.8.3.4 Performance Metrics

The UCS performance levels and AQL of KPlIs in Section C.2.8.3.4.1 are mandatory
unless marked optional.

C.2.8.3.4.1 UCS Performance Metrics

Service Performance How
KPI Level Standard (Threshold) AQL Measured
Availability Routine 99.5% 0 99.5% See Note 1
Time to Without 4 hours O 4 hou
Restore Dispatch
With 8 hours O 8 hou
Dispatch
Note:
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1. Availability is measured and calculated as a percentage of the total reporting
interval time that UCS is operationally available to the agency. Availability is
computed by the standard formula:

RI(HR)- COT(HR)
RI(HR)

Availability = 3100

C.2.8.4 Managed Trusted Internet Protocol Service

C.2.8.4.1 Service Description

The requirements for government department and agency cybersecurity are evolving to
incorporate advanced methods of aggregating and segregating inbound and outbound
Internet traffic, Intrusion Detection, Intrusion Prevention, anti-virus and other services as
supported by evolving commercially provided cyber-protection capabilities. Existing
requirements are stated in this Section and will be updated according to DHS reference
standards and OMB instructions in place at the time the RFP is issued.

The Managed Trusted Internet Protocol Service (MTIPS) allows agencies to physically

and logically connect to the public Internet or other external connections, as required by

the agency, in full compliance with the Offic
Trusted Internet Connections (TIC) initiative (M-08-05), announced in November 2007

and subsequent modification to TIC 2.0, issued by the Department of Homeland

Security (DHS). MTIPS facilitates the reduction of the number of Internet connections in

government networks and provides standard security services to all government users.

MTIPS solutions offered by the contractors have been and shall be subject to periodic
DHS Cybersecurity Compliance Validation (CCV) formerly known as TIC Compliance
Validation (TCV). The Department of Homeland Security (DHS) is responsible for the
ACompliance and As s urTheaQAP enploys g aolalmorativeCc AP ) o
approach and measures, monitors and validates the implementation of cross-
government initiatives and assesses cyber risks. Under CAP, MTIPS subscriber
agencies shall complete an annual Cybersecurity Compliance Validation (CCV) self-
assessment and DHS will conduct an on-site CCV every three years. The MTIPS
contractors shall participate in an annual DHS led CCV assessment.

MTIPS is comprised of the network infrastructure to transport IP traffic between the

agency Enterprise WAN and the TIC Portal; together they create an agency TIC Trusted
Domain (DMZ) for I P traffic. I n todaydés envir
dynamic and morphing to include virtual instances.

MTIPS enables the government to react more effectively to cyber security attacks thus
reducing malicious penetrations and theft of critical data. Exchange of information
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through the TIC Portal is closely monitored by an integral MTIPS Security Operations
Center (SOC) to protect agency IP traffic.

The MTIPS provided transport shall serveasaficol | ecti ond net wor kK
virtual Port al connectivity insulating an
other external networks.

The TIC Portal shall function as an OMB approved Multi-Service Trusted Internet
Connection Access Provider (TICAP) capable of hosting multiple agencies and able to
manage and correlate multiple independent traffic streams for each ordering agency.
The TIC Portal shall provide physical and virtual security services to multiple
government clients, but allow for specific controls based on agency coordination, when
necessary.

Each contractor shall build at a minimum two (2) TIC Domestic Portals that maintain
physical diversity from the TIC Portals to its servicing Internet Exchange Point. The
contractor shall provide management staff at each TIC Portal.

The contractor shall provide virtual TIC capabilities upon request for agencies with
resources hosted outside their physical boundaries.

C.2.8.4.1.1 Functional Definition

The MTIPS generic functional model consists of the following set of functions and sub
functions:

1. TIC Portal (TIC Access Points):

a) Access to External Networks including the Internet
b) Routing of traffic through EINSTEIN Enclave
c) Security Operations Center (SOC)

2. Transport Collection and Distribution (MTIPS Transport)

The traffic collection and distribution supports the transport of government-only IP traffic
between agency Enterprise network and TIC Portals utilizing the secure functionality of
the SOC. The TIC Portal SOC monitoring and management systems shall be dedicated
to the management and monitoring of the ordering agencies hosted by the contractord s
portal and shall be isolated from commercial customers.

The MTIPS Context Architecture is defined in Figure C.2.8.4.1.1.1 below. The TIC
Portal Security Operations Center Architecture is defined in Figure C.2.8.4.1.1.2.
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